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UNIT OUTLINE

Unit Title: LEGAL REGULATION OF THE INTERNET


Credit Points:  12
Unit Code:  LWN117

Prerequisite(s):  Nil
Corequisites(s):  Nil

1
Introduction

Legal Regulation of the Internet covers the law as it relates to the Internet and electronic commerce.  This unit will examine the application of the existing legal principles to cyberspace as well as newly developed cyberlaw principles.  A knowledge of cyberlaw is important in a number of areas of legal practice, such as banking, litigation and intellectual property.  Many law firms have specialist electronic commerce practices.

This unit will focus on 12 Internet-related legal topics.  Recent legal developments in Australian, United States and other countries will be discussed.

2 Objectives of this Course


On completion of this unit, members of the class should:

· have a detailed understanding of statutory and case law applicable to the Internet and electronic commerce;

· understand the relevant rules and concepts of cyberlaw;

· be familiar with the laws of other countries, particularly the United States, relating to the Internet and electronic commerce;

· have knowledge and understanding of the roles of conventions and industry codes of practice that shape the application of laws in cyberspace;

· be able to critically evaluate and propose solutions to current cyberlaw issues;

· have developed a methodology which enables them to comprehensively and critically engage in work in this area;

· have identified the range of strategies required to engage successfully in professional work in this area; and

· have written a research paper on a contemporary problem involving an a legal issue relating to the Internet

3
Use of the Study Guide


This study guide has been compiled on the basis that students undertaking the unit will use it as a learning tool.  Whilst the study guide contains numerous references to material required to undertake the unit, it will be necessary, in some cases, to read further and engage other materials.  The guide should be treated as a means of establishing the framework within which the material can be studied.


Each chapter of the guide represents a separate topic.  However, in the course of undertaking the unit, it will become apparent that, to properly understand problem solving in this unit, it will be necessary to transverse the boundaries of a number of areas.

For convenience, the text of part or all of some relevant cases and articles have been included in the study guide.

Each chapter and the materials cited in the chapter must be read before the class dealing with that topic.


Chapters may comprise the following parts:


Introduction


This part of the guide gives an introduction the topic to be studied in the particular chapter.


Questions and Exercises


A list of questions and exercises is included.  Each student should formulate answers to the questions and undertake the exercises prior to the class dealing with that topic.


Essential Readings

Articles, notes, chapters, materials and webpages that must be read before class.


Cases


A list of cases which must be read before class.  Whilst recourse may be necessary to other cases from time to time, a comprehensive knowledge of these cases would be sufficient to understand the basic principles covered by that chapter’s topic.  As Internet law is rapidly expanding, cases decided after this study guide was completed also may need to be read.


Statutes


Knowledge of the statutory provisions listed is essential to an understanding of the subject matter of a chapter.


Other Useful Materials


This section sets out other readings, such as from cases, texts and articles, which provide additional information on the topic.


Subject Matter of Course


For some chapters, the subject matter of the course is set out in a number of sub-headings which provide a brief explanation and outline of the particular part of the chapter being considered.  The outline is not intended to be an exhaustive exposition of the law on the subject and will require some enhancement drawn from readings, problem solving of workshop seminar and other sources given.


Appendix to Chapter

The appendix to a chapter contains the text of some of the cases and articles relevant to the topic.

4
Method of Instruction


The course will take the form of 13 weekly lectures of two hours duration.  Participation is required.  There will be no formal oral presentations by students in class.

5
Assessment


Assessment shall be undertaken by -

a)
A research paper of approximately 5000 to 6000 words (absolute maximum) to be delivered by Friday 8 June 2001 (80% of total assessment) and;

b)
Class participation (20% of total assessment).


Research Paper
This paper must comprise between 5000 to 6000 words and be submitted by Friday 8 June 2000.  Exceeding the prescribed word limit will attract a penalty.
Students may choose any topic for their research paper provided it falls within the parameters of the subject, subject to the approval of the Course Coordinator.  All topics must be submitted in writing for approval to the Course Coordinator by no later than Friday 9 March 2001.

All research papers must be typed.

The research paper should be presented in the format required by the rules relating to the presentation of assignments in the Law Faculty Postgraduate Student Information Booklet.


Class Participation

Students are expected to consider and study all 13 topics covered by this unit.  This is not a unit where a student can obtain a high grade simply by focusing on the topic covered by that student’s research paper.

Class participation is an essential component of this unit.

Each student is expected to:

· attend each class;

· read the relevant sections of this study guide and the cited materials before class;

· formulate answers to the questions in the study guide before class;

· perform the general exercises (see Chapter One) before each class; and

· perform the exercises set out in the relevant chapter for the appropriate class;

· answer questions during class; and.

· engage in class discussions.

It is appreciated that most students are working or have other commitments.  On occasions, a student may be unable to attend or prepare for class.  If a student misses or is unable to prepare for a small number of classes, the student’s marks for class participation will not be adversely effected.

Course rules state that a student is required to attend a minimum of 80% of lectures.

Should a student miss or not prepare for more than two classes, the course-coordinator should be advised and appropriate cause for continued enrolment shown.  Failing to attend or prepare for more than two classes without cause will result in loss of marks for class participation.

If a student is unable to prepare for a class, the student should still attend.  In this case, the student must notify the course-coordinator at the beginning of the class that the student has not prepared for class.  This will ensure that being called on during class to answer questions does not embarrass the student.  The student may still participate in class discussions at the student’s option.

The following factors will be taken into account when determining a student’s grade for class participation:

· preparation for class;

· attendance at class;

· answering questions during class; and

· engaging in class discussions.

In class discussions, the quality of answers rather than the quantity of talking will be taken into account when determining the student’s grade for class participation.

6
Responsible Teacher in this Unit


The course-coordinator is John Swinson.  John Swinson is not a full-time member of QUT’s staff and does not have an office at QUT.  Any academic enquires about the unit should be directed to: 

John Swinson

Partner

Mallesons Stephen Jaques 

Telephone :  (07) 3244 8050 (direct line) 

Facsimile:    (07) 3244 8999

Email:          john.swinson@msj.com.au


Email is the preferred method of contact.  Please include “LWN117” in the subject line of any email sent regarding this unit.

7
Prescribed Reading


Prescribed Text
· Going Digital 2000: Legal Issues for e-Commerce, Software and the Internet, Anne Fitzgerald et al editors, Prospect Publishing, 2000

(This is an Australian text. The cost of the text is $175.  In the last two years, the publisher heavily discounted this text for students of LWN117, so do not purchase the text before the first class.)

· Cyberlaw:  Text and Cases, Rob Dewey et al editors, South-Western College Publishing, 2000

(Available via amazon.com)


Recommended Reference Material

· The Law of the Internet, Ian Ballon, Glasser Legal Works. See http://www.legalwks.com/books/ecomm/home.htm

· E-Commerce Hands On Solutions Booklet Series, Chris Flanagan editor, CCH Australia Limited, 1998 (Topics covered in booklets include Business to Business Transactions, Taxation in Cyberspace and Smartcards.)

· Law and the Information Superhighway, Henry H. Perritt, Aspen Publishers, Inc, January 1996, ISBN: 0471126241

· Rules of the Road for the Information Superhighway: Electronic Communications and the Law, Yochai Benkler, West Publishing Co, 1996

· The Internet and Business:  A Lawyer's Guide to the Emerging Legal Issues, Joseph Ruh, Jr. editor, The Computer Law Association, Current Issues Publication Series, 1996 (This text is available from the Computer Law Association.  See http://www.cla.org to order.)  It is now available online for free.  See:


http://www.cla.org/RuhBook/Default.htm

· Intellectual Property For the Internet, Lewis Lee and J. Scott Davidson, Wiley Law Publications, 1997

· Code and Other Laws of Cyberspace by Larry Lessig, Basic Books, 1999


http://code-is-law.org/

· An electronic “Case and Materials book” for Canadian students studying a similar topic has been written by Michael Geist and is available at:


http://aix1.uottawa.ca/~geist/commcontent.html

Other Useful Reference Materials
· Cyberlaw : The Law of the Internet, Jonathan Rosenoer, Springer, 1997

· Cyberlaw : What You Need to Know About Doing Business, David Johnston, et al, 1997 

· Cyberlaw : The Computer User's Legal Guide, Jeffrey M. Schelling, 1997

· Business & Law on the Internet, Olivier Hance, Suzanne Dionne Balz (Translator), McGraw-Hill, December 1997, ISBN: 0070259771

· Digital Cash : Commerce on the Net, Peter Wayner, April 1997

· Digital Cash, Alan Tyree, Butterworths, 1997 (This is an Australian text.)

· Electronic Payment Systems, Donal O'Mahony, Artech House Computer Science Library, June 1997

· Glasser Legal Works Virtual Library: http://www.glasserlegalworks.com/ and http://www.glasserlegalworks.com/cyberspacelawyer/librarylist.shtml
· Pamela Samuelson’s Cyberlaw Course, University of California

http://www.law.berkeley.edu/institutes/bclt/courses/fall00/cyberlaw/cybersyllabus.html

8
Use of the Internet


This course is largely concerned with applying principles of law to the Internet.  As such, students are expected to have access to the Internet, be able to use email, and use an Internet browser to access webpages on the Internet.  (If a student can not, please advise the Course Coordinator at the first class.)

Prior to attending class, students are not expected to understand how the Internet works from a technical viewpoint.

Updates to this study guide or recent developments will be emailed to students.  Students will be asked to email their email address to course coordinator after the first class.  Students who have Internet WWW access but not an email address can obtain a free Internet email account at www.hotmail.com.

Chapter One sets out general exercises that each student should undertake prior to each class.  These exercises require access to the Internet.  Specific exercises that require access to the Internet are set out in most chapters.  Case decisions and other materials dealing with Internet law are most easily accessed via the Internet.

9
Plagiarism

Plagiarism will not be tolerated.

The Course Coordinator will perform Internet searches to ensure that  students’ research papers have not be plagiarised from material available on the Internet.

10 Topics Covered

Revised 2 April 2001

Total Weeks = 13

Total Hours  = 26

WEEK
DATE
TOPIC

1
26 February
An Introduction to Legal Issues relating to the Internet

· What is the Internet?

· Who owns the Internet?

· Who pays for the Internet?

· How does it work?

· Is their such a thing as “Internet Law”?

· Who makes Internet law?



2
5 March
Jurisdictional Issues on the World Wide Web



3
12 March
Liability of Online Service Providers



4
19 March
Content Regulation



5
26 March
Privacy



6
2 April
Legal issues relating to the creation and operation of a web site.



7
9 April
· Internet Gaming

· Linking

· Framing

· (New Privacy legislation)

(no chapter in study guide - readings will be emailed to you)



8
23 April
Patenting Electronic Commerce

(study guide chapter 9)



9
30 April
Domain Names

(study guide chapter 10)



10
14 May
ICANN Dispute Resolution

(study guide chapter 13)



11
21 May
· Introduction to Electronic Commerce

· Digital and Electronic Signatures

(study guide chapter 7) 



12
28 May
· Tax, GST and the Internet

· Crime conducted using the Internet

· Spamming

(study guide chapter 11) 



13
4 June
Sophisticated Internet Transactions

· electronic trading of shares

· online auctions

· online promotions

· Internet advertising

· targeted commercial delivery

(study guide chapter 12) 




8 June
Research Paper due



CHAPTER ONE

An Introduction to Legal Issues relating to the Internet

updated February 2001

Introduction

“The Internet is an international network of interconnected computers. It is the outgrowth of what began in 1969 as a military program called ‘ARPANET,’ which was designed to enable computers operated by the military, defense contractors, and universities conducting defense related research to communicate with one another by redundant channels even if some portions of the network were damaged in a war.” Reno v. ACLU (U.S. Supreme Court 1997).  http://caselaw.findlaw.com/scripts/getcase.pl?court=US&navby=case&vol=000&invol=96-511
“Internet n. The worldwide collection of networks and gateways that use the TCP/IP suite of protocols to communicate with one another.  At the heart of the Internet is a backbone of high-speed data communication lines between major nodes or host computers, consisting of thousands of commercial, government, educational, and other computer systems, that route data and messages.  One or more Internet nodes can go off line without endangering the Internet as a whole or causing communications on the Internet to stop, because no single computer or network controls it. ...  Also called the Net.” Computer Dictionary, 3rd Edition, Microsoft Press, 1997.

This Chapter will consider the following questions:

· What is the Internet?

· Who owns the Internet?

· Who pays for the Internet?

· How does it work?

· Is their such a thing as “Internet Law”?

· Who makes Internet law?

General Exercises

Internet law changes rapidly.  The best place to keep up-to-date with Internet law is the Internet itself.

Visit Websites
So that all students can have an equal opportunity to participate in class discussions, it is strongly recommended that each student at least once each week visits the following websites on the Internet and review any recent additions to these sites.  This list of sites has been selected on that basis that, in the past, they have regularly updated their content and include materials relevant to this unit.

Law News Network 


http://www.law.com/professionals/techlaw.html

Findlaw Technology Law News


http://news.findlaw.com/legalnews/scitech/tech/

New York Times Cyberlaw Journal


http://www.nytimes.com/pages-technology/cybertimes/cyberlaw/

The findlaw.com site also has a Community Board discussion group on cyberspace law.

Students are encouraged to visit some more general sites that contain news about Internet developments.  The following sites often include news stories on Internet law topics:

CNET News


http://www.news.com/

New York Times Technology Page


http://www.nytimes.com/tech/

The Mercury News


www.sv.com 


or


http://www0.mercurycenter.com/svtech/

Sign-up for free email newsletters
Students are strongly encouraged to sign up for and regularly read one or more free email Internet law bullitens.  

[A full list of law bullitens is located at:


http://www.findlaw.com/01topics/10cyberspace/mail_usenet.html


http://www.lib.uchicago.edu/~llou/lawlists/info.html 

BNA Internet Law News


http://www.bna.com/ilaw/

Legal Wire: A summary of U.S. legal news, that regularly includes Internet-related stores.  


http://www.lawnewsnetwork.com/newswire/why.html

A daily non-legal email publication discussing Internet business issues is Infobeat: Finance.  Students can subscribe at www.infobeat.com

CyberSecurities Law Tribune

http://www.cybersecuritieslaw.com/ 

General Internet References

The following Internet sites provide information about Internet law and links to other Internet law sites.  Some sites have detailed legal information or contain useful reports.  These sites may be of assistance when conducting research for the research paper.  There are many other sites.  This is just a small selection.

Australian Sites

Cyberlaw - Australian Resources (out of date)



www2.austlii.edu.au/~graham/ITlaw/IT_topics.html


Cyberspace (Austlii links)



www.austlii.edu.au/links/Australia/Subjects/Cyberspace


National Office for the Information Economy     



www.noie.gov.au


Attorney Generals Department E-commerce 



www.law.gov.au/ecommerce


MSJ elawupdate



www.elawupdate.com


Gilbert & Tobin Publications



http://www.gtlaw.com.au/pubs/index_internet.html

Digital Technology Law Journal


wwwlaw.murdoch.edu.au/dtlj/

See wwwlaw.murdoch.edu.au/dtlj/main/links.html for a list of links to other similar journals.


Monash University Centre for Electronic Commerce



www-cec.buseco.monash.edu.au


International Sites


Juris - Cyberspace Law



http://jurist.law.pitt.edu/sg_cyb.htm


The Berkman Center for Internet and Society at Harvard Law School



http://cyber.law.harvard.edu/

Cabell’s List of Computer and Internet Law Links


www.mama-tech.com/ip.htm


Electronic Commerce Reference Site at Berkeley



www.sims.berkeley.edu/resources/infoecon/Commerce.html


Electronic Commerce and Internet Law Resource Center



www.perkinscoie.com/resource/ecomm/ecomm.htm

American Bar Association Joint Subcommittee on Electronic Financial Services



www.abanet.org/buslaw/efss

Amercian Bar Association Committee on Cyberspace Law


http://www.abanet.org/buslaw/cyber/home.html

The Electronic Frontier Foundation



www.eff.org

Findlaw Cyberlaw Resources


www.findlaw.com/01topics/10cyberspace/index.html

Internet Law and Regulation


http://internetlaw.pf.com/

John Marshall Law School Cyberspace Law Subject Index


http://www.jmls.edu/cyber/index/

New York Times Digital Commerce Archive (not updated)


www.nytimes.com/library/tech/reference/indexdigicom.html

Ejournal


http://weblog.mercurycenter.com/ejournal/

Internet Society Guide to Internet Law


http://www.isoc.org/internet/law/

General Materials
The U.S. Library of Congress maintains a list of Internet Guides, Tutorials and Dictionaries.


http://lcweb.loc.gov/global/internet/training.html

Students who are unfamilar with the World Wide Web may wish to undertake the interactive tutorial located at:


www.usyd.edu.au/su/course

Questions and Exercises

1.
Many computers are connected to computer networks.  What characteristics determine whether a computer that is connected to a computer network is connected to the Internet?

2.
Is there any point in determining who owns the Internet?

3.
Usually, an indicia of ownership is control.  Who controls the Internet?  Because the Internet was started in the U.S., and as most Internet sites and businesses are located in the U.S., is the Internet in fact controlled by the U.S. government or legal system?

4.
The Internet is an international collection of computers.  Is Internet law simply the application of “ordinary” local laws to internation transactions and communications?

5.
At the Internet Law Symposium 95, sponsored by the Seattle-based Discovery Institute, noted technology author and pundit George Gilder stated that "[i]n the twenty-first century, all law will be Internet law."  What point was Gilder making.  Do you agree?

6.
Should the Internet be unregulated?  If rules should be imposed, who should do it?

7.
Laws and what is socially acceptable differ amoung towns, states and countries.  Whose rules should apply in Cyberspace?
Readings

Essential Readings
A Brief History of the Internet by Walt Howe


http://www0.delphi.com/navnet/history.html

Cyberspace’s Architectural Constitution by Larry Lessig


http://cyberlaw.stanford.edu/lessig/content/index.html

        or  http://cyber.law.harvard.edu/works/lessig/AmAcd1.pdf

The Laws of Cyberspace by Larry Lessig


http://cyber.law.harvard.edu/works/lessig/laws_cyberspace.pdf

Cases

None this week.
Statutes

None this week.
Other Useful Materials


A Brief History of the Internet (written by those who made it happen)



Discusses the history of the Internet from a technical view point.




www.isoc.org/internet-history/brief.html



Yes, But Who Owns the Internet by Bill Wallace (1997)




http://totalnews.com/?gc032397.html



The Proper Legal Regime for “Cyberspace” by Trotter Hardy




55 U. Pitt. L. Rev. 993 (1994)

Computer Networking (for those wanting to understand the Internet in detail)



http://occ.awlonline.com/bookbind/pubbooks/kurose-ross1/

The Path of Cyberlaw by Larry Lessing


104 Yale L.J. 1743 (1995)

The Internet as a Source of Regulatory Arbitrage by Michael Froomkin


http://www.law.miami.edu/~froomkin/articles/arbitr.htm

Puppet Masters:  Who Owns the Net (CNET 1999)

http://news.cnet.com/news/0-1005-201-345506-0.html?dd.ne.txt.0806.01

Global Electronic Commerce by Fred Greguras (Nov 1999)

access via http://www.fenwick.com/pub/ip_pubs/ip_pubs.htm

http://www.fenwick.com/pub/ip_pubs/Millennium_Legal_Issues/millennium_legal_issues.htm
Subject Matter

This is a subject about Internet law.  What is so different about the Internet that there is a special subject on Internet law?  Should this course exist?
This week will consider a number of questions relating to the ownership, control and regulation of the Internet.

In early Internet days, many people believed that the Internet should be unregulated.  In part, the Internet grew out of a computer network designed to allow academics to freely communicate and share ideas.  Now, governments are imposing laws, companies are patenting Internet developments, and lawyers are bringing lawsuits.  Has the whole purpose of the Internet been defeated?

If rules should be imposed, who should do it?

The following is an edited extract from www.webpg.net/faq/whoowns.htm regarding ownership of the Internet. 

With all of the media hype surrounding the Internet, a lot of people want to find out who owns the internet, and then buy stock or go to work for those companies. Unfortunately, there is no company, individual, or even country, which owns or controls the Internet.  One would think that with such chaos it would never work ... but it does.


In many ways, it is a lot like the telephone system. Many individuals own their own telephone equipment. Local telephone companies own the wires and relays which service your house, but a different company may provide the services in a neighboring city. Yet another company might provide your long-distance telephone service. And, while the Australian Government regulates all of those companies, the phone companies in other countries are not owned or controlled by Australia. Yet it all works. You can place a call to someone in another country, the signal may pass through many different companies and countries, but it still gets there.


The Internet works because everyone is compelled by their own self-interest to make it work. One company, for example, may own a high-speed data cable between Sydney and Brisbane.  They sell data services to Internet Service Providers (“ISPs”) along the line, but require that the ISPs adhere to accepted practices so that their cable isn't endangered. The ISPs might allow individuals to dial in and connect, but require that the users have software which adheres to standards so that their connection is not endangered.

Not surprisingly, the companies which own many of the high-speed data cables interconnecting the world are the long distance telephone companies. To them, shuttling data around the world is what they do best, especially now that most voice signals are converted to digital for transmission.

Appendix to Chapter

Extract from Theme Paper European Ministerial Conference

July 1997
1.   INTRODUCTION 

Global Information Networks are transforming the world and drawing people closer together through improved global communication: the vision of a Global Information Society is taking shape. It is making possible profound economic and social transformations which are diffusing through all realms of human activity.  The rapid and coherent development of the Information Society has become essential to nations' competitiveness, employment and living standards.  Europe must realise the full potential.

New, advanced multimedia technologies for information and communication are converging and are being incorporated into new products and services for daily life - in business, public service and personal domains.  This offers new opportunities for growth and for society as a whole through: 

· investment in both private and public enterprises, 

· creation of new employment, 

· innovation and technical progress. 

Producers, service providers and users benefit in many ways from these developments: they obtain access world-wide to information and entertainment easily and economically; they can, with equal ease, transmit information world-wide establishing new information and communication channels for business or community endeavours. 

Electronic commerce will be one of the key drivers of the Global Information Infrastructure and a major building block of the Information Society in Europe. It will also have a considerable impact on Europe's competitiveness on world markets. 

Time and distance cease to be handicaps with the new technologies. This is of particular significance to widely-dispersed communities or for regions far from the main centres of population. 

Global networks also offer enormous scope for diversity. Content may address a mass audience or a small group of experts or enthusiasts, and aim to have a global or a purely local reach. Items may be made available on highly specialised subjects or in less-widely used languages in cases where traditional means of distribution might not be economic. 

Governments will be able to use Global Networks in order to improve the quality of services offered to the citizen, in particular advice on their civic rights and duties and information on the activities of government departments at each level from national to local. There will be scope to engage in a continuous dialogue with citizens. Governments, like the private sector, may use Global Networks to improve their operating efficiency through better communication and flow of information, and as a partner in electronic commerce. 

Global Information Networks, such as the Internet, know no national borders; their outstanding features are their global dimension and their open availability to all users. The international nature of the networks reduces the effectiveness of purely national initiatives and is a strong argument for enhanced international co-operation and for international agreement to be reached wherever possible on the objectives to be pursued and the best means of achieving those objectives. 

Governments must therefore be prepared to work together at a global level, with a common understanding, to further promote and foster the establishment and use of Global Information Infrastructures. Special attention should be given to the consequence of convergence technologies for the regulatory framework. Governments can in particular provide a stable and predictable legal framework ensuring a fair balance between the interests of producers and those of consumers of electronic goods and services. 

Governments have an essential role to play in ensuring that the education system takes account of new technologies and uses them to the fullest extent for teaching. It is important that the learning process should be life-long and that appropriate facilities be available. As already mentioned, global networks have a vital role to play in eliminating the disadvantages of regions at a distance from traditional centres of economic activity, and governments can ensure that the necessary infrastructure is made available and that users can have affordable access to it. 

Market opening is central to the rapid growth in the use of new services and of the take-up of innovative technologies, in accordance with the eight Core Principles agreed at the G7 Brussels Conference in February 1995 which called on governments to ensure an appropriate framework aiming at stimulating private investment and usage for the benefits of all citizens. These principles are 

· promoting dynamic competition 

· encouraging private investment 

· defining an adaptable regulatory framework 

· providing open access to networks 

· ensuring universal provision of and access to services 

· promoting equality of opportunity to the citizen 

· promoting diversity of content; including cultural and linguistic diversity 

· recognising the necessity of world-wide co-operation with particular attention to less developed countries 

These Principles have become guiding principles for the leading industrial nations in their national strategies and action programmes. 

The advantages of Global Information Networks will only be realised if the necessary adaptations are made to the existing legal and regulatory framework, so as to ensure that it fully meets new requirements. New regulations should only be adopted where they are necessary in the public interest, and other approaches should be used if they can achieve the same objectives in a way which provides greater flexibility and stimulation of the potential of those involved. Since this encompasses a variety of legal domains and policies it is absolutely necessary that initiatives, whether by governments or by the private sector, be co-ordinated with all concerned players. It is particularly important in this context that the personal rights of citizens, who are increasingly required to use the advanced technology of the Information Society, are adequately protected. 

A number of important global agreements have recently been concluded.  The Ministerial Declaration on Trade in Information Technology Products agreed upon in Singapore on 13 December 1996 provides for the expansion of world trade in information technology products. Since then negotiations have been concluded, with the result that tariffs on IT products will gradually be reduced to zero by 1 January 2000. The agreement covers 90% of world trade in IT products. 

The WTO agreement on basic telecommunications services concluded in Geneva on 15 February 1997 provides for measures of liberalisation in 70 countries representing more than 90% of the global telecommunications market. 

The WIPO Diplomatic Conference on certain copyright and neighbouring rights questions, held at Geneva from 2 to 20 December 1996, adopted two new treaties in this field. The WIPO Copyright  Treaty confirms the application of the fundamental principles of the Bern Convention for the Protection of Literary and Artistic Works to new technologies, in particular the right of reproduction, and improves the provisions relating to communication to the public. With respect to neighbouring rights, the WIPO Performances and Phonograms Treaty updates the Rome Convention of 1961, and constitutes a major step forward for the protection of performing artists and phonogram producers. A recommendation was also made to continue preparatory work on the adoption of a protocol on the rights of performers on the audio-visual fixations of their performances and a Treaty on intellectual property in respect of databases. 

Therefore so far as the infrastructure is concerned, important political steps on the way to create a framework within which market forces can develop and ultimately lead to prosperity and employment are being taken. Now the focus should shift from the infrastructure to the creation and transmission of content as well as to the development of value-added services in order to exploit fully the benefits of the global networks. 

The Bonn Conference should be a clear political signal to announce this shift in focus; the Bonn Declaration must become the starting point for commerce and content driven developments to exploit the potential of the liberalised infrastructure in an environment which secures users' rights and interests and the general interests of society. 

The Bonn Conference therefore presents an unique opportunity for Europe to make its mark in the Global Information Society where it really counts: in developing the content and the commerce that will generate the benefits in terms of competitiveness, growth and employment. 

The pattern of global and regional alliances and the globalisation of information, particularly via the Internet, show that the market, operating within a clear and predictable regulatory framework, is responding to the opportunities offered by competition and liberalisation. It is offering benefits to every citizen in terms of prices, quality and choice. While much has been achieved, more still needs be done. 

The discussion which follows aims to concentrate attention on those areas where the development of the Global Information Networks might benefit from constructive and enlightened use of the powers of government. It aims to give due weight to the legitimate interests of industry and of users. 

2.   OVERRIDING GENERAL PRINCIPLES 

Fundamental rights such as freedom of speech and expression and the respect of privacy of individuals with regard to the processing of personal data, constitute the basis of democratic societies and must be respected in any attempt to find international agreement on the use of Global Information Networks. These rights and their limits are expressed in the European Convention of Human Rights and in national constitutions, laws and traditions. 

Such rights and freedom of expression are not unlimited and a balance must be struck between them and protection of other interests of society in general and of individuals, such as preserving national security, maintaining public order, safeguarding human dignity, protecting the vulnerable and protection of intellectual property. The law should also provide adequate protection for individuals' reputations and privacy and provide consumer protection. 

For example, different States attach varying degrees of importance to the principle of freedom of expression, depending on their cultural traditions and legal bases. Some consequently have a general prohibition on any form of central control over the mass media and thus give pride of place to self-regulation. In others, State protection of interests such as public morality and vulnerable minors entails advance censorship in the relevant cases. 

When applying these general principles, restrictions on the use of Global Information Networks should reflect and complement existing law already in application for traditional print-based and audiovisual forms of expression, with a view to safeguard the existing balance between freedom of expression and the other interests mentioned. New regulations should only be adopted where they are necessary in the public interest.
CHAPTER TWO

Jurisdictional Issues on the World Wide Web

Introduction

“Persons outside of Minnesota who transmit information via the Internet knowing that the information will be disseminated in Minnesota are subject to jurisdiction of Minnesota courts for violations of state criminal and civil laws.”

Former Attorney General of Minnesota, Hubert Humphrey III, 1995

This Chapter will consider jurisdictional issues relating to the world wide web.

The following are examples of issues that will be considered in this Chapter:

· if I am operating a website and do something in Queensland that is legal in Queensland, can I be sued outside of Queensland?

· if I enter into an Internet transaction via the Internet with someone outside of Queensland, can I be sued there?

· if the above instances, which country’s or State’s law will apply?

Questions and Exercises

1.
You purchase a computer keyboard (model CC-007) via an Internet site.  The Internet site is titled “CoolComputerCo”.  CoolComputerCo claims to be a company located in Delaware, United States.  A keyboard (model BB-001) arrives in your mailbox after a 6-month wait, but it is not the keyboard that you ordered.  Moreover, you learn that website mistakenly stated that the CC-007 keyboard you ordered would have 100 keys and a separate numeric keypad, when in fact you learn from the manufacture that the CC-007 keyboard only has 66 keys and no numeric keypad.  The website is hosted on a computer in Montreal, Canada.  A third party distributor in California shipped the keyboard.  The credit card transaction was processed in U.S. dollars in New York.  What causes of action do you have again CoolComputerCo?  Which jurisdiction’s law will apply in relation to these transactions?  Would the Magistrates Court in Brisbane have jursidiction to hear this case?

2.
You operate a website in Brisbane that sells wine.  The wine is delivered via FedEx, a courier company.  What are the risks that you may breach the laws of another jurisdiction?  How can you minimize these risks?

3.
Your client likes Sherlock Holmes.  Your client finds out that the copyright over Sherlock Holmes novels recently expired in Australia.  Your client includes the text of all Sherlock Holmes novels on a website that is located in Brisbane.  The next day, your client receives an email from a publisher in New York, claiming that the copyright over Sherlock Holmes novels have not expired in the U.S., which has a longer copyright period, and that unless your client closes down the site, your client will be sued in New York.  Advise your client.

4.
Gini is advertising her new perfume “Wonder” on her Internet site.  She is selling it at the Riverside markets in Brisbane, but will also take credit card orders by fax and email.  The Wonder Perfume Company of Paris writes to Gini claiming that she is infringing its French and Germany trademarks for “Wonder.”  Advise Gini.

5.
Felix is hosts a children’s game show on afternoon television in Brisbane.  Someone doesn’t like Felix, and creates a website in Nepal that claims that Felix has strange sexual habits.  Assuming Felix can prove who created the website, can Felix sue that person for defamation in the Queensland Supreme Court?  Does it matter whether that person is living in Queensland or not?
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Bensusan Restaurant Corp. v. King, 40 USPQ2d 1519 (S.D.N.Y. 1996)
Decided September 9, 1996

Opinion By:  Stein, J.  

Plaintiff Bensusan Restaurant Corp. ("Bensusan") brought this action against defendant Richard King, individually and doing business as The Blue Note, alleging that King is infringing on Bensusan's rights in its trademark "The Blue Note." King has moved to dismiss the complaint for lack of personal jurisdiction pursuant to Fed.  R.  Civ.  P.  12(b)(2).  The issue raised by that motion is whether the existence of a "site" on the World Wide Web of the Internet, without anything more, is sufficient to vest this Court with personal jurisdiction over defendant pursuant to New York's long-arm statute and the Due Process Clause of the United States Constitution.  For the reasons that follow, the motion to dismiss the complaint is granted.  

I.   BACKGROUND  

Bensusan, a New York corporation, is the creator of a jazz club in New York City known as "The Blue Note." It also operates other jazz clubs around the world.  Bensusan owns all rights, title and interest in and to the federally registered mark "The Blue Note." (Complaint, Paragraphs 1,5.) King is an individual who lives in Columbia, Missouri and he owns and operates a "small club" in that city which is also called "The Blue Note." (Complaint, Paragraphs 2, 6.) 

In April of 1996, King posted a "site" on the World Wide Web of the Internet to promote his club.1 This Web site, which is located on a computer server in Missouri, allegedly contains "a fanciful logo which is substantially similar to the logo utilized by [Bensusan]." (Complaint, Para.  11.) The Web site is a general access site, which means that it requires no authentication or access code for entry, and is accessible to anyone around the world who has access to the Internet.  (Meltzer Aff., Para.  2.) It contains general information about the club in Missouri as well as a calendar of events and ticketing information.  (  Id., Paragraphs 2-3; Exhs.  A & B.) The ticketing information includes the names an addresses of ticket outlets in Columbia and a telephone number for charge-by-phone ticket orders, which are available for pick-up on the night of the show at the Blue Note box office in Columbia.  (  Id., Exh.  B.) 

At the time this action was brought, the first page of the Web site contained the following disclaimer: "The Blue Note's Cyberspot should not be confused with one of the world's finest jazz club[s] [the] Blue Note, located in the heart of New York's Greenwich Village.  If you should find yourself in the big apple give them a visit." (Complaint, Para.  9.) Furthermore, the reference to Bensusan's club in the disclaimer contained a "hyperlink"2 which permits Internet users to connect directly to Bensusan's Web site by "clicking" on the link.  (Id.  at Para.  10.) After Bensusan objected to the Web site, King dropped the sentence "If you should find yourself in the big apple give them a visit" from the disclaimer and removed the hyperlink.  (King Aff., Para.  14.) 

Bensusan brought this action asserting claims for trademark infringement, trademark dilution and unfair competition.  King has now moved to dismiss the action for lack of personal jurisdiction pursuant to Fed.  R.  Civ.  P.  12(b)(2).  

II.   DISCUSSION  

At this stage of the litigation -- prior to an evidentiary hearing or discovery -- Bensusan may defeat a motion to dismiss the complaint for lack of personal jurisdiction by making merely a  prima facie  showing of jurisdiction.   See A.I .   Trade Finance, Inc.  v, Petra Bank,  989 F.2d 76, 79-80 (2d Cir.  1993);  Hoffritz for Cutlery ,   Inc .   v.  Amajac ,   Ltd.,  763 F.2d 55, 57 (2d Cir.  1985);  Rothschild v.  Paramount Distillers.  Inc.,  923 F.  Supp.  433, 435 (S.D.N.Y.  1996);  PI ,   Inc.  v.  Quality Prods.  ,   Inc.,  907 F.  Supp.  752, 758 (S.D.N.Y.  1995);  Dave Guardala Mouthpieces, Inc.  v.  Sugal Mouthpieces ,   Inc.,  779 F.  Supp.  335, 336-37 (S.D.N.Y.  1991).  

In that regard, Bensusan is entitled to have its complaint and affidavits interpreted, and any doubts resolved, in the light most favorable to it.  See Landoil Resources Corp.  v.  Alexander & Alexander Servs.  ,   Inc.,  918 F.2d 1039, 1043 (2d Cir.  1991);  Hoffritz for Cutlery,  763 F.2d at 57;  Linzer v.  EMI Blackwood Music ,   Inc.,  904 F.  Supp.  207, 211 (S.D.N.Y.  1995);  Editorial Musical Latino Americana ,   S.A.    v.  Mar Int'l Records, Inc.,  829 F.  Supp.  62, 64 (S.D.N.Y.  1993).  This burden is satisfied even when the moving party makes contrary allegations that place in dispute the factual basis of plaintiff's  prima facie  case.   See A.I.  Trade Finance,  989 F.2d at 79-80;  Marine Midland Bank ,   N.A.    v.  Miller,  664 F.2d 899, 904 (2d Cir.  1981);  Lancaster v.  Zufle,  165 F.R.D.  38, 40 (S.D.N.Y.  1996);  National Cathode Corp.  v.  Mexus Co.,  855 F.  Supp.  644, 646 (S.D.N.Y.  1994).  

Furthermore, where, as in this case, discovery has not commenced on this issue or any other, plaintiff is entitled to rely on mere factual allegations to make its  prima facie  showing of jurisdiction.   See Ball v.  Metallurgie Hoboken-Overpelt, S.A.,  902 F.2d 194, 197 (2d Cir.),  cert.  denied,  498 U.S.  854, 111 S.Ct.  150, 112 L.Ed.2d 116 (1990);  Rothschild,  923 F.  Supp.  at 436;  Executive Telecard, Ltd.  v.  Engelman,  No.  95 Civ.  9505, 1996 WL 191967, at *2 (S.D.N.Y.  Apr.  19, 1996);  Pilates, Inc.  v.  Pilates Inst., Inc.,  891 F.  Supp.  175, 177 (S.D.N.Y.  1995);  Palmieri v.  Estefan,  793 F.  Supp.  1182, 1186 (S.D.N.Y.  1992);  Kinetic Instruments, Inc.  v.  Lares,  802 F.  Supp.  976, 981 [ 25 USPQ2d 1122 ] (S.D.N.Y.  1992).  Matters outside the pleadings, however, may also be considered in resolving a motion to dismiss for lack of personal jurisdiction pursuant to Fed.R.Civ.P.  12(b)(2) without converting it into one for summary judgment.   See Visual Sciences, Inc.  v.  Integrated Communications, Inc.,  660 F.2d 56, 58 (2d Cir.  1981);  Rothschild,  923 F.  Supp.  at 436;  John Hancock Property and Casualty Ins.  Co.  v.  Universale Reinsurance   Co., Ltd.,  No.  91 Civ.  3644, 1992 WL 26765, at *6 (S.D.N.Y.  Feb.  5, 1992).  

Knowing that personal jurisdiction over a defendant is measured by the law of the jurisdiction in which the federal court sits,  see Rothschild,  923 F.  Supp.  at 436 (citing  Pilates,  891 F.  Supp.  at 179),  Editorial Musical Latino Americana,  829 F.  Supp.  at 64, Bensusan relies on subdivisions (a)(2) and (a)(3)(ii) of N.Y.C.P.L.R.  Section 302, New York's long-arm statute, to support its position that personal jurisdiction exists over King in this action.  Each provision will be addressed in turn.  

A.   C.P.L.R.  Section   302(a)(2)  

C.P.L.R.  Section 302(a)(2) permits a court to exercise personal jurisdiction over any non- domiciliary who "commits a tortious act within the state" as long as the cause of action asserted arises from the tortious act.   See Pilates,  891 F.  Supp.  at 180;  Exovir ,   Inc.  v.  Mandel,  No.  94 Civ.  3546, 1995 WL 413256, at *6 (S.D.N.Y.  July 12, 1995);  Dave Guardala Mouthpieces,  779 F.  Supp.  at 337;  Business Trends Analysts v.  Freedonia Group, Inc.,  650 F.  Supp.  1452, 1456 (S.D.N.Y.  1987).  

In  Vanity Fair Mills ,   Inc.  v.  T.  Eaton Co.,  234 F.2d 633, 639 [ 109 USPQ 438 ] (2d Cir.),  cert .   denied,  352 U.S.  871, 77 S.  Ct.  96, 1 L.Ed.2d 76 [ 111 USPQ 468 ] (1956), the United States Court of Appeals for the Second Circuit held that trademark infringement occurs "where the passing off occurs,  i.e.,  where the deceived customer buys the defendant's product in the belief that he is buying the plaintiff's." Under this standard, courts have found that an offering for sale of even one copy of an infringing product in New York, even if no sale results, is sufficient to vest a court with jurisdiction over the alleged infringer.   See Editorial Musical Latino Americana,  829 F.  Supp.  at 64-65;  German Educational Television Network ,   Ltd.  v.  Oregon Public Broadcasting Co.,  569 F.  Supp.  1529 [ 223 USPQ 446 ] (S.D.N.Y.  1983);  Hertz Sys., Inc.  v.  Hervis Corp.,  549 F.  Supp.  796, 797-98 [ 220 USPQ 382 ] (S.D.N.Y.  1982);  Honda Assocs., Inc.  v.  Nozawa Trading Inc.,  374 F.  Supp.  886 [ 182 USPQ 465 ] (S.D.N.Y.  1974).  Accordingly, the issue that arises in this action is whether the creation of a Web site, which exists either in Missouri or in cyberspace --  i.e.  , anywhere the Internet exists -- with a telephone number to order the allegedly infringing product, is an offer to sell the product in New York.  

[1] Even after construing all allegations in the light most favorable to Bensusan, its allegations are insufficient to support a finding of long-arm jurisdiction over plaintiff.  A New York resident with Internet access and either knowledge of King's Web site location or a "search engine" capable of finding it could gain access to the Web site and view information concerning the Blue Note in Missouri.  

It takes several affirmative steps by the New York resident, however, to obtain access to the Web site and utilize the information there.  First, the New York resident has to access the Web site using his or her computer hardware and software.   See Shea,  930 F.  Supp.  at 930.  Then, if the user wished to attend a show in defendant's club, he or she would have to telephone the box office in Missouri and reserve tickets.  Finally, that user would need to pick up the tickets in Missouri because King does not mail or otherwise transmit tickets to the user.  Even assuming that the user was confused about the relationship of the Missouri club to the one in New York, such an act of infringement would have occurred in Missouri, not New York.  The mere fact that a person can gain information on the allegedly infringing product is not the equivalent of a person advertising, promoting, selling or otherwise making an effort to target its product in New York.   See Hertz, 549 F.  Supp.  at 797.  Here, there is simply no allegation or proof that any infringing goods were shipped into New York or that any other infringing activity was directed at New York or caused by King to occur here.   Cf.  People v.  Concert Connection, Ltd.,  211 A.D.2d 310, 314, 629 N.Y.S.2d 254, 257 (2d Dep't 1995),  appeal dismissed,  86 N.Y.2d 837, 634 N.Y.S.2d 445, 658 N.E.2d 223 (1995) (Table).  

Accordingly, C.P.L.R.  Section 302(a)(2) does not authorize this Court to exercise jurisdiction over King.  

B.   C.P.L.R.  Section   302(a)(3)(ii)  

Bensusan also contends that personal jurisdiction is established pursuant to C.P.L.R.  Section 302(a)(3)(ii), which permits a court to exercise personal jurisdiction over any non- domiciliary for tortious acts committed outside the state that cause injury in the state if the non-domiciliary "expects or should reasonably expect the act to have consequences in the state and derives substantial revenue from interstate or international commerce."  See American Eutectic Welding Alloys Sales Co.  v.  Dytron Alloys Corp.,  439 F.2d 428, 432-35 (2d Cir.  1971);  In re Houbigant Inc.,  914 F.  Supp.  964, 979 (S.D.N.Y.  1995);  Time Prods.  ,   Plc.  v.  J.  Tiras Classic Handbags ,   Inc.,  No.  93 Civ.  7856, 1994 WL 363930, at *7 [ 36 USPQ2d 1114 ] (S.D.N.Y.  July 13, 1994);  Car-Freshner Corp .   v.  Broadway Mfg.  Co.,  337 F.  Supp.  618, 619 [ 173 USPQ 226 ] (S.D.N.Y.  1971);  see also Sybron Corp .   v .   Wetzel,  46 N.Y.2d 197, 204-05, 413 N.Y.S.  127, 130-31, 385 N.E.2d 331 [ 205 USPQ 673 ] (1978).  

[2] As an initial matter, Bensusan does not allege that King derives substantial revenue from interstate or international commerce.  Instead, it relies on arguments that King participates in interstate commerce by hiring and showcasing bands of national stature.  Section 302(a)(3)(ii), however, explicitly states that substantial "revenue" is required from interstate commerce, not mere participation in it.  King has submitted an affidavit stating that 99% of his patronage and revenue is derived from local residents of Columbia, Missouri (primarily students from the University of Missouri) and that most of the few out-of-state customers have either an existing or a prior connection to the area, such as graduates of the University of Missouri.  (King Decl.  Paragraphs 4, 8.) 

Moreover, Bensusan's allegations of foreseeability, which are based solely on the fact that King knew that Bensusan's club is located in New York, is insufficient to satisfy the requirement that a defendant "expects or should reasonably expect the act to have consequences in the state." That prong of the statute requires that a defendant make "a discernable effort to serve, directly or indirectly, a market in the forum state."  Darienzo v.  Wise Shoe Stores , Inc., 74 A.D.2d 342, 346, 427 N.Y.S.2d 831,834 (2d Dep't 1980).  

Finally, Bensusan's conclusory allegation of a loss in New York is nothing more that an allegation of an "indirect financial loss resulting from the fact that the injured person resides or is domiciled in New York," which is not the allegation of a "significant economic injury" required by section 302(a)(3).   See ICC Primex Plastics Corp.  v.  LA/ES Laminati Estrusi Termoplastici S.P.A.,  775 F.  Supp.  650, 656 (S.D.N.Y.  1991);  Arbitron Co .   v.  E.W.  Scripps ,   Inc.,  559 F.  Supp.  400, 404 (S.D.N.Y.  1983);  Fantis Foods ,   Inc.  v.  Standard Importing Co.,  49 N.Y.2d 317, 326-27, 425 N.Y.S.2d 783, 787, 402 N.E.2d 122 (1980);  Sybron,  46 N.Y.2d at 205, 413 N.Y.S.2d at 131.  

Accordingly, C.P.L.R.  Section 302(a)(3) does not authorize this Court to exercise jurisdiction over King.  

Bensusan's primary argument in support of both statutory bases for personal jurisdiction is that, because defendant's Web site is accessible in New York, defendant could have foreseen that the site was able to be viewed in New York and taken steps to restrict access to his site only to users in a certain geographic region, presumably Missouri.  Regardless of the technical feasibility of such a procedure,  see Shea,  930 F.  Supp.  at 929-30, 933-34, mere foreseeability of an in-state consequence and a failure to avert that consequence is not sufficient to establish personal jurisdiction.   See Fox v.  Boucher,  794 F.2d 34, 37 (2d Cir.  1986);  Taurus Int'l Inc.  v.  Titan Wheel Int'l Inc .   ,  892 F.  Supp.  79, 82 (S.D.N.Y.  1995).  

C.   Due Process  

Furthermore, even if jurisdiction were proper under New York's long arm statute, asserting personal jurisdiction over King in this forum would violate the Due Process Clause of the United States Constitution.   See, e .   g., Burger King Corp.  v.  Rudzewicz,  471 U.S.  462, 475-76, 105 S.Ct.  2174, 2183-84, 85 L.Ed.2d 528 (1985);  World -  Wide Volkswagen Corp.  v.  Woodson,  444 U.S.  286, 292, 100 S.  Ct.  559, 564, 62 L.Ed.2d 490 (1980);  see also  Richard S.  Zembek, Comment,  Jurisdiction and the Internet: Fundamental Fairness in the Networked World of   Cyperspace,  6 Alb.  L.J.  Sci.  & Tech.  339, 367-80 (1996).  Due process requires "that the non-resident defendant has purposefully established `minimum contact' with the forum state such that the "maintenance of the suit does not offend "traditional notions of fair play and substantial justice." ' "  Darby v.  Compagnie Nationale Air France,  769 F.  Supp.  1255, 1262 (S.D.N.Y.  1991) (quoting  International Shoe Co.  v.  Washington,  326 U.S.  310, 316, 66 S.  Ct.  154, 158, 90 L.Ed.  95 (1945)).  

The following factors are relevant to this determination: "(1) whether the defendant purposefully availed himself of the benefits of the forum state; (2) whether the defendant's conduct and connection with the forum state are such that he should reasonably anticipate being haled into court there; and (3) whether the defendant carries on a continuous and systematic part of its general business within the forum state."  Independent Nat'l Distributors, Inc.  v .   Black   Rain Communications.  Inc.,  No.  94 Civ.  8464, 1995 WL 571449, at *5-6 (S.D.N.Y.  Sept.  28, 1995).  

[3] As set forth above, King has done nothing to purposefully avail himself of the benefits of New York.  King, like numerous others, simply created a Web site and permitted anyone who could find it to access it.  Creating a site, like placing a product into the stream of commerce, may be felt nationwide -- or even worldwide -- but, without more, it is not an act purposefully directed toward the forum state.   See Asahi Metal Indus.  Co.  v.  Superior Court,  480 U.S.  102, 112, 107 S.  Ct.  1026, 1032, 94 L.Ed.2d 92 (1992) (plurality opinion).  There are no allegations that King actively sought to encourage New Yorkers to access his site, or that he conducted any business -- let alone a continuous and systematic part of its business -- in New York.  There is in fact no suggestion that King has any presence of any kind in New York other than the Web site that can be accessed worldwide.  Bensusan's argument that King should have foreseen that users could access the site in New York and be confused as to the relationship of the two Blue Note clubs is insufficient to satisfy due process.   See Fox,  794 F.2d at 37;  Beckett v.  Prudential Ins.  Co.  of Am.,  893 F.  Supp.  234, 239 (S.D.N.Y.  1995).  

Although  CompuServe Inc.  v.  Patterson,  89 F.3d 1257 [ 39 USPQ2d 1502 ] (6th Cir.  1996), a recent decision of the United States Court of Appeals for the Sixth Circuit, reached a different result, it was based on vastly different facts.  In that case, the Sixth Circuit found personal jurisdiction proper in Ohio over an Internet user from Texas who subscribed to a network service based in Ohio.  The user, however, specifically targeted Ohio by subscribing to the service and entering into a separate agreement with the service to sell his software over the Internet.  Furthermore, he advertised his software through the service and repeatedly sent his software to the service in Ohio.   Id.   at 1264-65.  This led that court to conclude that the Internet user "reached out" from Texas to Ohio and "originated and maintained" contacts with Ohio.   Id.   at 1266.3 This action, on the other hand, contains no allegations that King in any way directed any contact to, or had any contact with, New York or intended to avail itself of any of New York's benefits.  

Accordingly, the exercise of personal jurisdiction over King in this case would violate the protections of the Due Process Clause.  

III.   CONCLUSION  

For the reasons set forth above, defendant's motion to dismiss the complaint pursuant to Fed.R.Civ.P.  12(b)(2) for lack of personal jurisdiction is granted and the complaint is dismissed.  

SO ORDERED.  

Footnotes

Footnote 1.  In  MTV Networks v.  Curry, 867 F.  Supp.  202 (S.D.N.Y.  1994), Judge McKenna of this court described the Internet as follows: 

The Internet is the world's largest computer network (a network consisting of two or more computers linked together to share electronic mail and files).  The Internet is actually a network of thousands of independent networks, containing several million "host" computers that provide information services.  An estimated 25 million individuals have some form of Internet access, and this audience is doubling each year.  The Internet is a cooperative venture, owned by no one, but regulated by several volunteer agencies.  

Id.  at 203 n.1 (citations omitted).  A "site" is an Internet address which permits users to exchange digital information with a particular host,  see id.  at 203 n.2, and the World Wide Web refers to the collection of sites available on the Internet,  see Shea v.  Reno, 930 F.  Supp.  916, 929 (1996).   See also Malarkey-Taylor Assocs., Inc.  v.  Cellular Telecommunications Indus.  Ass'n, 929 F.  Supp.  473, 476 n.1 [ 40 USPQ2d 1136 ] (D.D.C.  1996) (citing  American Civil Liberties Union v.  Reno, 929 F.  Supp.  824 (E.D.  Pa.  1996));  Religious Technology Ctr.  v.  Netcom On-Line Communication Servs., Inc., 923 F.  Supp.  1231, 1238 n.1 (1995).  

Footnote 2  A "hyperlink" is "highlighted text or images that, when selected by the user, permit him to view another, related Web document."  Shea, 930 F.  Supp.  at 929.  With these links "a user can move seamlessly between documents, regardless of their location; when a user viewing the document located on one server selects a link to a document located elsewhere, the browser will automatically contact the second server and display the document."  Id.   

Footnote 3.  In  CompuServe, the Sixth Circuit explicitly wrote that it was not addressing the issue of whether the Internet user "would be subject to suit in any state where his software was purchased or used .  .  ."  CompuServe, 89 F.3d at 1268.

__________________________________________________________________________________

Bensusan Restaurant Corp. v. King, 44 USPQ2d 1051 (2nd Cir. 1997)
Decided September 10, 1997

Opinion By: Van Graafeiland, S.J.
Bensusan Restaurant Corporation, located in New York City, appeals from a judgment of the United States District Court for the Southern District of New York (Stein, J.) dismissing its complaint against Richard B.  King, a Missouri resident, pursuant to Fed.  R.  Civ.  P.  12(b)(2) for lack of personal jurisdiction.  We affirm.  

Columbia, Missouri is a small to medium size city far distant both physically and substantively from Manhattan.  It is principally a white-collar community, hosting among other institutions Stephens College, Columbia College and the University of Missouri.  It would appear to be an ideal location for a small cabaret featuring live entertainment, and King, a Columbia resident, undoubtedly found this to be so.  Since 1980, he has operated such a club under the name "The Blue Note" at 17 North Ninth Street in Columbia.  

Plaintiff alleges in its complaint that it is "the creator of an enormously successful jazz club in New York City called 'The Blue Note,"' which name "was registered as a federal trademark for cabaret services on May 14, 1985." Around 1993, a Bensusan representative wrote to King demanding that he cease and desist from calling his club The Blue Note.  King's attorney informed the writer that Bensusan had no legal right to make the demand.  

Nothing further was heard from Bensusan until April 1996, when King, at the suggestion of a local web-site design company, ThoughtPort Authority, Inc., permitted that company to create a web-site or cyberspot on the internet for King's cabaret.  This work was done in Missouri.  Bensusan then brought the instant action in the Southern District of New York, alleging violations of sections 32(1) and 43(a) of the Lanham Act, 15 U.S.C.  Sections 1114(1) & 1125(a), and section 3(c) of the Federal Trademark Dilution Act of 1995, 15 U.S.C.  Section 1125(c), as well as common law unfair competition.  

In addition to seeking trebled compensatory damages, punitive damages, costs and attorney's fees, Bensusan requests that King be enjoined from: using the mark "The Blue Note", or any other indicia of the Blue Note in any manner likely to cause confusion, or to cause mistake, or to deceive, or from otherwise representing to the public in any way that [King's club] is in any way sponsored, endorsed, approved, or authorized by, or affiliated or connected with, Plaintiff or its CABARET, by means of using any name, trademark, or service mark of Plaintiff or any other names whatsoever, including but not limited to removal of Defendant's website. 

The web-site describes King's establishment as "Mid-Missouri's finest live entertainment venue, [l]ocated in beautiful Columbia, Missouri," and it contains monthly calendars of future events and the Missouri telephone number of King's box office.  Initially, it contained the following text: 

The Blue Note's CyberSpot should not be confused with one of the world's finest jazz club Blue Note, located in the heart of New York's Greenwich Village.  If you should ever find yourself in the big apple give them a visit.  

This text was followed by a hyperlink 1 that could be used to connect a reader's computer to a web-site maintained by Bensusan.  When Bensusan objected to the above- quoted language, King reworded the disclaimer and removed the hyperlink, substituting the following disclaimer that continues in use: 

The Blue Note, Columbia, Missouri should not be confused in any way, shape, or form with Blue Note Records or the jazz club, Blue Note, located in New York.  The CyberSpot is created to provide information for Columbia, Missouri area individuals only, any other assumptions are purely coincidental.  

The district court dismissed the complaint in a scholarly opinion that was published in 937 F.  Supp.  295 [ 40 USPQ2d 1519 ] (1996).  Although we realize that attempting to apply established trademark law in the fast-developing world of the internet is somewhat like trying to board a moving bus, we believe that well-established doctrines of personal jurisdiction law support the result reached by the district court.  

In diversity or federal question cases the court must look first to the long-arm statute of the forum state, in this instance, New York.   PDK Labs, Inc.  v.  Friedlander , 103 F.3d 1105, 1108 [ 41 USPQ2d 1338 ] (2d Cir.  1997).  If the exercise of jurisdiction is appropriate under that statute, the court then must decide whether such exercise comports with the requisites of due process.   See   Metropolitan Life Ins.  Co.  v.  Robertson-Ceco Corp.  , 84 F.3d 560, 567 (2d Cir.),  cert.  denied , 117 S.  Ct.  508 (1996).  Because we believe that the exercise of personal jurisdiction in the instant case is proscribed by the law of New York, we do not address the issue of due process.  

The New York law dealing with personal jurisdiction based upon tortious acts of a non-domiciliary who does not transact business in New York is contained in sub-paragraphs (a)(2) and (a)(3) of CPLR Section 302, and Bensusan claims jurisdiction with some degree of inconsistency under both sub-paragraphs.  Because King does not transact business in New York State, Bensusan makes no claim under section 302(a)(1).  The legislative intent behind the enactment of sub-paragraphs (a)(2) and (a)(3) best can be gleaned by reviewing their disparate backgrounds.  Sub-paragraph (a)(2), enacted in 1962, provides in pertinent part that a New York court may exercise personal jurisdiction over a non-domiciliary who "in person or though an agent" commits a tortious act within the state.  The New York Court of Appeals has construed this provision in several cases.  In Feathers v. McLucas , 15 N.Y.2d 443, 458 (1965), the Court held that the language "commits a tortious act  within  the state," as contained in sub-paragraph (a)(2), is "plain and precise" and confers personal jurisdiction over non-residents "  when they commit acts within the state ."  Id.   at 460 (internal quotation marks omitted).   Feathers  adopted the view that CPLR Section 302(a)(2) reaches only tortious acts performed by a defendant who was physically present in New York when he performed the wrongful act.  The official Practice Commentary to CPLR Section 302 explains that "if a New Jersey domiciliary were to lob a bazooka shell across the Hudson River at Grant's tomb, Feathers would appear to bar the New York courts from asserting personal jurisdiction over the New Jersey domiciliary in an action by an injured New York plaintiff." C302:17.  The comment goes on to conclude that: 

As construed by the Feathers decision, jurisdiction cannot be asserted over a nonresident under this provision unless the nonresident commits an  act  in this state.  This is tantamount to a requirement that the defendant or his agent be physically present in New York In short, the failure to perform a duty in New York is not a tortious act in this state, under the cases, unless the defendant or his agent enters the state.  

The Court of Appeals adhered to the  Feathers  holding in  Kramer v.  Vogl , 17 N.Y.2d 27, 31 (1966), and again in  Platt Corp.  v.  Platt , 17 N.Y.2d 234, 237 (1966), where it said: 

The failure of a man to do anything at all when he is physically in one State is not an "act" done or "committed" in another State.  His decision not to act and his not acting are both personal events occurring in the physical situs.  That they may have consequences elsewhere does not alter their personal localization as acts.  

See also   Ferrante Equip.  Co.  v.  Lasker-   Goldman Corp.  , 26 N.Y.2d 280, 285 (1970).  

In  Harvey v.  Chemie Grunenthal, G.m.b.H , 354 F.2d 428, 431 (2d Cir.  1965),  cert.  denied , 384 U.S.  1001 (1966), we held that this construction of sub-paragraph (a)(2) should be followed.  Numerous lower courts, both state and federal, have arrived at the same conclusion.   See   Beckett v.  Prudential Ins.  Co.  , 893 F.  Supp.  234, 239 (S.D.N.Y.  1995);  Kenetic Instruments, Inc.  v.  Lares , 802 F.  Supp.  976, 982-83 [ 25 USPQ2d 1122 ] (S.D.N.Y.  1992);  Department of Economic Dev.  v.  Arthur Andersen & Co.  , 747 F.  Supp.  922, 929 (S.D.N.Y.  1990);  Van Essche v.  Leroy , 692 F.  Supp.  320, 324 (S.D.N.Y.  1988);  Rolls-Royce Motors, Inc.  v.  Charles Schmitt & Co.  , 657 F.  Supp.  1040, 1052-53 (S.D.N.Y.  1987);  Bulk Oil (USA) Inc.  v.  Sun Oil Trading Co.  , 584 F.  Supp.  36, 40-41 (S.D.N.Y.  1983);  Paul v.  Premier Elec.  Constr.  Co.  , 576 F.  Supp.  384, 389 (S.D.N.Y.  1983);  Bialek v.  Racal-   Milgo, Inc.  , 545 F.  Supp.  25, 35 (S.D.N.Y.  1982);  Selman v.  Harvard Medical Sch.  , 494 F.  Supp.  603, 612-13 (S.D.N.Y.),  aff'd mem.  , 636 F.2d 1204 (2d Cir.  1980);  Marine Midland Bank v.  Kiplinger & Assocs., Inc.  , 488 F.  Supp.  699 (S.D.N.Y.  1980);  Lynn v.  Cohen , 359 F.  Supp.  565, 568 (S.D.N.Y.  1973);  Bauer Indus.  Inc.  v.  Shannon Luminous Materials Co.  , 52 A.D.2d 897-98 (2d Dep't 1976) (mem.);  Glucoft v.  Northside Sav.  Bank , 86 Misc.2d 1007, 1008-09 (N.Y.  Civ.  Ct.  1976);  Gluck v.  Fasig Tipton Co.  , 63 Misc.2d 82, 84 (N.Y.  Sup.  Ct.  1970);  Balogh v.  Rayner-Smith , 51 Misc.2d 1089, 1092 (N.Y.  Sup.  Ct.  1966).  

In 1990, Judge McLaughlin, who wrote the above-quoted commentary on section 302(a)(2), further evidenced his belief that the commentary correctly interpreted the statute when he quoted its substance in  Twine v.  Levy , 746 F.  Supp.  1202, 1206 (E.D.N.Y.  1990).  As recently as 1996, another of our district judges flatly stated: 

To subject non-residents to New York jurisdiction under Section 302(a)(2) the defendant must commit the tort while he or she is physically in New York State.  

Carlson v.  Cuevas , 932 F.  Supp.  76, 80 (S.D.N.Y.  1996) (Baer, J.).  

[1] Like the district court in  Bulk Oil ,  supra , 584 F.  Supp.  at 41, we recognize that the interpretation of sub-paragraph (a)(2) in the line of cases above cited has not been adopted by every district judge in the Second Circuit.  However, the judges who differ are in the minority.  In the absence of some indication by the New York Court of Appeals that its decisions in  Feathers  and  Platt , as interpreted and construed in the above-cited majority of cases, no longer represent the law of New York, we believe it would be impolitic for this Court to hold otherwise.  Applying these principles, we conclude that Bensusan has failed to allege that King or his agents committed a tortious act in New York as required for exercise of personal jurisdiction under CPLR Section 302(a)(2).  The acts giving rise to Bensusan's lawsuit -- including the authorization and creation of King's web site, the use of the words "Blue Note" and the Blue Note logo on the site, and the creation of a hyperlink to Bensusan's web site -- were performed by persons physically present in Missouri and not in New York.  Even if Bensusan suffered injury in New York, that does not establish a tortious act in the state of New York within the meaning of Section 302(a)(2).   See   Feathers , 15 N.Y.2d at 460.  

[2] Bensusan's claims under sub-paragraph (a)(3) can be quickly disposed of.  Sub-paragraph (a)(2) left a substantial gap in New York's possible exercise of jurisdiction over non-residents because it did not cover the tort of a non-resident that took place outside of New York but caused injury inside the state.  Accordingly, in 1966 the New York Legislature enacted sub-paragraph (a)(3), which provides in pertinent part that New York courts may exercise jurisdiction over a non-domiciliary who commits a tortious act without the state, causing injury to person or property within the state.  However, once again the Legislature limited its exercise of jurisdictional largess.  Insofar as is pertinent herein it restricted the exercise of jurisdiction under sub-paragraph (a)(3) to persons who expect or should reasonably expect the tortious act to have consequences in the state and in addition derive substantial revenue from interstate commerce.  To satisfy the latter requirement, Bensusan relies on the arguments that King participated in interstate commerce by hiring bands of national stature and received revenue from customers -- students of the University of Missouri -- who, while residing in Missouri, were domiciliaries of other states.  These alleged facts were not sufficient to establish that substantial revenues were derived from interstate commerce, a requirement that "is intended to exclude non-domiciliaries whose business operations are of a local character." Report of the Administrative Board of the Judicial Conference of the State of New York for the Judicial Year July 1, 1965 through June 30, 1966, Legislative Document (1967) No.  90.   See   United Bank of Kuwait v.  James M.  Bridges, Ltd.  , 766 F.  Supp.  113, 117-18 (S.D.N.Y.  1991);  Markham v.  Gray , 393 F.  Supp.  163, 166 (W.D.N.Y.  1975).  King's "Blue Note" cafe was unquestionably a local operation.  

For all the reasons above stated, we affirm the judgment of the district court.  

Footnotes

Footnote 1.  A hyperlink is "highlighted text or images that, when selected by the user, permit him to view another, related Web document."  Shea v.  Reno , 930 F.  Supp.  916, 929 (S.D.N.Y.  1996) (three-judge court),  aff'd , 65 U.S.L.W.  3323 (U.S.  June 27, 1997).
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CompuServe Inc.  v.  Patterson, 39 USPQ2d 1502 (6th Cir. 1996)
Decided July 22, 1996

Opinion By Brown, J.  

In a case that requires us to consider the scope of the federal courts' jurisdictional powers in a new context, a computer network giant, CompuServe, appeals the dismissal, for lack of personal jurisdiction, of its complaint in which it sought a declaratory judgment that it had not infringed on the defendants' common law copyrights or otherwise engaged in unfair competition.  The district court held that the electronic links between the defendant Patterson, who is a Texan,1 and Ohio, where CompuServe is headquartered, were "too tenuous to support the exercise of personal jurisdiction." The district court also denied CompuServe's motion for reconsideration.  Because we believe that CompuServe made a prima facie showing that the defendant's contacts with Ohio were sufficient to support the exercise of personal jurisdiction, we REVERSE the district court's dismissal and REMAND this case for further proceedings consistent with this opinion.  

I.  BACKGROUND 

CompuServe is a computer information service headquartered in Columbus, Ohio.  It contracts with individual subscribers, such as the defendant, to provide,  inter alia , access to computing and information services via the Internet, and it is the second largest such provider currently operating on the so-called "information superhighway."2 A CompuServe subscriber may use the service to gain electronic access to more than 1700 information services.3  

CompuServe also operates as an electronic conduit to provide its subscribers computer software products, which may originate either from CompuServe itself or from other parties.  Computer software generated and distributed in this manner is, according to CompuServe, often referred to as "shareware." Shareware makes money only through the voluntary compliance of an "end user," that is, another CompuServe subscriber who may or may not pay the creator's suggested licensing fee if she uses the software beyond a specified trial period.  The "end user" pays that fee directly to CompuServe in Ohio, and CompuServe takes a 15% fee for its trouble before remitting the balance to the shareware's creator.4  

Defendant, Richard Patterson, is an attorney and a resident of Houston, Texas who claims never to have visited Ohio.  Patterson also does business as FlashPoint Development.  He subscribed to CompuServe, and he also placed items of "shareware" on the CompuServe system for others to use and purchase.  When he became a shareware "provider," Patterson entered into a "Shareware Registration Agreement" ("SRA") with CompuServe.  Under the SRA, CompuServe provides its subscribers with access to the software, or shareware, that Patterson creates.  The SRA purports to create an independent contractor relationship between Patterson and CompuServe, whereby Patterson may place software of his creation on CompuServe's system.  The SRA does not mention Patterson's software by name; in fact, it leaves the content and identification of that software to Patterson.  

The SRA incorporates by reference two other documents: the CompuServe Service Agreement ("Service Agreement") and the Rules of Operation, both of which are published on the CompuServe Information Service.  Both the SRA and the Service Agreement expressly provide that they are entered into in Ohio, and the Service Agreement further provides that it is to "be governed by and construed in accordance with" Ohio law.  These documents appear to be standardized and entirely the product of CompuServe.  It bears noting, however, that the SRA asks a new shareware "provider" like Patterson to type "AGREE" at various points in the document, " [i]n recognition of your online agreement to all the above terms and conditions." Thus, Patterson's assent to the SRA was first manifested at his own computer in Texas, then transmitted to the CompuServe computer system in Ohio.  

From 1991 through 1994, Patterson electronically transmitted 32 master software files to CompuServe.  These files were stored in CompuServe's system in Ohio, and they were displayed in different services for CompuServe subscribers, who could "download" them into their own computers and, if they chose to do so, pay for them.  Patterson also advertised his software on the CompuServe system, and he indicated a price term in at least one of his advertisements.  CompuServe asserts that Patterson marketed his software exclusively on its system.  Patterson, for his part, stated that he has sold less than $650 worth of his software to only 12 Ohio residents via CompuServe.  

Patterson's software product was, apparently, a program designed to help people navigate their way around the larger Internet network.  CompuServe began to market a similar product, however, with markings and names that Patterson took to be too similar to his own.  Thus, in December of 1993, Patterson notified CompuServe (appropriately via an electronic mail or "E-mail" message5 ) that the terms "WinNAV," "Windows Navigator," and "FlashPoint Windows Navigator" were common law trademarks which he and his company owned.  Patterson stated that CompuServe's marketing of its product infringed these trademarks, and otherwise constituted deceptive trade practices.  CompuServe changed the name of its program, but Patterson continued to complain.  CompuServe asserts that, if Patterson's allegations of trademark infringement are correct, they threaten CompuServe's software sales revenue with a loss of approximately $10.8 million.  After Patterson demanded at least $100,000 to settle his potential claims, CompuServe filed this declaratory judgment action in the federal district court for the Southern District of Ohio, relying on the court's diversity subject matter jurisdiction.  CompuServe sought, among other things, a declaration that it had not infringed any common law trademarks of Patterson or FlashPoint Development, and that it was not otherwise guilty of unfair or deceptive trade practices.  Patterson responded  pro se  with a consolidated motion to dismiss on several grounds, including lack of personal jurisdiction.  Patterson also submitted a supporting affidavit, in which he denied many jurisdictional facts, including his having ever visited Ohio.  CompuServe then filed a memorandum in opposition to Patterson's consolidated motion, along with several supporting exhibits.  

The district court, considering only these pleadings and papers, granted Patterson's motion to dismiss for lack of personal jurisdiction in a thorough and thoughtful opinion.6 At various points in its consideration of the case, however, the district court expressly relied on Patterson's affidavit.   Joint Appendix  at 97, 98, 99.  The court below then denied CompuServe's motion for a rehearing, which it construed as a motion for reconsideration under Federal Rule of Civil Procedure 59(e).  CompuServe timely appealed.  Patterson, however, filed no appellate brief, and he did not appear at oral argument.  

II.  ANALYSIS 

A.  Standards of Review.  

We conduct a plenary review of personal jurisdiction issues.  E.g., Reynolds v. International Amateur Athletic Fed'n , 23 F.3d 1110, 1117 (6th Cir.) (citing  Conti v.  Pneumatic Prods. , 977 F.2d 978, 985 (6th Cir.  1992)),  cert.  denied , 115 S.  Ct.  423 (1994).  CompuServe, as the party seeking assertion of  in personam  jurisdiction, bears the burden of showing that such jurisdiction exists. E.g., Theunissen v.  Matthews , 935 F.2d 1454, 1458 (6th Cir.  1991).  When, however, a district court rules on a jurisdictional motion to dismiss made pursuant to Federal Rule of Civil Procedure 12(b)(2) without conducting an evidentiary hearing, the court must consider the pleadings and affidavits in a light most favorable to the plaintiff-- here, CompuServe.   Id.   at 1458-59.  To defeat such a motion, a party in CompuServe's position need only make a prima facie showing of jurisdiction.   Id.   

Furthermore, a "court disposing of a 12(b)(2) motion  does not weigh  the controverting assertions of the party seeking dismissal," Patterson in this case, because we want "to prevent non-resident defendants from regularly avoiding personal jurisdiction simply by filing an affidavit denying all jurisdictional facts."  Id.   at 1459 (emphasis added).  Dismissal in this procedural posture is proper only if  all the specific facts which the plaintiff (CompuServe) alleges collectively fail to state a prima facie case for jurisdiction.   Id.   

B.  Personal Jurisdiction.  

This case presents a novel question of first impression: Did CompuServe make a prima facie showing that Patterson's contacts with Ohio, which have been almost entirely electronic in nature, are sufficient, under the Due Process Clause, to support the district court's exercise of personal jurisdiction over him? 

The Supreme Court has noted, on more than one occasion, the confluence of the "increasing nationalization of commerce" and "modern transportation and communication," and the resulting relaxation of the limits that the Due Process Clause imposes on courts' jurisdiction.   E.g.  ,  World-Wide Volkswagen Corp.  v.  Woodson , 444 U.S.  286, 293 (1980) (quoting  McGee v.  International Life Ins.  Co.  , 355 U.S.  220, 223 (1957)).  Simply stated, there is less perceived need today for the federal constitution to protect defendants from "inconvenient litigation," because all but the most remote forums are easily accessible for the pursuit of both business and litigation.   Id.   The Court has also, however, reminded us that the due process rights of a defendant should be the courts' primary concern where personal jurisdiction is at issue.   Insurance Corp.  v.  Compagnie des Bauxites de Guinee , 456 U.S.  694, 702 n.10 (1982).  

The Internet represents perhaps the latest and greatest manifestation of these historical, globe-shrinking trends.  It enables anyone with the right equipment and knowledge-- that is, people like Patterson--to operate an international business cheaply, and from a desktop.  That business operator, however, remains entitled to the protection of the Due Process Clause, which mandates that potential defendants be able "to structure their primary conduct with some minimum assurance as to where the conduct will and will not render them liable to suit."  World-Wide Volkswagen , 444 U.S.  at 297.  Thus, this case presents a situation where we must reconsider the scope of our jurisdictional reach. 

To determine whether personal jurisdiction exists over a defendant, federal courts apply the law of the orum state, subject to the limits of the Due Process Clause of the Fourteenth Amendment.  Reynolds , 23 F.3d at 1115.  " [T]he defendant must be amenable to suit under the forum state's long-arm statute and the due process requirements of the Constitution must be met."  Id.   (citing  In-Flight Devices Corp.  v.  Van Dusen Air, Inc.  , 466 F.2d 220, 224 (6th Cir.  1972)).  

The Ohio long-arm statute allows an Ohio court to exercise personal jurisdiction over nonresidents of Ohio on claims arising from,  inter alia , the nonresident's transacting any business in Ohio.  Ohio Rev.  Code Ann.  Section 2307.382(A) (Anderson 1995).  It is settled Ohio law, moreover, that the "transacting business" clause of that statute was meant to extend to the federal constitutional limits of due process, and that as a result Ohio personal jurisdiction cases require an examination of those limits.   Reynolds , 23 F.3d at 1116 (quoting  Creech v.  Roberts , 908 F.2d 75, 79 (6th Cir.  1990),  cert.  denied , 499 U.S.  975 (1991));  R.L.  Lipton Distrib.  Co.  v.  Dribeck Importers, Inc.  , 811 F.2d 967, 969 (6th Cir.  1987).  

Further, personal jurisdiction may be either general or specific in nature, depending on the nature of the contacts in a given case.  E.g.,  Reynolds , 23 F.3d at 1116 (citing  Third Nat'l Bank v.  WEDGE Group Inc. , 882 F.2d 1087, 1089 (6th Cir.  1989), cert. denied , 493 U.S. 1058 (1990)).  In the instant case, because CompuServe bases its action on Patterson's act of sending his computer software to Ohio for sale on its service, CompuServe seeks to establish such specific personal jurisdiction over Patterson.   Id.   

As always in this context, the crucial federal constitutional inquiry is whether, given the facts of the case, the nonresident defendant has sufficient contacts with the forum state that the district court's exercise of jurisdiction would comport with "traditional notions of fair play and substantial justice."International Shoe Co.  v.  Washington , 326 U.S.  310, 316 (1945) (quoting  Milliken v.  Meyer , 311 U.S.  457, 463 (1940));  Reynolds , 23 F.3d at 1116;  Theunissen , 935 F.2d at 1459.  This court has repeatedly employed three criteria to make this determination: 

First, the defendant must purposefully avail himself of the privilege of acting in the forum state or causing a consequence in the forum state.  Second, the cause of action must arise from the defendant's activities there.  Finally, the acts of the defendant or consequences caused by the defendant must have a substantial enough connection with the forum to make the exercise of jurisdiction over the defendant reasonable.  

Reynolds , 23 F.3d at 1116 (quoting  In-Flight Devices , 466 F.2d at 226);  see also   Southern Mach.  Co.  v.  Mohasco Indus.  , 401 F.2d 374, 381 [ 159 USPQ 72 ] (6th Cir.  1968) (adopting the above test for "determining the present outerlimits of  in personam  jurisdiction based on a single act").  

We conclude that Patterson has knowingly made an effort--and, in fact, purposefully contracted--to market a product in other states, with Ohio-based CompuServe operating, in effect, as his distribution center.  Thus, it is reasonable to subject Patterson to suit in Ohio, the state which is home to the computer network service he chose to employ.  

To support this conclusion, we will address each of the above three criteria  seriatim , bearing in mind that (1) CompuServe need only make a prima facie case of personal jurisdiction, and (2) we cannot weigh Patterson's affidavit in the analysis, given that the district court addressed his motion to dismiss without holding an evidentiary hearing.7  Theunissen , 935 F.2d at 1459.  

1.  The "purposeful availment" requirement.  

This court has stated that the question of whether a defendant has purposefully availed itself of the privilege of doing business in the forum state is "the  sine qua non  for  in personam jurisdiction."  Mohasco Indus.  , 401 F.2d at 381-82.  The "purposeful availment" requirement is satisfied when the defendant's contacts with the forum state "proximately result from actions by the defendant  himself  that create a 'substantial connection' with the forum State," and when the defendant's conduct and connection with the forum are such that he "should reasonably anticipate being haled into court there."  Burger King Corp.  v.  Rudzewicz , 471 U.S.  462, 474-75 (1985) (quoting  World-Wide Volkswagen , 444 U.S.  at 297);  Reynolds , 23 F.3d at 1116.  Courts require purposeful availment to insure that "random," "fortuitous," or "attenuated" contacts do not cause a defendant to be haled into a jurisdiction.   Burger King Corp.  , 471 U.S.  at 475 (citing  Keeton v.  Hustler Magazine, Inc.  , 465 U.S.  770, 774 (1984)).  

This requirement does not, however, mean that a defendant must be physically present in the forum state.  As the Burger King Corp.  Court stated, "So long as a commercial actor's efforts are 'purposefully directed' toward residents of another State, we have consistently rejected the notion that an absence of physical contacts can defeat personal jurisdiction there."  Id.   at 476.  Further, as this court noted long ago, 

Physical presence of an agent is not necessary for the transaction of business in a state.  The soliciting of insurance by mail, the transmission of radio broadcasts into a state, and the sending of magazines and newspapers into a state to be sold there by independent contractors are all accomplished without the physical presence of an agent; yet all have been held to constitute the transaction of business in a state.  

Mohasco Indus. , 401 F.2d at 382 (footnotes omitted).  

[1] There is no question that Patterson himself took actions that created a connection with Ohio in the instant case.  He subscribed to CompuServe, and then he entered into the Shareware Registration Agreement when he loaded his software onto the CompuServe system for others to use and, perhaps, purchase.  Once Patterson had done those two things, he was on notice that he had made contracts, to be governed by Ohio law, with an Ohio-based company.  Then, he repeatedly sent his computer software, via electronic links, to the CompuServe system in Ohio, and he advertised that software on the CompuServe system.  Moreover, he initiated the events that led to the filing of this suit by making demands of CompuServe via electronic and regular mail messages.  

The real question is whether these connections with Ohio are "substantial" enough that Patterson should reasonably have anticipated being haled into an Ohio court.  The district court did not think so.  It looked to "cases involving interstate business negotiations and relationships" and held that the relationship between CompuServe and Patterson, because it was marked by a "minimal course of dealing," was insufficient to satisfy the purposeful availment test.  Compare  Reynolds , 23 F.3d at 1118-21 (holding that the contacts between an England-based association and an Ohio plaintiff in a contract case were "superficial" where, although mail and telephone communications had taken place, the parties had engaged in no prior negotiations and expected no future consequences)  and   Health Communications, Inc.  v.  Mariner Corp., 860 F.2d 460, 463-65 (D.C.  Cir.  1988) (finding no jurisdiction over a nonresident purchaser who had bought services from a corporation in the forum state)  with   Burger King Corp.  , 471 U.S.  at 479-82 (finding significant the defendant's reaching beyond Michigan to negotiate with a Florida corporation for the purchase of a long-term franchise).  The district court deemed this case closer to  Reynolds  and  Health Communications  than to  Burger King Corp.  , and thus it found no purposeful availment on the part of Patterson.  

We disagree.  The contract cases upon which the district court relied are both distinguishable in important ways.  Patterson, unlike the nonresident defendant in Reynolds, entered into a written contract with CompuServe which provided for the application of Ohio law, and he then purposefully perpetuated the relationship with CompuServe via repeated communications with its system in Ohio.  And, unlike the nonresident defendant in  Health Communications , Patterson was far more than a purchaser of services; he was a third-party provider of software who used CompuServe, which is located in Columbus, to market his wares in Ohio and elsewhere.  

In fact, it is Patterson's relationship with CompuServe as a software provider and marketer that is crucial to this case.  The district court's analysis misses the mark because it disregards the most salient facts of that relationship: that Patterson chose to transmit his software from Texas to CompuServe's system in Ohio, that myriad others gained access to Patterson's software via that system, and that Patterson advertised and sold his product through that system.  Though all this happened with a distinct paucity of tangible, physical evidence, there can be no doubt that Patterson purposefully transacted business in Ohio.   See   Plus System, Inc.  v.  New England Network, Inc.  , 804 F.  Supp.  111, 118-19 (D.  Colo.  1992) (finding personal jurisdiction over a nonresident computer network defendant because,  inter alia , that defendant benefitted from the intangible computer services provided by the plaintiff's own computer network system); cf. United States v.  Thomas , 74 F.3d 701, 706-07 (6th Cir.  1996) (upholding a conviction under federal obscenity laws where the defendants transmitted computer-generated images across state lines, despite the defendants' argument that the images were intangible), petition for cert.  filed , 64 U.S.L.W.  3839 (U.S.  June 10, 1996) (No.  95-1992).  

Moreover, this was a relationship intended to be ongoing in nature; it was not a "one-shot affair."  Mohasco Indus.  , 401 F.2d at 385.  Patterson sent software to CompuServe repeatedly for some three years, and the record indicates that he intended to continue marketing his software on CompuServe.  As this court has often stated, 

[B]usiness is transacted in a state when obligations created by the defendant or business operations set in motion by the defendant have a realistic impact on the commerce of that state; and the defendant has purposefully availed himself of the opportunity of acting there if he should have reasonably foreseen that the transaction would have consequences in that state.  

Mohasco Indus.  , 401 F.2d at 382-83 (footnote omitted).  Patterson deliberately set in motion an ongoing marketing relationship with CompuServe, and he should have reasonably foreseen that doing so would have consequences in Ohio.  

Admittedly, merely entering into a contract with CompuServe would not, without more, establish that Patterson had minimum contacts with Ohio.   Burger King Corp.  , 471 U.S.  at 478.  By the same token, Patterson's injection of his software product into the stream of commerce, without more, would be at best a dubious ground for jurisdiction.   Compare   Asahi Metal Indus.  Co.  v.  Superior Court , 480 U.S.  102, 112 (1987) (O'Connor, J.) (plurality op.) ("The placement of a product into the stream of commerce, without more, is not an act of the defendant purposefully directed toward the forum State.")  with   id.   at 117 (Brennan, J., concurring in part) (rejecting the plurality's position on the stream of commerce theory).  Because Patterson deliberately did both of those things, however, and because of the other factors that we discuss herein, we believe that ample contacts exist to support the assertion of jurisdiction in this case, and certainly an assertion of jurisdiction by the state where the computer network service in question is headquartered.  

We find support for our conclusion in the Ohio Supreme Court case of  U.S.  Sprint Communications Co.  Limited Partnership v.  Mr.  K's Foods, Inc.  , 624 N.E.2d 1048, 1052-54 (Ohio 1994).  In that case, the court held that a foreign corporation "transacted business" in Ohio, and thus was subject to personal jurisdiction, where it frequently made long-distance telephone calls to Ohio to sell its products, had distribution facilities in Ohio for its products, and shipped goods to Ohio for ultimate sale.  Similarly, Patterson frequently contacted Ohio to sell his computer software over CompuServe's Ohio-based system.  Patterson repeatedly sent his "goods" to CompuServe in Ohio for their ultimate sale.  CompuServe, in effect, acted as Patterson's distributor, albeit electronically and not physically.  

Further, we must reject the district court's reliance on the  de minimis  amount of software sales which Patterson claims he enjoyed in Ohio.  As this court recently stated, "It is the  'quality' of [the] contacts," and not their number or status, that determines whether they amount to purposeful availment.   Reynolds , 23 F.3d at 1119 (emphasis added) (quoting  LAK, Inc.  v.  Deer Creek Enters.  , 885 F.2d 1293, 1301 (6th Cir.  1989),  cert.  denied , 494 U.S.  1056 (1990)).  Patterson's contacts with CompuServe here were deliberate and repeated, even if they yielded little revenue from Ohio itself.  

Moreover, we should not focus solely on the sales that Patterson made in Ohio, because that ignores the sales Patterson may have made through CompuServe to others elsewhere.  Patterson sought to make those sales from Texas by way of CompuServe's system in Ohio, and the sales then involved the passage of funds through Ohio to Patterson in Texas.  This case is thus analogous to the  Mohasco Industries  case, 401 F.2d at 383-86, where this court held that jurisdiction was proper where a nonresident defendant both (a) entered a licensing contract for the plaintiff to manufacture and sell equipment in the forum state, and (b) contemplated the ongoing marketing of that equipment in the forum state and elsewhere.  

We also find instructive the Supreme Court case of  McGee v.  International Life Insurance Co., 355 U.S.  220 (1957), which held that due process did not prohibit California from asserting jurisdiction over a Texas insurance company based upon its issuance of a single insurance contract in California and the receipt of premium payments mailed from California.  The  McGee  Court reasoned that (1) the company had consciously sought the contract with the California insured, and (2) "the suit was based on a contract which had substantial connection with that State."  Id.   at 223.  

Similarly, in the instant case, Patterson consciously reached out from Texas to Ohio to subscribe to CompuServe, and to use its service to market his computer software on the Internet.  He entered into a contract which expressly stated that it would be governed by and construed in light of Ohio law.  Ohio has written and interpreted its long-arm statute, and particularly its "transacting business" subsection, with the intent of reaching as far as the Due Process Clause will allow, and it certainly has an interest "in providing effective means of redress for its residents."  Id.   As the  Burger King Corp. Court noted, the purposeful direction of one's activities toward a state has always been significant in personal jurisdiction cases, particularly where individuals purposefully derive benefits from interstate activities.   Burger King Corp.  , 471 U.S.  at 472-73.  Moreover, the Court continued, it could be unfair to allow individuals who purposefully engage in interstate activities for profit to escape having to account in other states for the proximate consequences of those activities.   Id.   (citing  Kulko v.  Superior Court , 436 U.S.  84, 96 (1978)).  

Finally, we note this court's own finding of purposeful availment based (in part) on analogous litigation threats in  American Greetings Corp.  v.  Cohn , 839 F.2d 1164, 1170 (6th Cir.  1988).  The  American Greetings Corp.   case involved an Ohio corporation's suit, in Ohio, against a California shareholder who had threatened to file a lawsuit to invalidate an amendment to the company's articles of incorporation.   Id.   at 1165.  The district court dismissed the case, without conducting an evidentiary hearing, for lack of personal jurisdiction, finding that the defendant merely owned stock in an Ohio company and expressed strong reservations about a matter of shareholder interest.   Id.   at 1166.  This court reversed, finding purposeful availment because of the defendant's letters and telephone calls to Ohio, in which he had threatened suit and had sought money to release his claim.  Thus, this court stated, the defendant himself had "originated and maintained the required contacts with Ohio."  Id.   at 1170.  

In the instant case, the record demonstrates that Patterson not only purposefully availed himself of CompuServe's Ohio-based services to market his software, but that he also "originated and maintained" contacts with Ohio when he believed that CompuServe's competing product unlawfully infringed on his own software.  Patterson repeatedly sent both electronic and regular mail messages to CompuServe about his claim, and he posted a message on one of CompuServe's electronic forums, which outlined his case against CompuServe for anyone who wished to read it.  Moreover, the record shows that Patterson demanded at least $100,000 to settle the matter.  

Thus, we believe that the facts which CompuServe has alleged, viewed in the light most favorable to CompuServe, support a finding that Patterson purposefully availed himself of the privilege of doing business in Ohio.  He knowingly reached out to CompuServe's Ohio home, and he benefitted from CompuServe's handling of his software and the fees that it generated.  

2.  The requirement that the cause of action arises from Patterson's activities in Ohio.  

Even though we have found that Patterson purposefully availed himself of Ohio privileges, we must also find that CompuServe's claims against him arise out of his activities in Ohio if we are to find the exercise of jurisdiction proper.   Reynolds , 23 F.3d at 1116-17.  If a defendant's contacts with the forum state are related to the operative facts of the controversy, then an action will be deemed to have arisen from those contacts.   Id.   at 1119 (quoting  Creech , 908 F.2d at 80).  

The district court viewed the presence of Patterson's software on the CompuServe system in Ohio as "entirely incidental to the alleged dispute between the parties." In the district court's opinion, Patterson could have claimed trademark or trade name protection for his software against CompuServe even if he had placed his software on another computer network altogether, or in a retail store.  Patterson's discovery of the similarity in program names may have come to his attention through the CompuServe system, the court below noted, but it concluded that "the way in which the parties discovered they might have a clash of legal interests is not relevant to the issue of jurisdiction." 

[2] Again, we must disagree with the district court's holding.  The cause of action in the instant case concerns allegations of trademark or trade name infringement and unfair competition.  Patterson's contacts with Ohio are certainly related to the operative facts of that controversy.  He placed his software on CompuServe's Ohio-based system.  He used that system to advertise his software and sell it.  The proceeds of those sales flowed to him through Ohio.  According to CompuServe's allegations, Patterson has marketed his product exclusively on their system.  

As the district court points out, Patterson could have placed his software anywhere and had the same result.  Nevertheless, it is uncontroverted that Patterson placed, marketed, and sold his software  only on Ohio-based CompuServe.  Thus, any common law trademark or trade name which Patterson might have in his product would arguably have been created in Ohio, and any violation of those alleged trademarks or trade names by CompuServe would have occurred, at least in part, in Ohio. See United States v.  Steffens, 100 U.S.  82, 94 (1879) (stating that trademark rights, under the common law, are appropriated only through actual prior use in commerce);  Dakota Indus.  v.  Dakota Sportswear, Inc., 946 F.2d 1384, 1388 [ 20 USPQ2d 1450 ] (8th Cir.  1991) (stating that the tort of trademark infringement is considered to have occurred where the passing off of the allegedly infringing goods occurred);  Tally-Ho, Inc.  v.  Coast Community College Dist.  , 889 F.2d 1018, 1022 [ 13 USPQ2d 1133 ] (11th Cir.  1989) (stating that where, as here, neither party has registered a disputed trademark with the federal government, the parties must look to common law and state statutes to determine what protection they have);  Younker v.  Nationwide Mut.  Ins.  Co.  , 191 N.E.2d 145, 148-49 [ 137 USPQ 901 ] (Ohio 1963) (defining trade name and trademark and stating that only the actual use of those devices in connection with a business gives rise to legal rights);  Yocono's Restaurant, Inc.  v.  Yocono , 651 N.E.2d 1347, 1350-51 (Ohio Ct.  App.  1994) (discussing the intersection of Ohio's Deceptive Trade Practices Act, the common law, and the federal Lanham Act).

Moreover, as noted heretofore with regard to the purposeful availment test, CompuServe's declaratory judgment action arose in part because Patterson threatened, via regular and electronic mail, to seek an injunction against CompuServe's sales of its software product, or to seek damages at law if CompuServe did not pay to settle his purported claim.  Thus, Patterson's threats--which were contacts with Ohio--gave rise to the case before us, as did the threats in the  American Greetings Corp.   case, 893 F.2d at 1170.  

3.  The reasonableness requirement.  

Lastly, we consider whether exercising personal jurisdiction over Patterson would be reasonable, i.e., whether it would "comport with 'traditional notions of fair play and substantial justice."'  Reynolds , 23 F.3d at 1117 (quoting  Asahi Metal Indus.  , 480 U.S.  at 113).  We note that, if we find, as we do, the first two elements of a prima facie case--purposeful availment and a cause of action arising from the defendant's contacts with the forum state-- then an inference arises that this third factor is also present.   American Greetings Corp.  , 839 F.2d at 1170 (citing  First Nat'l Bank v.  J.W.  Brewer Tire Co.  , 680 F.2d 1123, 1126 (6th Cir.  1982));  Mohasco Indus.  , 401 F.2d at 384 & n.30.  

A court must consider several factors in this context, including "the burden on the defendant, the interest of the forum state, the plaintiff's interest in obtaining relief, and the interest of other states in securing the most efficient resolution of controversies."  American Greetings Corp.  , 839 F.2d at 1169-70 (citing  Asahi Metal Indus.  , 480 U.S.  at 113).  

The district court analogized the instant case to a standard consumer suit in which CompuServe might have brought suit in Ohio "to collect a small amount of user fees from a Texas resident who, while seated at his computer terminal, became a member of the CompuServe network." 

[3] That is not, however, the case at bar.  Here, we have an entrepreneur who purposefully employed CompuServe to market his computer software product.  It may be burdensome for Patterson to defend a suit in Ohio, but he knew when he entered into the Shareware Registration Agreement with CompuServe that he was making a connection with Ohio, and presumably he hoped that connection would work to his benefit.  Further, Ohio has a strong interest in resolving a dispute involving an Ohio company, which will involve the Ohio law on common law trademarks and trade names.8  CompuServe alleges that more than $10 million could be at stake in this case, and it also contends that this case will have a profound impact on its relationships with other "shareware" providers like Patterson, who also directed their activities toward Ohio-based CompuServe.  We have no reason to believe otherwise.  

Again, considering the pleadings and affidavits in a light most favorable to CompuServe (as we must), we find that, on these facts, there is a substantial enough connection between Patterson and Ohio to make it reasonable for an Ohio court to assert personal jurisdiction over him.9  Someone like Patterson who employs a computer network service like CompuServe to market a product can reasonably expect disputes with that service to yield lawsuits in the service's home state.  

Finally, because of the unique nature of this case, we deem it important to note what we do  not hold.  We need not and do not hold that Patterson would be subject to suit in  any state where his software was purchased or used; that is not the case before us.  See World-Wide Volkswagen , 444 U.S.  at 296 (rejecting the idea that a seller of chattels could "appoint the chattel his agent for service of process").  We also do not have before us an attempt by another party from a third state to sue Patterson in Ohio for, say, a "computer virus" caused by his software, and thus we need not address whether personal jurisdiction could be found on those facts.  Finally, we need not and do not hold that CompuServe may, as the district court posited, sue any regular subscriber to its service for nonpayment in Ohio, even if the subscriber is a native Alaskan who has never left home.  Each of those cases may well arise someday, but they are not before us now.  

III.  CONCLUSION 

Because we believe that Patterson had sufficient contacts with Ohio to support the exercise of personal jurisdiction over him, we REVERSE the district court's dismissal and REMAND this case for further proceedings consistent with this opinion.  

Footnotes

Footnote 1.  Although CompuServe sued Patterson and FlashPoint Development as though they were two legal entities, it is clear that, in fact, we are dealing with Patterson d/b/a FlashPoint Development.  Thus, we will henceforth refer to a singular defendant.  

Footnote 2.  "Computer networks are systems of interconnected computers that allow the exchange of information between the connected computers.  The Internet is the world's largest computer network, often described as a 'network of networks.' "  United States v.  Baker , 890 F.  Supp.  1375, 1379 n.1 (E.D.  Mich.  1995) (citing Edward A.  Cavazos & Gavino Morin,  Cyberspace and the Law: Your Rights and Duties in the On-line World  2-11 (1994)).   See generally American Civil Liberties Union v.  Reno , Nos.  CIV.  A.  96-963 and CIV.  A.  96-1458, 1996 WL 311865, at **4-13 (E.D.  Pa.  June 11, 1996) (describing the Internet, as well as how individuals gain access to it and communicate on it).  

Footnote 3.  See, e.g., id ., 1996 WL 311865, at *7 (describing CompuServe and other national commercial services as providing "extensive and well organized content within their own proprietary networks" and "allow [ing] subscribers to link to the much larger resources of the Internet").  

Footnote 4.   See ProCD, Inc.  v.  Zeidenberg , No.  96-1139, 1996 WL 339807, at *4 [ 39 USPQ2d 1161 ] (7th Cir.  June 20, 1996) ("Much software is ordered over the Internet by purchasers who have never seen a box.  Increasingly software arrives by wire.  There is .  .  .  only a stream of electrons."); Cavazos & Morin,  supra note 1, at 63-64 (discussing shareware in the context of copyright laws).  

Footnote 5.  "E-mail allows computer network users to send messages to each other which are received at an 'electronic mailbox' identified by the recipient's unique user name and address."  Baker , 890 F.  Supp.  at 1379 n.1.   See also, e.g., American Civil Liberties Union v.  Reno , 1996 WL 311865, at *8 (explaining electronic mail).  

Footnote 6.  Because the district court held that it lacked personal jurisdiction, it did not reach the other grounds upon which Patterson had sought dismissal.  

Footnote 7.  The district court clearly erred in considering Patterson's affidavit.  Because we hold that personal jurisdiction exists, we will not belabor that matter.  Even were we to consider the affidavit, however, the result would not change.  

Footnote 8.  Texas also, of course, has an interest in this dispute involving one of its citizens.  It also bears noting that, as Patterson pointed out in the court below, CompuServe is a subsidiary of H & R Block, and both of those entities have divisions which are located in Texas.  

Footnote 9.  Our conclusion on the jurisdictional issue moots the issue of the district court's denial of CompuServe's motion for reconsideration.

___________________________________________________________

Playboy Enterprises Inc. v. Chuckleberry Publishing Inc. 

39 USPQ2d 1846 (S.D.N.Y. 1996)
Decided July 16, 1996

Opinion By: Scheindlin, J.  

I.   Background  

Plaintiff, Playboy Enterprises, Inc.  ("PEI"), publishes the well-known male entertainment magazine "Playboy." Defendant, Tattilo Editrice, S.p.A.  ("Tattilo"), has published a male sophisticate magazine in Italy under the name "PLAYMEN" since 1967.  In 1979, after Tattilo announced plans to publish an English language version of PLAYMEN in the United States, PEI brought suit to enjoin Tattilo's use of the PLAYMEN in connection with a male sophisticate magazine and related products.  As a result, PEI was awarded an injunction ("Injunction") permanently enjoining Tattilo from: 

a.  using the word "Playmen" or any word confusingly similar therewith as or in the title, as or in the subtitle, or anywhere else on the cover of a male sophisticate magazine, published, distributed or sold in the United States; 

b.  publishing, printing, distributing or selling in the United States and importing into or exporting from the United States an English Language male sophisticate magazine which uses the word "PLAYMEN" or any word confusingly similar therewith as or in the title, as or in the subtitle, or anywhere else on the cover of such magazine, and 

c.  using "PLAYBOY", "PLAYMEN" or any other word confusingly similar with either such word in or as part of any trademark, service mark, brand name, trade name or other business or commercial designation, in connection with the sale, offering for sale or distributing in the United States, importing into or exporting from the United States, English language publications and related products.  

Declaration of David R.  Francescani, Attorney for Playboy, dated February 27, 1996 ("Francescani Decl.") Ex.1.  Fifteen years later, in January 1996, PEI discovered that Tattilo had created in Internet site featuring the PLAYMEN name (the "PLAYMEN Internet site" or "Internet site") which makes available images of the cover of the Italian magazine, as well as its "Women of the Month" feature and several other sexually explicit photographic images.  The Internet site was created by uploading images onto a World Wide Web server located in Italy.  Tattilo offers two services on its Internet site.  "PLAYMEN Lite" is available without a subscription and allows users of the Internet to view moderately explicit images.  "PLAYMEN Pro," which offers more explicit images, is available only upon the purchase of a paid subscription.  It appears that the main (if not sole) purpose of the PLAYMEN Lite site is to allow prospective subscribers to PLAYMEN Pro to sample the product before purchasing a subscription.  

PEI moved for a finding of contempt against Tattilo.  By Opinion and Order dated June 19, 1996 ("Opinion"), I determined that the Internet site violated the Injunction, and thereby found Tattilo in contempt.  Tattilo was ordered, within two weeks, to: (1) either shut down its Internet site completely or refrain from accepting any new subscriptions from customers residing in the United States; (2) invalidate the user names and passwords to the Internet site previously purchased by United States customers; (3) refund to its United States customers the remaining unused portions of their subscriptions; (4) remit to PEI all gross profits earned from subscriptions to its PLAYMEN Pro Internet service by customers in the United States; (5) remit to PEI all gross profits earned from the sale of goods and services advertised on its PLAYMEN Internet service to customers in the United States; (6) revise its Internet site to indicate that all subscription requests from potential United States customers will be denied; and (7) remit to PEI its costs and attorneys' fees incurred in making that application.  I further ruled that if those conditions were not met within two weeks, Tattilo shall pay to PEI a fine of $1,000 per day until it complies fully.  

Defendant now requests that the Court amend its Order in several respects.  First, Defendant submits that the Court misconstrued the process by which a user of the Internet site accesses PLAYMEN Lite, resulting in the incorrect determination that the PLAYMEN Lite service violated the Injunction.  Defendant argues that the continued availability of PLAYMEN Lite within the United States would not violated the Injunction.  Second, Defendant requests that the Order be amended to eliminate the award of attorneys' fees and costs to PEI, as well as Tattilo's gross profits from subscriptions and sales of products to customers residing in the United States.  1  

Plaintiff also moves for an amendment of the judgment.  PEI requests that Tattilo be ordered to refrain from "publishing, promoting and selling in the English language PLAYMEN publications and related products." 

II.   Standard of Review  

Both parties are seeking reconsideration of the Opinion.  A court should grant such motions "only if the moving party presents [factual] matters or controlling decisions the court overlooked that might materially have influenced its earlier decision."  Morser v.  AT & T Information Systems , 715 F.  Supp.  516, 517 (S.D.N.Y.  1989);  see also Violette v.  Armonk Assocs., L.P.  , 823 F.  Supp.  224, 226 (S.D.N.Y.  1993).  Moreover, a motion for reconsideration may not be used to plug gaps in an original argument (  see McMahan & Co.  v.  Donaldson, Lufkin & Jenrette Securities Corp.  , 727 F.  Supp.  833, 833-34 (S.D.N.Y.  1989)) or "to argue in the alternative once a decision has been made" (  see United States v.  Reyes , 91-CR-56S, 1993 WL 8775, at *1 (W.D.N.Y.  Jan.  13, 1993).  

III.   Discussion  

A.   Whether PLAYMEN Lite Violates the In   junc   tion  

In the Opinion, Defendant was found to have violated Subsection 1(c) of the 1981 Injunction which permanently enjoined Tattilo from: 

Using "PLAYBOY", "PLAYMEN" or any other word confusingly similar with either such word in or as part of any trademark, service mark, brand name, trade name or other business or commercial designation, in connection with the sale, offering for sale or distributing in the United States, importing into or exporting from the United States, English language publications and related products.  

The basis for this holding was the Court's finding that 1) the word PLAYMEN was used as part of a trademark, service mark, brand name, trade name or other business or commercial designation; 2) that such use was made in connection with an English language publication ore related products; and 3) that such use was made in connection with a sale or distribution within the United States.  The sole issue raised in this request for reconsideration is whether Tattilo has sold or distributed PLAYMEN Lite in the United States.  

1.   The Previous Order  

The uploading of pictorial images onto a computer which may be accessed by other users constitutes a "distribution" because 

Defendant does more than simply provide access to the Internet.  It also provides its own services, PLAYMEN Lite and PLAYMEN Pro, and supplies the content for these services.  Moreover, .  .  ., these pictorial images can be downloaded to and stored upon the computers of subscribers to the service.  In fact, Defendant actively invites such use: The Internet site allows the user to decide between viewing and downloading the images.  Thus this use of Defendant's Internet site constitutes a distribution.  

Opinion at 15.  

This distribution occurred in the United States because of the direct contact between Tattilo and users of the PLAYMEN Internet site.  Id. at 16.  Specifically, in order to subscribe to the PLAYMEN Pro service, Prospective users fax an "order form" to Tattilo, along with a credit card number, and receive back a password and user ID via e-mail.  

Although users of the PLAYMEN Internet site do not "subscribe" to PLAYMEN Lite, Tattilo nonetheless distributes this product in the United States because of the means by which a user accesses PLAYMEN Lite, which is described on the Internet site itself: 

Before I pay I want to see what you offer : For this reason, you will receive a temporary user name and password by email.  With this password you can browse on the xxx pages of the lite version of Playmen.  Once you are satisfied, you will have to fill the form and send it to us by fax, specifing [sic] all the details of your credit card.  

2.   The Instant Motion  

Tattilo now claims that the above passage does not accurately describe the process by which a user accesses PLAYMEN Lite.  According to Tattilo, not only is a password not necessary to peruse the PLAYMEN Lite service, but in reality  no  contact with Tattilo is required for a potential user to access PLAYMEN Lite.  

[1] On July 3, 1996, a hearing was held at which the parties demonstrated the process of accessing the PLAYMEN Internet site.  No password or user ID was necessary.  Defendant has therefore presented factual matter which was not before the Court that might materially have influenced its earlier decision.  2 The question, then, is whether Tattilo's PLAYMEN Lite service still violates the Injunction.  

[2] While the Opinion held that deliberate and intentional contact with the United States was established based on the requirement that prospective customers fax subscription forms to Italy, and that user names and IDs are sent to United States customers from Italy, this is not the only basis for finding that a distribution occurred within the United States.  The PLAYMEN Lite service allows (indeed invites) a user to download Tattilo's pictorial images onto his or her home computer.  PLAYMEN Lite can thus be viewed as an "advertisement" by which Tattilo distributes its pictorial images throughout the United States.  That the local user "pulls" these images from Tattilo's computer in Italy, as opposed to Tattilo "sending" them to this country, is irrelevant.  By inviting United States users to download these images, Tattilo is causing and contributing to their distribution within the United States.  

[3] Moreover, the availability of PLAYMEN Lite within the United States violates the Injunction even if the user could not download the images.  PLAYMEN Lite is nearly identical to PLAYMEN Pro.  Both reveal many of the same images; both allow the user to download these images; both services purport to sell products such as movies and CD-Roms to their users.  3 Most notably, as demonstrated at the hearing, the two services utilize many of the same screens and links.  

This implies that PLAYMEN Lite and PLAYMEN Pro are not two separate and distinct services as Defendant has argued, but are actually one service -- the "PLAYMEN Internet Service" -- part of which requires a password and part of which does not.  In other words, PLAYMEN Lite is nothing more than an "advertisement" or "coming attractions" for the money-making PLAYMEN Pro service.  This relationship is further demonstrated by the passage quoted above, which caused confusion as to how a user accesses PLAYMEN Lite.  When a PLAYMEN Lite user is considering purchasing a subscription to PLAYMEN Pro, but would like to sample the product first, Tattilo will provide a temporary password that will allow the user to access the pages of PLAYMEN Pro through PLAYMEN Lite.  

As such, PLAYMEN Lite represents a free distribution of Tattilo's product, a product which has been banned in this country since the 1981 Injunction.  I decline to hold that Tattilo may maintain some portion of its Internet site.  Because PLAYMEN Lite and PLAYMEN Pro are essentially one entity, they must be treated as such.  

Therefore, the PLAYMEN Lite service violates the Injunction.  As ordered in the Opinion, Tattilo must either shut down PLAYMEN Lite completely or prohibit United States users from accessing the site in the future.  The simplest method of prohibiting access by United States users is to adopt a method of access similar to the one which I had believed was already in place: require users of the PLAYMEN Lite service to acquire free passwords and user IDs in order to access the site.  In this way, users residing in the United States can be filtered out and refused access.  4  

Because this motion raised serious issues, Tattilo may have two weeks from the date of this Order to either shut down PLAYMEN Lite or adopt procedures prohibiting United States users from accessing the site.  Of course, this does not affect the time remaining for Tattilo to comply with the earlier Order.  

B.   The Award of Attorneys' Fees and Costs  

There is no basis for reconsideration of the decision to impose attorneys' fees and costs upon Tattilo.  As previously stated, Tattilo had sufficient cause to doubt the legality of establishing the PLAYMEN Internet site.  Defendant cannot avoid this sanction simply because the contempt motion may raise an issue of first impression.  

C.   The Award of Tattilo's Gross Profits  

Similarly, there is no basis for reconsideration of the decision to award PEI Tattilo's gross profits from subscriptions and sales of products to United States customers.  Consistent with my decision not to reconsider attorney's fees and costs, Defendant cannot avoid this sanction simply because the contempt motion may raise an issue of first impression.  

D.   PEI's Request For an Additional Sanction  

PEI has also failed to set forth any ground for reconsideration.  As previously stated, this Court has no power to restrict Tattilo from providing its PLAYMEN Internet service outside the United States.  There are many English speaking countries throughout the world.  This Court has no jurisdiction to control Tattilo's activities in those countries.  As a result, PEI's motion for an order prohibiting Tattilo from using English on its Internet site is denied.  

V.   Conclusion  

For the foregoing reasons, the motion for reconsideration is denied.  Tattilo must shut down the PLAYMEN Lite service in accord with this Opinion.  

SO ORDERED.  

Footnotes

Footnote 1.  In addition, Tattilo asks that should the Court decline to eliminate the award of attorneys' fees and costs, that the time to complete those payments be extended until two weeks after the determination of that issue.  Because PEI has no objection to this request, it is granted.  

Footnote 2.  Tattilo could not have presented this fact to the Court prior to this Motion, as all attempts to access the internet at an earlier hearing were unsuccessful.  Defendants are therefore not precluded from raising this issue for the first time on reconsideration.  

Footnote 3.  These product offerings are not available on PLAYMEN Lite.  When attempting to order, a message appears informing the user that " [t]his page is under construction" or " [y]our client is not allowed to access the requested object." However, the unavailability of these products does not affect this holding.  

Footnote 4.  If technology cannot identify the country of origin of e-mail addresses, these passwords and user IDs should be sent by mail.  Only in this way can the Court be assured that United States users are not accidentally permitted access to PLAYMEN Lite.

__________________________________________________________________________________

CHAPTER THREE

Liability of Online Service Providers

updated 4 March 2001

Introduction

“The Government has made a decision to limit the liability of carriers and ISPs, in certain circumstances, for copyright infringements by others on their physical facilities. This decision has been made in direct response to concerns from carriers and ISPs.

 
They are concerned about the legal and technical problems that they face in controlling the making available and transmission of copyright on the Internet. 

The decision to limit the liability of carriers and ISPs for certain infringements is important. ISPs represent a new industry which has emerged from nothing as a result of the Internet. 


The industry must be allowed to go on providing what has become an indispensable service to Internet users. However, this should not be at the cost of serious prejudice to the exploitation by copyright owners of their works.”

Speech by the Attorney-General Daryl Williams AM QC MP,  30 April 1998
See http://law.gov.au/ministers/attorney-general/articles/speech1.html#reforms

This chapter will examine whether Internet service providers (commonly called ISPs) and businesses that host webpages for others should be liable when content they store or distribute infringes another’s rights.

Questions and Exercises

1.
Jed is a student.  He has no money.  Jed creates a public website about the Dean which is defamatory.  The website is hosted on the QUT computer system and is also mirrored by Telstra on the Big Pond website.  If the Dean sued QUT and Telstra for defamation, would the Dean succeed?

2.
Using the QUT computer system, Jed sends an email message to all staff at QUT that defames the Dean.  If the Dean sued QUT for defamation, would the Dean succeed?

3.
Jed’s website also includes all the lyrics for the Grateful Dead’s songs.  If the Grateful Dead sued QUT and Telstra for copyright infringement, would the Grateful Dead succeed?  Would your advice differ if the site was only accessible once a year, on Gerry Jarcia’s birthday?

4.
Would the answers to the above three questions differ under U.S. law?

5.
What legislation would you propose to deal with the above issues?  Consider which interests would support and oppose your legislation.

6.
Jack owns WindowsOnTheWorld, a Brisbane ISP.  Jack must pay 15 cents a megabyte for information he receives across the Internet.  To save money, Jack caches the 50 most popular websites on this server in Brisbane.  He updates the cache once a day.  One site Jack caches is news.com.  news.com sues Jack for copyright infringement in Australia.  Who will succeed?
Readings

Essential Readings

Going Digital, Chapters 18 and 19

Online Service Providers:  New Copyright Enforcers

http://www.fenwick.com/pub/ip_pubs/IP_Bulletin_Winter_99/ip_bulletin_winter_99.htm
Mindspring’s Digital Millenium Copyright Act notice
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Copyright Reform and the Digital Agenda, Proposed Transmission Right, Right of Making Available and Enforcement Measures 


Discussion Paper, July 1997


(Review the sections relating to ISP liability)


http://law.gov.au/publications/digital.htm
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Zeran v. American Online, Inc. (E.D.Va 1997)



http://www.bna.com/e-law/cases/zeran.html



Cubby, Inc. v. Compuserve, Inc., 776 F. Supp. 135 (S.D.N.Y. 1991) 



http://www.jmls.edu/cyber/cases/cubby.txt



Stratton Oakmont, Inc. v. Prodigy Services Co. (N.Y. Sup. Ct. 1995)



http://www.jmls.edu/cyber/cases/strat1.html



  AND

http://www.jmls.edu/cyber/cases/strat2.html

Statutes
COPYRIGHT AMENDMENT (DIGITAL AGENDA) ACT 2000



see appendix


Digital Millenium Copyright Act 1998 (U.S.)
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UK Defamation Act 1996, s. 1
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Lunney v. Prodigy Services Co

28 December 1998
Note by Blake Bell

On December 28, a significant ISP cyberlibel decision was released by the New York Appellate Division, Second Department in a case entitled Alexander G. Lunney v. Prodigy Services Co.  The court reversed Westchester County Supreme Court Justice Joan B. Lefkowitz's January 18, 1998 denial of Prodigy's motion for summary judgment dismissing the plaintiff's claims for cyberlibel, negligence, harassment and intentional infliction of emotional distress.  The suit was brought on behalf of a young member of the Boy Scouts of America.  It seems that in 1994, an anonymous practical joker sent a leader of the plaintiff's Boy Scout Troop an abusive, obscene and threatening e-mail message.  The "joker" also posted inappropriate bulletin board messages using service accounts that were opened in the boy's name without his knowledge.  The boy's Scout Master reportedly was told of the message, went to the boy's home and confronted him in front of his mother.  Prodigy also wrote the boy and said that his account had been suspended.  Additionally, the boy claimed that internal Prodigy papers erroneously described him as a delinquent who had committed credit card fraud and had transmitted obscene material.  When the fraudulent accounts were tracked down, Prodigy apologized to the boy, who then sued.  Interestingly, in reversing the lower court's decision and granting summary judgment dismissing the claims, the Second Department disagreed with the decision in Stratton Oakmont Inc. v. Prodigy Services Co., No. 31063/94, 1995 WL 323710 (N.Y. Sup. Ct., May 24, 1995).  In that case, the Court held Prodigy liable as a publisher of defamatory postings of a third party on Money Talk, a Prodigy bulletin board.  Prodigy held itself out as exercising  editorial control over the content of postings on its bulletin boards, using filtering software to block offensive postings and posting guidelines describing prohibited conduct.  Id. at *4.  The widely-criticized decision in the Stratton Oakmont case quickly led to the enactment of Section 230(c) of the Communications Decency Act of 1996, 47 U.S.C.A. 230(c) which states, in part, that "[n]o provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider."  For a very informative article about the Second Department's December 28 decision, see 


www.lawnewsnetwork.com/stories/jan/e010499g.html
Religious Technology Center v. Netcom On-Line Communication Services Inc. 

37 USPQ2d 1545 (N.D. Calf. 1995)
Decided November 21, 1995
Opinion By:  Whyte, J.  

This case concerns an issue of first impression regarding intellectual property rights in cyberspace.1 Specifically, this order addresses whether the operator of a computer bulletin board service ("BBS"), and the large Internet2 access provider that allows the BBS to reach the Internet, should be liable for copyright infringement committed by a subscriber of the BBS.  

Plaintiffs Religious Technology Center ("RTC") and Bridge Publications, Inc.  ("BPI") hold copyrights in the unpublished and published works of L.  Ron Hubbard, the late founder of the Church of Scientology ("the Church").  Defendant Dennis Erlich ("Erlich")3 is a former minister of Scientology turned vocal critic of the Church, whose pulpit is now the Usenet newsgroup4 alt.religion.scientology ("a.r.s"), an on-line form for discussion and criticism of Scientology.  Plaintiffs maintain that Erlich infringed their copyrights when he posted portions of their works on a.r.s.  Erlich gained his access to the Internet through defendant Thomas Klemesrud's ("Klemesrud's") BBS "support .com." Klemesrud is the operator of the BBS, which is run out of his home and has approximately 500 paying users.  Klemesrud's BBS is not directly linked to the Internet, but gains its connection through the facilities of defendant Netcom On-Line Communications, Inc.  ("Netcom"), one of the largest providers of Internet access in the United States.  

After failing to convince Erlich to stop his postings, plaintiffs contacted defendants Klemesrud and Netcom.  Klemesrud responded to plaintiffs' demands that Erlich be kept off his system by asking plaintiffs to prove that they owned the copyrights to the works posted by Erlich.  However, plaintiffs refused Klemesrud's request as unreasonable.  Netcom similarly refused plaintiffs' request that Erlich not be allowed to gain access to the Internet through its system.  Netcom contended that it would be impossible to prescreen Erlich's postings and that to kick Erlich off the Internet meant kicking off the hundreds of users of Klemesrud's BBS.  Consequently, plaintiffs named Klemesrud and Netcom in their suit against Erlich, although only on the copyright infringement claims.5  

On June 23, 1995, this court heard the parties' arguments on eight motions, three of which relate to Netcom and Klemesrud and are discussed in this order.  (1) Netcom's motion for summary judgment; (2) Klemesrud's motion for judgment on the pleadings; 6 and (3) plaintiffs' motion for a preliminary injunction against Netcom and Klemesrud.  For the reasons set forth below, the court grants in part and denies in part Netcom's motion for summary judgment and Klemesrud's motion for judgment on the pleadings and denies plaintiffs' motion for a preliminary injunction.  

I.  Netcom's Motion for Summary Judgment of Noninfringement 

A.   Summary Judgment Standards  

Because the court is looking beyond the pleadings in examining this motion, it will be treated as a motion for summary judgment rather than a motion to dismiss. Grove v.  Mead School District, 753 F.2d 1528, 1532 (9th Cir.  1985).  Summary judgment is proper when "the pleadings, depositions, answers to interrogatories, and admissions on file, together with the affidavits, if any, show that there is no genuine issue as to any material fact and that the moving party is entitled to judgment as a matter of law." Fed.  R.  Civ.  P.  56(c).  There is a "genuine" issue of material fact only when there is sufficient evidence such that a reasonable juror could find for the party opposing the motion.   Anderson v.  Liberty Lobby, Inc.  , 477 U.S.  242, 251-52 (1986).  Entry of summary judgment is mandated against a party if, after adequate time for discovery and upon motion, the party fails to make a showing sufficient to establish the existence of an element essential to that party's case, and on which that party will bear the burden of proof at trial.   Celotex Corp.  v.  Catrett , 477 U.S.  317, 322 (1986).  The court, however, must draw all justifiable inferences in favor of the nonmoving parties, including questions of credibility and of the weight to be accorded particular evidence.   Masson v.  New York Magazine, Inc., 501 U.S.  496, 520 (1991).  

B.   Copyright Infringement  To establish a claim of copyright infringement, a plaintiff must demonstrate (1) ownership of a valid copyright and (2) "copying"7 of protectable expression by the defendant,  Baxter v.  MCA ,  Inc., 812 F.2d 421, 423 [ 2 USPQ2d 1059 ] (9th Cir.),  cert.  denied , 484 U.S.  954 (1987).  Infringement occurs when a defendant violates one of the exclusive rights of the copyright holder.  17 U.S.C.  Section 501(a).  These rights include the right to reproduce the copyrighted work, the right to prepare derivative works, the right to distribute copies to the public, and the right to publicly display the work.  17 U.S.C.  Sections 106(1)-(3) & (5).  The court has already determined that plaintiffs have established that they own the copyrights to all of the Exhibit A and B works, except item 4 of Exhibit A.  8 The court also found plaintiffs likely to succeed on their claim that defendant Erlich copied the Exhibit A and B works and was not entitled to a fair use defense.  Plaintiffs argue that, although Netcom was not itself the source of any of the infringing materials on its system, it nonetheless should be liable for infringement, either directly, contributorily, or vicariously.9 Netcom disputes these theories of infringement and further argues that it is entitled to its own fair use defense.  

1.  Direct Infringement 

Infringement consists of the unauthorized exercise of one of the exclusive rights of the copyright holder delineated in section 106.  17 U.S.C.  Section 501.  Direct infringement does not require intent or any particular state of mind,10 although willfulness is relevant to the award of statutory damages.  17 U.S.C.  Section 504(c).  Many of the facts pertaining to this motion are undisputed.  The court will address the relevant facts to determine whether a theory of direct infringement can be supported based on Netcom's alleged reproduction of plaintiff's works.  The court will look at one controlling Ninth Circuit decision addressing copying in the context of computers and two district court opinions addressing the liability of BBS operators for the infringing activities of subscribers.  The court will additionally examine whether Netcom is liable for infringing plaintiffs' exclusive rights to publicly distribute and display their works.  

a.   Undisputed Facts  

The parties do not dispute the basic processes that occur when Erlich posts his allegedly infringing messages to a.r.s.  Erlich connects to Klemesrud's BBS using a telephone and a modem.  Erlich then transmits his messages to Klemesrud's computer, where they are automatically briefly stored.  According to a prearranged pattern established by Netcom's software, Erlich's initial act of posting a message to the Usenet results in the automatic copying of Erlich's message from Klemesrud's computer onto Netcom's computer and onto other computers on the Usenet.  In order to ease transmission and for the convenience of Usenet users, Usenet servers maintain postings from newsgroups for a short period of time -- eleven days for Netcom's system and three days for Klemesrud's system.  Once on Netcom's computers, messages are available to Netcom's customers and Usenet neighbors, who may then download the messages to their own computers.  Netcom's local server makes available its postings to a group of Usenet servers, which do the same for other servers until all Usenet sites worldwide have obtained access to the postings, which takes a matter of hours.  Francis Decl.  Para.  5.  

Unlike some other large on-line service providers, such as CompuServe, America Online, and Prodigy, Netcom does not create or control the content of the information available to its subscribers.  It also does not monitor messages as they are posted.  It has, however, suspended the accounts of subscribers who violated its terms and conditions, such as where they had commercial software in their posted files.  Netcom admits that, although not currently configured to do this, it may be possible to reprogram its system to screen postings containing particular words or coming from particular individuals.  Netcom, however, took no action after it was told by plaintiffs that Erlich had posted messages through Netcom's system that violated plaintiffs' copyrights, instead claiming that it could not shut out Erlich without shutting out all of the users of Klemesrud's BBS.  

b.   Creation of Fixed Copies  

The Ninth Circuit addressed the question of what constitutes infringement in the context of storage of digital information in a computer's random access memory ("RAM").   MAI Systems Corp.  v.  Peak Computer ,  Inc.  , 991 F.2d 511, 518 [ 26 USPQ2d 1458 ] (9th Cir.  1993).  In  MAI , the Ninth Circuit upheld a finding of copyright infringement where a repair person, who was not authorized to use the computer owner's licensed operating system software, turned on the computer, thus loading the operating system into RAM for long enough to check an "error log."  Id .  at 518-19.  Copyright protection subsists in original works of authorship "  fixed  in any tangible medium of expression, now known or later developed, from which they can be perceived, reproduced, or otherwise communicated, either directly or with the aid of a machine or device." 17 U.S.C.  Section 102 (emphasis added).  A work is "fixed" when its "embodiment in a copy is sufficiently permanent or stable to permit it to be perceived, reproduced, or otherwise communicated for a period of more than transitory duration."Id. Section 101. MAI established that the loading of data from a storage device into RAM constitutes copying because that data stays in RAM long enough for it to be perceived.   MAI Systems , 991 F.2d at 518.  

In the present case, there is no question after  MAI that "copies" were created, as Erlich's act of sending a message to a.r.s.  caused reproductions of portions of plaintiffs' works on both Klemesrud's and Netcom's storage devices.  Even though the messages remained on their systems for at most eleven days, they were sufficiently "fixed" to constitute recognizable copies under the Copyright Act. See Information Infrastructure Task Force,  Intellectual Property and the National Information Infrastructure:  The Report of the Working Group on Intellectual Property Rights 66 (1995) ("IITF Report").  

c.Is Netcom Directly Liable for Making the Copies ? 

[1] Accepting that copies were made, Netcom argues that Erlich, and not Netcom is directly liable for the copying.  MAI  did not address the question raised in this case: whether possessors of computers are liable for incidental copies automatically made on their computers using their software as part of a process initiated by a third party.  Netcom correctly distinguishes  MAI  on the ground that Netcom did not take any affirmative action that directly resulted in copying plaintiff's works other than by installing and maintaining a system whereby software automatically forwards messages received from subscribers onto the Usenet, and temporarily stores copies on its system.  Netcom's actions, to the extent that they created a copy of plaintiffs' works, were necessary to having a working system for transmitting Usenet postings to and from the Internet.  Unlike the defendants in  MAI , neither Netcom nor Klemesrud initiated the copying.  The defendants in  MAI  turned on their customers' computers thereby creating temporary copies of the operating system, whereas Netcom's and Klemesrud's systems can operate without any human intervention.  Thus, unlike  MAI , the mere fact that Netcom's system incidentally makes temporary copies of plaintiffs' works does not mean Netcom has caused the copying.11 The court believes that Netcom's act of designing or implementing a system that automatically and uniformly creates temporary copies of all data sent through it is not unlike that of the owner of a copying machine who lets the public make copies with it.12 Although some of the people using the machine may directly infringe copyrights, courts analyze the machine owner's liability under the rubric of contributory infringement, not direct infringement.   See, e.g., R.C.A.  Records v.  All -  Fast Systems, Inc.  , 594 F.  Supp.  335 [ 224 USPQ 305 ] (S.D.N.Y.  1984); 3 Melville B.  Nimmer & David Nimmer, Nimmer on Copyright Section 12.04 [A] [2] [b], at 12-78 to -79 (1995) ("Nimmer on Copyright"); Elkin-Koren,  supra , at 363 (arguing that "contributory infringement is more appropriate for dealing with BBS liability, first, because it focuses attention on the BBS-users' relationship and the way imposing liability on BBS operators may shape this relationship, and second because it better addresses the complexity of the relationship between BBS operators and subscribers").  Plaintiffs' theory would create many separate acts of infringement and, carried to its natural extreme, would lead to unreasonable liability.  It is not difficult to conclude that Erlich infringes by copying a protected work onto his computer and by posting a message to a newsgroup.  However, plaintiffs' theory further implicates a Usenet server that carries Erlich's message to other servers regardless of whether that server acts without any human intervention beyond the initial setting up of the system.  It would also result in liability for every single Usenet server in the worldwide link of computers transmitting Erlich's message to every other computer.  These parties, who are liable under plaintiffs' theory, do no more than operate or implement a system that is essential if Usenet messages are to be widely distributed.  There is no need to construe the Act to make all of these parties infringers.  Although copyright is a strict liability statute, there should still be some element of volition or causation which is lacking where a defendant's system is merely used to create a copy by a third party.  

Plaintiffs point out that the infringing copies resided for eleven days on Netcom's computer and were sent out from it onto the "Information Superhighway." However, under plaintiffs' theory, any storage of a copy that occurs in the process of sending a message to the Usenet is an infringement.  While it is possible that less "damage" would have been done if Netcom had heeded plaintiffs' warnings and acted to prevent Erlich's message from being forwarded, 13 this is not relevant to its  direct  liability for copying.  The same argument is true of Klemesrud and any Usenet server.  Whether a defendant makes a direct copy that constitutes infringement cannot depend on whether it received a warning to delete the message.   See D.C.  Comics, Inc.  v.  Mini Gift , 912 F.2d 29, 35 [ 15 USPQ2d 1888 ] (2d Cir.  1990).  This distinction may be relevant to contributory infringement, however, where knowledge is an element.   See infra  part I.B.2.a.  

The court will now consider two district court opinions that have addressed the liability of BBS operators for infringing files uploaded by subscribers. 

d.   Playboy Case   Playboy Enterprises, Inc.  v.  Frena  involved a suit against the operator of a small BBS whose system contained files of erotic pictures.  839 F.  Supp.  1552, 1534 [ 29 USPQ2d 1827 ] (M.D.  Fla.  1993).  A subscriber of the defendant's BBS had uploaded files containing digitized pictures copied from the plaintiff's copyrighted magazine, which files remained on the BBS for other subscribers to download.   Id.   The court did not conclude, as plaintiffs suggest in this case, that the BBS is itself liable for the unauthorized  reproduction  of plaintiffs' work; instead, the court concluded that the BBS operator was liable for violating the plaintiff's right to publicly  distribute and display  copies of its work.   Id.  at 1556-57.  

[2] In support of their argument that Netcom is directly liable for copying plaintiffs' works, plaintiffs cite to the court's conclusion that " [t]here is no dispute that [the BBS operator] supplied a product containing unauthorized copies of a copyrighted work.  It does not matter that [the BBS operator] claims he did not make the copies [him]self."  Id.   at 1556.  It is clear from the context of this discussion 14 that the Playboy  court was looking only at the exclusive right to distribute copies to the public, where liability exists regardless of whether the defendant makes copies.  Here, however, plaintiffs do not argue that Netcom is liable for its distribution of copies.  Instead, they claim that Netcom is liable because its computers in fact made copies.  Therefore, the above-quoted language has no bearing on the issue of direct liability for unauthorized reproductions.  Notwithstanding  Playboy's  holding that a BBS operator may be directly liable for  distributing or displaying  to the public copies of protected works, 15 this court holds that the storage on a defendant's system of infringing copies and retransmission to other servers is not a direct infringement by the BBS operator of the exclusive right to  reproduce  the work where such copies are uploaded by an infringing user.   Playboy  does not hold otherwise.16  

e.  Sega  Case  

A court in this district addressed the issue of whether a BBS operator is liable for copyright infringement where it solicited subscribers to upload files containing copyrighted materials to the BBS that were available for others to download.   Sega Enterprises Ltd.  v.  MAPHIA , 857 F.  Supp.  679, 683 [ 30 USPQ2d 1921 ] (N.D.  Cal.  1994).  The defendant's "MAPHIA" BBS contained copies of plaintiff Sega's video game programs that were uploaded by users.   Id.   at 683.  The defendant solicited the uploading of such programs and received consideration for the right to download files.   Id.   Access was given for a fee or to those purchasing the defendant's hardware device that allowed Sega video game cartridges to be copied.   Id.   at 683-84.  The court granted a preliminary injunction against the defendant, finding that plaintiffs had shown a prima facie case of direct and contributory infringement.   Id.  at 687.  The court found that copies were made by unknown users of the BBS when files were uploaded and downloaded.   Id.   Further, the court found that the defendant's knowledge of the infringing activities, encouragement, direction and provision of the facilities through his operation of the BBS constituted contributory infringement, even though the defendant did not know exactly when files were uploaded or downloaded.   Id.   at 686-87.  

This court is not convinced that  Sega  provides support for a finding of direct infringement where copies are made on a defendant's BBS by users who upload files.  Although there is some language in  Sega regarding  direct  infringement it is entirely conclusory: 

Sega has established a  prima facie  case of direct copyright infringement under 17 U.S.C.  Section 501.  Sega has established that unauthorized copies of its games  are made  when such games are uploaded to the MAPHIA bulletin board, here with the knowledge of Defendant Scherman.  These games are thereby placed on the storage media of the electronic bulletin board by unknown users.  

Id.   at 686 (emphasis added).  The court's reference to the "knowledge of Defendant" indicates that the court was focusing on contributory infringement, as knowledge is not an element of direct infringement.  Perhaps Sega's references to direct infringement and that "copies are made" are to the direct liability of the "unknown users," as there can be no contributory infringement by a defendant without direct infringement by another.   See  3 Nimmer on Copyright Section 12.04 [A] [3] [a], at 12-89.  Thus, the court finds that neither  Playboy  nor  Sega requires finding Netcom liable for direct infringement of plaintiffs' exclusive right to reproduce their works.17  

f.   Public Distribution and Display?  

Plaintiffs allege that Netcom is directly liable for making  copies  of their works.   See  FAC Para.  25.  They also allege that Netcom violated their exclusive rights to publicly display copies of their works.  FAC Paragraphs 44, 51.  There are no allegations that Netcom violated plaintiffs' exclusive right to publicly distribute their works.  However, in their discussion of direct infringement, plaintiffs insist that Netcom is liable for "maintain[ing] copies of [Erlich's] messages on its server for eleven days for access by its subscribers and 'USENET neighbors' " and they compare this case to the  Playboy case, which discussed the right of public distribution.  Opp'n at 7.  Plaintiffs also argued this theory of infringement at oral argument.  Tr.  18 5:22.  Because this could be an attempt to argue that Netcom has infringed plaintiffs' rights of public distribution and display, the court will address these arguments.  

[3]  Playboy  concluded that the defendant infringed the plaintiff's exclusive rights to publicly distribute and display copies of its works.  839 F.  Supp.  at 1556-57.  The court is not entirely convinced that the mere possession of a digital copy on a BBS that is accessible to some members of the public constitutes direct infringement by the BBS operator.  Such a holding suffers from the same problem of causation as the reproduction argument.  Only the subscriber should be liable for causing the distribution of plaintiffs' work, as the contributing actions of the BBS provider are automatic and indiscriminate.  Erlich could have posted his messages through countless access providers and the outcome would be the same: anyone with access to Usenet newsgroups would be able to read his messages.  There is no logical reason to draw a line around Netcom and Klemesrud and say that they are uniquely responsible for distributing Erlich's messages.  Netcom is not even the first link in the chain of distribution -- Erlich had no direct relationship with Netcom but dealt solely with Klemesrud's BBS, which used Netcom to gain its Internet access.  Every Usenet server has a role in the distribution, so plaintiffs' argument would create unreasonable liability.  Where the BBS merely stores and passes along all messages sent by its subscribers and others, the BBS should not be seen as causing these works to be publicly distributed or displayed.  
Even accepting the Playboy court's holding, the case is factually distinguishable.  Unlike the BBS in that case, Netcom does not maintain an archive of files for its users.  Thus, it cannot be said to be "supplying a product." In contrast to some of its larger competitors, Netcom does not create or control the content of the information available to its subscribers; it merely provides access to the Internet, whose content is controlled by no single entity.  Although the Internet consists of many different computers networked together, some of which may contain infringing files, it does not make sense to hold the operator of each computer liable as an infringer merely because his or her computer is linked to a computer with an infringing file.  It would be especially inappropriate to hold liable a service that acts more like a conduit, in other words, one that does not itself keep an archive of files for more than a short duration.  Finding such a service liable would involve an unreasonably broad construction of public distribution and display rights.  No purpose would be served by holding liable those who have no ability to control the information to which their subscribers have access, even though they might be in some sense helping to achieve the Internet's automatic "public distribution" and the users' "public" display of files.  

Conclusion  

[4] The court is not persuaded by plaintiff's argument that Netcom is directly liable for the copies that are made and stored on its computer.  Where the infringing subscriber is clearly directly liable for the same act, it does not make sense to adopt a rule that could lead to the liability of countless parties whose role in the infringement is nothing more than setting up and operating a system that is necessary for the functioning of the Internet.  Such a result is unnecessary as there is already a party directly liable for causing the copies to be made.  Plaintiffs occasionally claim that they only seek to hold liable a party that refuses to delete infringing files after they have been warned.  However, such liability cannot be based on a theory of direct infringement, where knowledge is irrelevant.  The court does not find workable a theory of infringement that would hold the entire Internet liable for activities that cannot reasonably be deterred.  Billions of bits of data flow through the Internet and are necessarily stored on servers throughout the network and it is thus practically impossible to screen out infringing bits from noninfringing bits.  Because the court cannot see any meaningful distinction (without regard to knowledge) between what Netcom did and what every other Usenet server does, the court finds that Netcom cannot be held liable for direct infringement.  Report at 69 (noting uncertainty regarding whether BBS operator should be directly liable for reproduction or distribution of files uploaded by a subscriber).

2.  Contributory Infringement 

Netcom is not free from liability just because it did not directly infringe plaintiffs' works; it may still be liable as a contributory infringer.  Although there is no statutory rule of liability for infringement committed by others, the absence of such express language in the copyright statute does not preclude the imposition of liability for copyright infringement on certain parties who have not themselves engaged in the infringing activity.  For vicarious liability is imposed in virtually all areas of the law, and the concept of contributory infringement is merely a species of the broader problem of identifying the circumstances in which it is just to hold one individual accountable for the actions of another.  

Sony Corp.  v.  Universal City Studios, Inc.,  464 U.S.  417, 435 [ 220 USPQ 665 ] (1984) (footnote omitted).  Liability for participation in the infringement will be established where the defendant, "with knowledge of the infringing activity, induces, causes or materially contributes to the infringing conduct of another."  Gershwin Publishing Corp.  v.  Columbia Artists Management, Inc.,  443 F.2d 1159, 1162 [ 170 USPQ 182 ] (2d Cir.  1971).  

a.   Knowledge of Infringing Activity  

Plaintiffs insist that Netcom knew that Erlich was infringing their copyrights at least after receiving notice from plaintiffs' counsel indicating that Erlich had posted copies of their works onto a.r.s.  through Netcom's system.  Despite this knowledge, Netcom continued to allow Erlich to post messages to a.r.s. and left the allegedly infringing messages on its system so that Netcom's subscribers and other Usenet servers could access them.  Netcom argues that it did not possess the necessary type of knowledge because (1) it did not know of Erlich's planned infringing activities when it agreed to lease its facilities to Klemesrud, (2) it did not know that Erlich would infringe prior to any of his postings, (3) it is unable to screen out infringing postings before they are made, and (4) its knowledge of the infringing nature of Erlich's postings was too equivocal given the difficulty in assessing whether the registrations were valid and whether Erlich's use was fair.  The court will address these arguments in turn.  

Netcom cites cases holding that there is no contributory infringement by the lessors of premises that are later used for infringement unless the lessor had knowledge of the intended use at the time of the signing of the lease.  See, e.g. Deutsch v. Arnold,  98 F.2d 686, 688 [ 39 USPQ 5 ] (2d Cir.  1938).20  The contribution to the infringement by the defendant in Deutsch was merely to lease use of the premises to the infringer.  Here, Netcom not only leases space but also serves as an access provider, which includes the storage and transmission of information necessary to facilitate Erlich's postings to a.r.s.  Unlike a landlord, Netcom retains some control over the use of its system.  See infra part 1.B.3.a.  Thus, the relevant time frame for knowledge is not when Netcom entered into an agreement with Klemesrud.  It should be when Netcom provided its services to allow Erlich to infringe plaintiffs' copyrights.  Cf . Screen Gems-Columbia Music, Inc.  v.  Mark-Fi Records, Inc.,  256 F.  Supp.  399, 403 [ 150 USPQ 523 ] (S.D.N.Y.  1966) (analyzing knowledge at time that defendant rendered its particular service).  It is undisputed that Netcom did not know that Erlich was infringing before it received notice from plaintiffs.  Netcom points out that the alleged instances of infringement occurring on Netcom's system all happened prior to December 29, 1994, the date on which Netcom first received notice of plaintiffs' infringement claim against Erlich.  See Pisani Feb. 8, 1995 Decl., Para. 6 & Exs.  (showing latest posting made on December 29, 1994); McShane Feb.  8, 1995 Decl.; FAC Paragraphs 36-38 & Ex.  I.  Thus, there is no question of fact as to whether Netcom knew or should have known of Erlich's infringing activities that occurred more than 11 days before receipt of the December 28, 1994 letter.  

However, the evidence reveals a question of fact as to whether Netcom knew or should have known that Erlich had infringed plaintiffs' copyrights following receipt of plaintiffs' letter.  Because Netcom was arguably participating in Erlich's public distribution of plaintiffs' works, there is a genuine issue as to whether Netcom knew of any infringement by Erlich before it was too late to do anything about it.  If plaintiffs can prove the knowledge element, Netcom will be liable for contributory infringement since its failure to simply cancel Erlich's infringing message and thereby stop an infringing copy from being distributed worldwide constitutes substantial participation in Erlich's public distribution of the message.  Cf. R.T.  Nimmer, The Law of Computer Technology Para.  15.11B, at S15-42 (2d ed.  1994) (opining that "where information service is less directly involved in the enterprise of creating unauthorized copies, a finding of contributory infringement is not likely").  

[5] Netcom argues that its knowledge after receiving notice of Erlich's alleged infringing activities was too equivocal given the difficulty in assessing whether registrations are valid and whether use is fair.  Although a mere unsupported allegation of infringement by a copyright owner may not automatically put a defendant on notice of infringing activity, Netcom's position that liability must be unequivocal is unsupportable.  While perhaps the typical infringing activities of BBSs will involve copying software, where BBS operators are better equipped to judge infringement, the fact that this involves written works should not distinguish it.  Where works contain copyright notices within them, as here, it is difficult to argue that a defendant did not know that the works were copyrighted.  To require proof of valid registrations would be impractical and would perhaps take too long to verify, making it impossible for a copyright holder to protect his or her works in some cases, as works are automatically deleted less than two weeks after they are posted.  The court is more persuaded by the argument that it is beyond the ability of a BBS operator to quickly and fairly determine when a use is not infringement where there is at least a colorable claim of fair use.  Where a BBS operator cannot reasonably verify a claim of infringement, either because of a possible fair use defense, the lack of copyright notices on the copies, or the copyright holder's failure to provide the necessary documentation to show that there is a likely infringement, the operator's lack of knowledge will be found reasonable and there will be no liability for contributory infringement for allowing the continued distribution of the works on its system.  

Since Netcom was given notice of an infringement claim before Erlich had completed his infringing activity, there may be a question of fact as to whether Netcom knew or should have known that such activities were infringing.  Given the context of a dispute between a former minister and a church he is criticizing, Netcom may be able to show that its lack of knowledge that Erlich was infringing was reasonable.  However, Netcom admits that it did not even look at the postings once given notice and that had it looked at the copyright notice and statements regarding authorship, it would have triggered an investigation into whether there was infringement.  Kobrin June 7, 1995 Decl., Ex.  H, Hoffman Depo.  At 125-128.  These facts are sufficient to raise a question as to Netcom's knowledge once it received a letter from plaintiffs on December 29, 1994.  21  

b.   Substantial Participation  

Where a defendant has knowledge of the primary infringer's infringing activities, it will be liable if it "induces, causes or materially contributes to the infringing conduct of" the primary infringer.   Gershwin Publishing,  443 F.2d at 1162.  Such participation must be substantial.   Apple Computer ,   Inc.  v.  Microsoft Corp.,  821 F.  Supp.  616, 625 [ 27 USPQ2d 1081 ] (N.D.  Cal.  1993),  aff'd, 35 F.3d 1435 (9th Cir.  1994);  Demetriades v.  Kaufmann,  690 F.Supp.  289, 294 [ 8 USPQ2d 1130 ] (S.D.N.Y.  1988).  

[6] Providing a service that allows for the automatic distribution of all Usenet postings, infringing and noninfringing, goes well beyond renting a premises to an infringer.  See Fonovisa, Inc. v. Cherry Auction, Inc.,  847 F.  Supp.  1492, 1496 (E.D.  Cal.  1994) (finding that renting space at swap meet to known bootleggers not "substantial participation" in the infringers' activities).  It is more akin to the radio stations that were found liable for rebroadcasting an infringing broadcast.   See, e.g., Select Theatres Corp.  v.  Ronzoni Macaroni Corp.,  59 U.S.P.Q.  288, 291 (S.D.N.Y.  1943).  Netcom allows Erlich's infringing messages to remain on its system and be further distributed to other 

Usenet servers worldwide.  It does not completely relinquish control over how its system is used, unlike a landlord.  Thus, it is fair, assuming Netcom is able to take simple measures to prevent further damage to plaintiffs' copyrighted works, to hold Netcom liable for contributory infringement where Netcom has knowledge of Erlich's infringing postings yet continues to aid in the accomplishment of Erlich's purpose of publicly distributing the postings.  Accordingly, plaintiffs do raise a genuine issue of material fact as to their theory of contributory infringement as to the postings made after Netcom was on notice of plaintiffs' infringement claim.  

3.  Vicarious Liability 

Even if plaintiffs cannot prove that Netcom is contributorily liable for its participation in the infringing activity, it may still seek to prove vicarious infringement based on Netcom's relationship to Erlich.  A defendant is liable for vicarious liability for the actions of a primary infringer where the defendant (1) has the right and ability to control the infringer's acts and (2) receives a direct financial benefit from the infringement.  See Shapiro, Bernstein & Co. v. H.L.  Green Co., 316 F.2d 304, 306 [ 137 USPQ 275 ] (2d Cir.  1963).  Unlike contributory infringement, knowledge is not an element of vicarious liability.  3 Nimmer on Copyright Section 12.04 [A] [1], at 12-70.  

a.   Right and Ability To Control  

[7] The first element of vicarious liability will be met if plaintiffs can show that Netcom has the right and ability to supervise the conduct of its subscribers.  Netcom argues that it does not have the right to control its users' postings before they occur.  Plaintiffs dispute this and argue that Netcom's terms and conditions, to which its subscribers 22 must agree, specify that Netcom reserves the right to take remedial action against subscribers.   See, e.g.,  Francis Depo.  at 124-126.  Plaintiffs argue that under "netiquette," the informal rules and customs that have developed on the Internet, violation of copyrights by a user is unacceptable and the access provider has a duty to take measures to prevent this; where the immediate service provider fails, the next service provider up the transmission stream must act.  See Castleman Decl.  Paragraphs 32-43.  Further evidence of Netcom's right to restrict infringing activity is its prohibition of copyright infringement and its requirement that its subscribers indemnify it for any damage to third parties.  See Kobrin May 5, 1995 Decl., Ex.  G.  Plaintiffs have thus raised a question of fact as to Netcom's right to control Erlich's use of its services.  

Netcom argues that it could not possibly screen messages before they are posted given the speed and volume of the data that goes through its system.  Netcom further argues that it has never exercised control over the content of its users' postings.  Plaintiffs' expert opines otherwise, stating that with an easy software modification Netcom could identify postings that contain particular words or come from particular individuals.  Castleman Decl.  Paragraphs 39-43;  see also  Francis Depo.  at 262-63; Hoffman Depo.  at 173-74, 178.  23 Plaintiffs further dispute Netcom's claim that it could not limit Erlich's access to Usenet without kicking off all 500 subscribers of Klemesrud's BBS.  As evidence that Netcom has in fact exercised its ability to police its users' conduct, plaintiffs cite evidence that Netcom has acted to suspend subscribers' accounts on over one thousand occasions.  See Ex.  J (listing suspensions of subscribers by Netcom for commercial advertising, posting obscene materials, and off- topic postings).  Further evidence shows that Netcom can delete specific postings.  See  Tr.  9:16.  Whether such sanctions occurred before or after the abusive conduct is not material to whether Netcom can exercise control.  The court thus finds that plaintiffs have raised a genuine issue of fact as to whether Netcom has the right and ability to exercise control over the activities of its subscribers, and of Erlich in particular.  

b.   Direct Financial Benefit  

Plaintiffs must further prove that Netcom receives a direct financial benefit from the infringing activities of its users.  For example, a landlord who has the right and ability to supervise the tenant's activities is vicariously liable for the infringements of the tenant where the rental amount is proportional to the proceeds of the tenant's sales.   Shapiro, 

Bernstein,  316 F.2d at 306.  However, where a defendant rents space or services on a fixed rental fee that does not depend on the nature of the activity of the lessee, courts usually find no vicarious liability because there is no direct financial benefit from the infringement.  See, e.g., Roy Export Co.  v.  Trustees of Columbia University, 344 F. Supp. 1350, 1353 [ 175 USPQ 349 ] (S.D.N.Y.  1972) (finding no vicarious liability of university because no financial benefit from allowing screening of bootlegged films);  Fonovisa, 847 F. Supp. at 1496 (finding swap meet operators did not financially benefit from fixed fee);  see also Kelly Tickle, Comment, The Vicarious Liability of Electronic Bulletin Board Operators for the Copyright Infringement Occurring on Their Bulletin Boards,  80 Iowa L. Rev. 391, 415 (1995) (arguing that BBS operators "lease cyberspace" and should thus be treated like landlords, who are not liable for infringement that occurs on their premises).  

[8] Plaintiffs argue that courts will find a financial benefit despite fixed fees.  In Polygram International Publishing, Inc.  v.  Nevada/TIG, Inc., 855 F. Supp. 1314, 1330-33 [ 32 USPQ2d 1481 ] (D.  Mass.  1994), the court found a trade show organizer vicariously liable for the infringing performance of an exhibitor because, although the infringement did not affect the fixed rental fee received by the organizers, the organizers benefitted from the performances, which helped make the show a financial success.  But see Artists Music, Inc.  v.  Reed Publishing, Inc., 31 U.S.P.Q.2d 1623, 1994 WL 191643, at *6 (S.D.N.Y.  1994) (finding no vicarious liability for trade show organizers where revenues not increased because of infringing music performed by exhibitors).  Plaintiffs cite two other cases where, despite fixed fees, defendants received financial benefits from allowing groups to perform infringing works over the radio without having to get an ASCAP license, which minimized the defendants' expenses.   See Boz Scaggs Music v.  KND Corp,  491 F. Supp. 908, 913 [ 208 USPQ 307 ] (D.  Conn.  1980);  Realsongs v.  Gulf Broadcasting Corp., 824 F.  Supp. 89, 92 [ 28 USPQ2d 1071 ] (M.D.  La.  1993).  Plaintiffs' cases are factually distinguishable.  Plaintiffs cannot provide any evidence of a direct financial benefit received by Netcom from Erlich's infringing postings.  Unlike Shapiro, Bernstein, and like Fonovisa, Netcom receives a fixed fee.  There is no evidence that infringement by Erlich, or any other user of Netcom's services, in any way enhances the value of Netcom's services to subscribers or attracts new subscribers.  Plaintiffs argue, however, that Netcom somehow derives a benefit from its purported "policy of refusing to take enforcement actions against its subscribers and others who transmit infringing messages over its computer networks." Opp'n at 18.  Plaintiffs point to Netcom's advertisements that, compared to competitors like CompuServe and America Online, Netcom provides easy, regulation-free Internet access.  Plaintiffs assert that Netcom's policy attracts copyright infringers to its system, resulting in a direct financial benefit.  The court is not convinced that such an argument, if true, would constitute a direct financial benefit to Netcom from  Erlich's infringing activities.  See Fonovisa, 847 F.  Supp. at 1496 (finding no direct financial benefit despite argument that lessees included many vendors selling counterfeit goods and that clientele sought "bargain basement prices").  Further, plaintiffs' argument is not supported by probative evidence.  The only "evidence" plaintiffs cite for their supposition is the declaration of their counsel, Elliot Abelson, who states that on April 7, 1995, in a conversation regarding Netcom's position related to this case, Randolf Rice, attorney for Netcom, informed me that Netcom's executives are happy about the publicity it is receiving in the press as a result of this case.  Mr.  Rice also told me that Netcom was concerned that it would lose business if it took action against Erlich or Klemesrud in connection with Erlich's infringements.  

Abelson Decl.  Para.2.  Netcom objects to this declaration as hearsay and as inadmissible evidence of statements made in compromise negotiations.  Fed. R. Ev. 801, 408.  Whether or not this declaration is admissible, it does not support plaintiffs' argument that Netcom either has a policy of not enforcing violations of copyright laws by its subscribers or, assuming such a policy exists, that Netcom's policy directly financially benefits Netcom, such as by attracting new subscribers.  Because plaintiffs have failed to raise a question of fact on this vital element, their claim of vicarious liability fails.   See Roy Export , 344 F.  Supp.  at 1353.  

4.  First Amendment Argument 

[9] Netcom argues that plaintiffs' theory of liability contravenes the first amendment, as it would chill the use of the Internet because every access provider or user would be subject to liability when a user posts an infringing work to a Usenet newsgroup.  While the court agrees that an overbroad  injunction  might implicate the First Amendment,  see In re Capital Cities/ABC, Inc., 918 F.2d 140, 144 [17 USPQ2d 1050] (11th Cir. 1990), 24 imposing liability for infringement where it is otherwise appropriate does not necessarily raise a First Amendment issue.  The copyright concepts of the idea/expression dichotomy and the fair use defense balance the important First Amendment rights with the constitutional authority for "promot [ing] the progress of science and useful arts," U.S.  Const. art. I, Section 8, cl. 8; 1 Nimmer on Copyright Section 1.10 [B], at 1-71 to -83. Netcom argues that liability here would force Usenet servers to perform the impossible -- screening all the information that comes through their systems.  However, the court is not convinced that Usenet servers are directly liable for causing a copy to be made, and absent evidence of knowledge and participation or control and direct profit, they will not be contributorily or vicariously liable.  If Usenet servers were responsible for screening all messages coming through their systems, this could have a serious chilling effect on what some say may turn out to be the best public forum for free speech yet devised.   See  Jerry Berman & Daniel J.  Weitzner,  Abundance and User Control :  Renewing the Democratic Heart of the First Amendment in the Age of Interactive Media,  104 Yale L.J.  1619, 1624 (1995) (praising decentralized networks for opening access to all with no entity stifling independent sources of speech); Rose,  supra, at 4.  25 Finally, Netcom admits that its First Amendment argument is merely a consideration in the fair use argument, which the court will now address.  See Reply at 24.  

5.  Fair Use Defense 

Assuming plaintiffs can prove a violation of one of the exclusive rights guaranteed in section 106, there is no infringement if the defendant's use is fair under section 108.  The proper focus here is on whether Netcom's actions qualify as fair use, not on whether Erlich himself engaged in fair use; the court has already found that Erlich was not likely entitled to his own fair use defense, as his postings contained large portions of plaintiffs' published and unpublished works quoted verbatim with little added commentary.  

Although the author has the exclusive rights to reproduce, publicly distribute, and publicly display a copyrighted work under section 106, these rights are limited by the defense of "fair use." 17 U.S.C. Section 107.  The defense "permits and requires courts to avoid rigid application of the copyright statute when, on occasion, it would stifle the very creativity which that law is designed to foster." Campbell v. Acuff-Rose Music, Inc., 114 S. Ct. 1164, 1170 [ 29 USPQ2d 1961 ] (1994) (citation omitted).  Congress has set out four nonexclusive factors to be considered in determining the availability of the fair use defense: 

(1) the purpose and character of the use, including whether such use is of a commercial nature or is for nonprofit educational purposes; 

(2) the nature of the copyrighted work; 

(3) the amount and substantiality of the portion used in relation to the copyrighted work as a whole; and 

(4) the effect of the use upon the potential market for or value of the copyrighted work.  

17 U.S.C.  Section 107.  The fair use doctrine calls for a case-by-case analysis.  Campbell , 114 S. Ct. at 1170.  All of the factors "are to be explored, and the results weighed together, in light of the purposes of copyright."  Id .  at 1170-71.  

a.   First Factor: Purpose and Character of the Use  

The first statutory factor looks to the purpose and character of the defendant's use.  Netcom's use of plaintiffs' works is to carry out its commercial function as an Internet access provider.  Such a use, regardless of the underlying uses made by Netcom's subscribers, is clearly commercial.  Netcom's use, though commercial, also benefits the public in allowing for the functioning of the Internet and the dissemination of other creative work, a goal of the Copyright Act.   See Sega v.  Accolade , 977 F.2d 1510, 1523 [ 24 USPQ2d 1561 ] (9th Cir.  1992) (holding that intermediate copying to accomplish reverse engineering of software fair use despite commercial nature of activity; considering public benefit of use).  The  Campbell  Court emphasized that a commercial use does not dictate against a finding of fair use, as most of the uses listed in the statute are "generally conducted for profit in this country." 114 S.  Ct.  at 1174.  Although Netcom gains financially from its distribution of messages to the Internet, its financial incentive is unrelated to the infringing activity and the defendant receives no direct financial benefit from the acts of infringement.  Therefore, the commercial nature of the defendant's activity should not be dispositive.  Moreover, there is no easy way for a defendant like Netcom to secure a license for carrying every possible type of copyrighted work onto the Internet.  Thus, it should not be seen as "profit [ing] from the exploitation of the copyrighted work without paying the customary prices."  Harper & Row, Publishers, Inc.  v.  Nation Enterprises , 471 U.S.  539, 562 [ 225 USPQ 1073 ] (1985).  It is undisputed that, unlike the defendants in  Playboy  and  Sega , Netcom does not directly gain anything from the content of the information available to its subscribers on the Internet.   See supra  part I.B.3.b.  Because it does not itself provide the files or solicit infringing works, its purpose is different from that of the defendants in  Playboy  and  Sega .  Because Netcom's use of copyrighted materials served a completely different function than that of the plaintiffs, this factor weighs in Netcom's favor,  see Hustler Magazine, Inc.  v.  Moral Majority, Inc.  , 606 F.  Supp.  1526, 1535 [ 226 USPQ 721 ] (C.D.  Cal.  1985),  aff'd , 796 F.2d 1148 [ 230 USPQ 646 ] (9th Cir.  1986), notwithstanding the otherwise commercial nature of Netcom's use.  

b.   Second Factor: Nature of the Copyrighted Work  

The second factor focuses on two different aspects of the copyrighted work: whether it is published or unpublished and whether it is informational or creative.  26 Plaintiffs rely on the fact that some of the works transmitted by Netcom were unpublished and some were arguably highly creative and original.  However, because Netcom's use of the works was merely to facilitate their posting to the Usenet, which is an entirely different purpose than plaintiffs' use (or, for that matter, Erlich's use), the precise nature of those works is not important to the fair use determination.   See Campbell , 114 S.  Ct.  at 1175 (finding creative nature of work copied irrelevant where copying for purposes of parody);  Hustler Magazine , 606 F.  Supp.  at 1537; 3 Nimmer on Copyright Section 13.05 [A] [2] [a], at 13-177 ("It is sometimes necessary, in calibrating the fair use defense, to advert to the defendant's usage simultaneously with the nature of the plaintiff's work.").  

c.   Third Factor: Amount and Substantiality of the Portion Used  

The third factor concerns both the percentage of the original work that was copied and whether that portion constitutes the "heart" of the copyrighted work.   Harper & Row , 471 U.S.  at 564-65.  Generally, no more of a work may be copied than is necessary for the particular use.   See Supermarket of Homes v.  San Fernando Valley Board of Realtors , 786 F.2d 1400, 1409 [ 230 USPQ 316 ] (9th Cir.  1986).  The copying of an entire work will ordinarily militate against a finding of fair use, although this is not a per se rule.   Sony , 464 U.S.  at 449-450.  

Plaintiffs have show that Erlich's postings copied substantial amounts of the originals or, in some cases, the entire work.  Netcom, of course, made available to the Usenet exactly what was posted by Erlich.  As the court found in Sony , the mere fact that all of a work is copied is not determinative of the fair use question, where such total copying is essential given the purpose of the copying.  Id. (allowing total copying in context of time-shifting copyrighted television shows by home viewers).  For example, where total copying was necessary to carry out the defendants' beneficial purpose of reverse engineering software to get at the ideas found in the source code, the court found fair use.  Sega v. Accolade , 977 F.2d at 1526-27.  Here, Netcom copied no more of plaintiffs' work than necessary to function as a Usenet server.  Like the defendant in  Sega v.  Accolade , Netcom had no practical alternative way to carry out its socially useful purpose; a Usenet server must copy all files, since the prescreening of postings for potential copyright infringement is not feasible.  977 F.2d at 1526.  Accordingly, this factor should not defeat an otherwise valid defense.  

d.   Fourth Factor: Effect of the Use upon the Potential Market for the Work  

The fourth and final statutory factor concerns "the extent of market harm caused by the particular actions of the alleged infringer" and " 'whether unrestricted and widespread conduct of the sort engaged in by the defendant. would result in a substantially adverse impact on the potential market' for the original."Campbell, 114 S.  Ct. at 1177 (quoting 3 Nimmer on Copyright Section 13.05 [A] [4]) (remanding for consideration of this factor).  Although the results of all four factors must be weighed together, id. at 1171, the fourth factor is the most important consideration, 3 Nimmer on Copyright Section 13.05 [A] [4], at 13-188 to -189 (citing  Harper & Row , 471 U.S.  at 566), 13-207 (observing that fourth factor explains results in recent Supreme Court cases).  

Netcom argues that there is no evidence that making accessible plaintiffs' work, which consist of religious scriptures and policy letters, will harm the market for these works by preventing someone from participating in the Scientology religion because they can view the works on the Internet instead.  Further, Netcom notes that the relevant question is whether the postings fulfill the demand of an individual who seeks to follow the religion's teachings, and not whether they suppress the desire of an individual who is affected by the criticism posted by Erlich.  Netcom argues that the court must focus on the "normal market" for the copyrighted work, which in this case is through a Scientology-based organization.  Plaintiff's respond that the Internet's extremely widespread distribution -- where more than 25 million people worldwide have access -- multiplies the effects of market substitution.  In support of its motion for preliminary injunction against Erlich, plaintiffs submitted declarations regarding the potential effect of making the Church's secret scriptures available over the Internet.  Plaintiffs point out that, although the Church currently faces no competition, groups in the past have used stolen copies of the Church's scripture in charging for Scientology-like religious training.  See, e.g. Bridge Publications, Inc.  v.  Vien , 827 F.  Supp.  629, 633-34 (S.D.  Cal 1993);  Religious Technology Center v.  Wollersheim , 796 F.2d 1076, 1078-79 (9th Cir.  1986),  cert.  denied , 479 U.S.  1103 (1987).  This evidence raises a genuine issue as to the possibility that Erlich's postings, made available over the Internet by Netcom, could hurt the market for plaintiffs' works.  

e.  Equitable Balancing  

[10] In balancing the various factors, the court finds that there is a question of fact as to whether there is a valid fair use defense.  Netcom has not justified its copying plaintiffs' works to the extent necessary to establish entitlement to summary judgment in light of evidence that it knew that Erlich's use was infringing and had the ability to prevent its further distribution.  While copying all or most of a work will often preclude fair use, courts have recognized the fair use defense where the purpose of the use is beneficial to society, complete copying is necessary given the type of use, the purpose of the use is completely different than the purpose of the original, and there is no evidence that the use will significantly harm the market for the original.  This case is distinguishable from those cases recognizing fair use despite total copying.  In  Sony , the home viewers' use was not commercial and the viewers were allowed to watch the entire shows for free.  In  Sega v.  Accolade , the complete copying was necessitated to access the unprotectable idea in the original.  Here, plaintiffs never gave either Erlich or Netcom permission to view or copy their works.  Netcom's use has some commercial aspects.  Further, Netcom's copying is not for the purpose of getting to the unprotected idea behind plaintiffs' works.  Although plaintiffs may ultimately lose on their infringement claims if, among other things, they cannot prove that posting their copyrighted works will harm the market for these works,  see Religious Technology Center v.  Lerma , ____ 

F.Supp.  ____ [ 36 USPQ2d 1649 ], No.  95-1107-A, slip op.  at 10 (E.D.  Va.  August 30, 1995) (finding fair use defense exists where no separate market for works because Scientiologists cannot effectively use them without the Church's supervision);  Religious Technology Center v.  F.A.C.T.  Net.  Inc.  , [ 36 USPQ2d 1690 ], No.  95-B-2143, slip op.  at 11-14 (D.  Colo.  September 15, 1995) (finding no showing of a potential effect on the market for plaintiffs' works), fair use presents a factual question on which plaintiffs have at least raised a genuine issue of fact.  Accordingly, the court does not find that Netcom's use was fair as a matter of law.  

C.   Conclusion  

The court finds that plaintiffs have raised a genuine issue of fact regarding whether Netcom should have known that Erlich was infringing their copyrights after receiving a letter from plaintiffs, whether Netcom substantially participated in the infringement, and whether Netcom has a valid fair use defense.  Accordingly, Netcom is not entitled to summary judgment on plaintiffs' claim of contributory copyright infringement.  However, plaintiffs' claims of direct and vicarious infringement fail.  

II.  Klemesrud's Motion for Judgment on the Pleadings 

A.   Standards for Judgment on the Pleadings  

A motion for judgment on the pleadings pursuant to Federal Rule of Civil Procedure 12(c) is directed at the legal sufficiency of a party's allegations.  A judgment on the pleadings is proper when there are no issues of material fact, and the moving party is entitled to judgment as a matter of law.   General Conference Corp.  v.  Seventh Day Adventist Church , 887 F.2d 228, 230 [ 12 USPQ2d 1491 ] (9th Cir.  1989),  cert .   denied , 493 U.S.  1079 (1990);  Hal Roach Studios v.  Richard Feiner & Co.  , 896 F.2d 1542, 1550 [ 12 USPQ2d 1014 ] (9th Cir.  1990).  In ruling on a motion for judgment on the pleadings, district courts must accept all material allegations of fact alleged in the complaint as true, and resolve all doubts in favor of the nonmoving party.   Id .  The court need not accept as true conclusory allegations or legal characterizations.   Western Mining Council v.  Watt , 643 F.2d 618, 624 (9th Cir.  1981).  Materials submitted with the complaint may be considered.   Hal Roach Studios , 896 F.2d at 1555.  All affirmative defenses must clearly appear on the face of the complaint.   McCalden v.  California Library Ass'n , 955 F.2d 1214, 1219 (9th Cir.  1990).  

B.   Copyright Infringement  

1.  Direct Infringement 

First, plaintiffs allege that Klemesrud directly infringed their copyrights by "reproduc[ing] and publish [ing]" plaintiffs' works.  FAC Para.  35.  The complaint alleges that "Erlich .  .  .  caused copies of [plaintiffs' works] to be published, without authorization, on the BBS computer maintained by Klemesrud" and that "Klemesrud's BBS computer, after receiving and storing for some period of time the copies of the Works sent to it from Erlich, created additional copies of the works and sent these copies to Netcom's computer." FAC Para.  34.  The allegations against Klemesrud fail for the same reason the court found that Netcom was entitled to judgment as a matter of law on the direct infringement claim.  There are no allegations that Klemesrud took any affirmative steps to cause the copies to be made.  The allegations, in fact, merely say that "Erlich caused" the copies to be made and that Klemesrud's  computer , not Klemesrud himself, created additional copies.  There are no allegations in the complaint to overcome the missing volitional or causal elements necessary to hold a BBS operator directly liable for copying that is automatic and caused by a subscriber.  See supra part I.B.1.  

2.  Contributory Infringement 

Second, the complaint alleges that Klemesrud is contributorily liable.  FAC Para. 35.  It further alleges that plaintiffs repeatedly objected to Klemesrud's actions and informed him that Erlich's (and his) actions constituted infringement.  FAC Para. 36.  A letter attached to the complaint indicates that such notice was first sent to Klemesrud on December 30, 1994.  FAC, Ex.  I.  Despite the warnings, Klemesrud allegedly refused to assist plaintiffs in compelling Erlich to stop his postings and refused to stop receiving, copying, transmitting and publishing the postings.  FAC Para.  38.  To state a claim for contributory infringement, plaintiffs must allege that Klemesrud knew or should have known of Erlich's infringing actions at the time they occurred and yet substantially participated by "inducing, causing or materially contribut [ing] to the infringing conduct" of Erlich.   Gershwin , 443 F.2d at 1162.  For the reasons discussed in connection with Netcom's motion, the court finds plaintiffs' pleadings sufficient to raise an issue of contributory infringement.  

3.  Vicarious Liability 

The third theory of liability argued by plaintiffs, vicarious liability, is not specifically mentioned in the complaint.  Nonetheless, this theory fails as matter of law because there are insufficient factual allegations to support it.  Plaintiffs must show that Klemesrud had the right and ability to control Erlich's activities and that Klemesrud had a direct financial interest in Erlich's infringement.   Shapiro, Bernstein , 316 F.2d at 306.  A letter from Klemesrud to plaintiffs' counsel states that Klemesrud would comply with plaintiffs' request to take actions against Erlich by deleting the infringing postings from his BBS if plaintiffs mailed him the original copyrighted work and he found that they matched the allegedly infringing posting.  FAC, Ex.  J.  Plaintiffs argue that this letter indicates Klemesrud's ability and right to control Erlich's activities on his BBS.  The court finds that this letter, construed in the light most favorable to plaintiffs, raises a question as to whether plaintiffs can show that Klemesrud, in the operation of his BBS, could control Erlich's activities, such as by deleting infringing postings.  However, plaintiffs' failure to allege a financial benefit is fatal to their claim for vicarious liability.  

The complaint alleges that Klemesrud is in the business of operating a BBS for subscribers for a fee.  The complaint does not say how the fee is collected, but there are no allegations that Klemesrud's fee, or any other direct financial benefit received by Klemesrud, varies in any way with the content of Erlich's postings.  Nothing in or attached to the complaint states that Klemesrud in any way profits from allowing Erlich to infringe copyrights.  Plaintiffs are given 30 days leave in which to amend to cure this pleadings deficiency if they can do so in good faith.  

III.  Preliminary Injunction Against Netcom and Klemesrud 

A.   Legal Standards for a Preliminary Injunction  

A party seeking a preliminary injunction may establish its entitlement to equitable relief by showing either (1) a combination of probable success on the merits and the possibility of irreparable injury, or (2) serious questions as to these matters and the balance of hardships tipping sharply in the movant's favor.  First Brands Corp.  v.  Fred Meyer, Inc.  , 809 F.2d 1378, 1381 [ 1 USPQ2d 1779] (9th Cir.  1987).  These two tests are not separate, but represent a "continuum" of equitable discretion whereby the greater the relative hardship to the moving party, the less probability of success need be shown.   Regents of University of California v.  American Broadcasting Cos.  , 747 F.2d 511, 515 (9th Cir.  1984).  The primary purpose of a preliminary injunction is to preserve the status quo pending a trial on the merits.   Los Angeles Memorial Coliseum Commission v.  National Football League , 634 F.2d 1197, 1200 (9th Cir.  1980).  

B.   Likelihood of Success  

The court finds that plaintiffs have not met their burden of showing a likelihood of success on the merits as to either Netcom or Klemesrud.  The only viable theory of infringement is contributory infringement, and there is little evidence that Netcom or Klemesrud knew or should have known that Erlich was engaged in copyright infringement of plaintiffs' works and was not entitled to a fair use defense, especially as they did not receive notice of the alleged infringement until after all but one of the postings were completed.  Further, their participation in the infringement was not substantial.  Accordingly, plaintiffs will not likely prevail on their claims.  

C.   Irreparable Injury  

The court will presume irreparable harm for the copyright claim where plaintiffs have shown a likelihood of success on their claims of infringement.   Johnson Controls, Inc.  v.  Phoenix Control Systems, Inc., 886 F.2d 1173, 1174 [ 12 USPQ2d 1566 ] (9th Cir.  1989).  Here, however, plaintiffs have not made an adequate showing of likelihood of success.  More importantly, plaintiffs have not shown that the current preliminary injunction prohibiting Erlich form infringing plaintiffs' copyrights will not be sufficient to avoid any harm to plaintiffs' intellectual property rights.  

D.   First Amendment Concerns  

There is a strong presumption against any injunction that could act as a "prior restraint" on free speech, citing  CBS, Inc.  v.  Davis , 114 S.  Ct.  912, 913-14 (1994) (Justice Blackmun, as Circuit Justice, staying a preliminary injunction prohibiting CBS from airing footage of inside of meat packing plant).  Because plaintiffs seek injunctive relief that is broader than necessary to prevent Erlich from committing copyright infringement, there is a valid First Amendment question raised here.  Netcom and Klemesrud play a vital role in the speech of their users.  Requiring them to prescreen postings for possible infringement would chill their users' speech.   Cf.  In re Capital Cities/ABC, Inc.  , 918 F.2d at 144.  

E.   Conclusion  

Plaintiffs have not shown a likelihood of success on the merits of their copyright claims nor irreparable harm absent an injunction against defendants Netcom and Klemesrud.  Accordingly, plaintiffs are not entitled to a preliminary injunction.  

IV.  Order 

The court denies Netcom's motion for summary judgment and Klemesrud's motion for judgment on the pleadings, as a triable issue of fact exists on the claim of contributory infringement.  The court also gives plaintiffs 30 days leave in which to amend to state a claim for vicarious liability against defendant Klemesrud, if they can do so in good faith.  Plaintiffs' application for a preliminary injunction against defendants Netcom and Klemesrud is denied.  

The parties shall appear for a case management conference at 10:30 a.m.  on Friday, January 19, 1996.  The deadline for completing required disclosures is January 5, 1996.  The joint case management conference statement must be filed by January 12, 1996.  

Footnotes
Footnote 1. Cyberspace is a popular term for the world of electronic communications over computer networks.  See Trotter Hardy,  The Proper Legal Regime for "Cyberspace,"  55 U.Pitt.L.Rev.  993, 994 (1994).  

Footnote 2.  "The Internet today is a worldwide entity whose nature cannot be easily or simply defined.  From a technical definition, the Internet is the 'set of all interconnected IP networks' -- the collection of several thousand local, regional, and global computer networks interconnected in real time via the TCP/IP Internetworking Protocol suite..." Daniel P.  Dern, The Internet Guide for New Users 16 (1994).  One article described the Internet as a collection of thousands of local, regional, and global Internet Protocol networks.  What it means in practical terms is that millions of computers in schools, universities, corporations, and other organizations are tied together via telephone lines.  The Internet enables users to share files, search for information, send electronic mail, and log onto remote computers.  But it isn't a program or even a particular computer resource.  It remains only a means to link computer users together.  

Unlike on-line computer services such as CompuServe and America On Line, no one runs the Internet.  No one pays for the Internet because the network itself doesn't exist as a separate entity.  Instead various universities and organizations pay for the dedicated lines linking their computers.  Individual users may pay an Internet provider for access to the Internet via its server.  

David Bruning,  Along the InfoBahn , Astronomy, Vol.  23, No.  6, p.  76 (June 1995).  

Footnote 3.  Issues of Erlich's liability were addressed in this court's order of September 22, 1995.  That order concludes in part that a preliminary injunction against Erlich is warranted because plaintiffs have shown a likelihood of success on their copyright infringement claims against him.  Plaintiffs likely own valid copyrights in Hubbard's published and unpublished works and Erlich's near- verbatim copying of substantial portions of plaintiffs' works was not likely a fair use.  To the extent that Netcom and Klemesrud argue that plaintiffs' copyrights are invalid and the Netcom and Klemesrud are not liable because Erlich had a valid fair use defense, the court previously rejected these arguments and will not reconsider them here.  

Footnote 4.  The Usenet has been described as a worldwide community of electronic BBSs that is closely associated with the Internet and with the Internet community.Para.  The messages in Usenet are organized into thousands of topical groups, or "Newsgroups".  .  .  .Para.  As a Usenet user, you read and contribute ("post") to your local Usenet site.  Each Usenet site distributes its users' postings to other Usenet sites based on various implicit and explicit configuration settings, and in turn receives postings from other sites.  Usenet traffic typically consists of as such as 30 to 50 Mbytes of messages per day.Para.  Usenet is read and contributed to on a daily basis by a total population of millions of people.  .  .  .Para.  There is no specific network that is the Usenet.  Usenet traffic flows over a wide range of networks, including the Internet and dial-up phone links.  

Dern,  supra , at 196-97.  

Footnote 5.  The First Amended Complaint ("FAC") contains three claims: (1) copyright infringement of BPI's published literary works against all defendants; (2) copyright infringement of RTC's unpublished confidential works against all defendants; and (3) misappropriation of RTC's trade secrets against defendant Erlich only.  

Footnote 6.  Klemesrud alternatively filed a motion for summary judgment, which will not be considered at this time because Klemesrud was unavailable to be deposed in time for plaintiffs' opposition.  In a previous order, the court struck those portions of the motion that referred to matters outside of the pleadings.  

Footnote 7.  In this context, "copying" is "shorthand for the infringing of any of the copyright owner's five exclusive rights."  S.O.S., Inc.  v.  Payday, Inc.  , 886 F.2d 1081 n.3 [ 12 USPQ2d 1241 ] (9th Cir.  1989).  

Footnote 8.  The court has under submission plaintiffs' request to expand the preliminary injunction against Erlich.  

Footnote 9.  Plaintiffs have argued at times during this litigation that Netcom should only be required to respond after being given notice, which is only relevant to contributory infringement.  Nevertheless, the court will address all three theories of infringement liability.  

Footnote 10.  The strict liability for copyright infringement is in contrast to another area of liability affecting online service providers: defamation.  Recent decisions have held that where a BBS exercised little control over the content of the material on its service, it was more like a "distributor" than a "republisher" and was thus only liable for defamation on its system where it knew or should have known of the defamatory statements.   Cubby, Inc.  v.  CompuServe, Inc.  , 776 F.  Supp.  135 (S.D.N.Y.  1991).  By contrast, a New York state court judge found that Prodigy was a publisher because it held itself out to be controlling the content of its services and because it used software to automatically prescreen messages that were offensive or in bad taste.   Stratton Oakmont, Inc.  v.  Prodigy Services Co.  , The Recorder, June 1, 1995, at 7 (excerpting May 24, 1995 Order Granting Partial Summary Judgment to Plaintiffs).  

Footnote 11.  One commentator addressed the difficulty in translating copyright concepts, including the public/private dichotomy, to the digitized environment.   See Niva Elkin-Koren,  Copyright Law and Social Dialogue on the Information Superhighway: The Case Against Copyright Liability of Bulletin Board Operators , 13 Cardozo Arts & Ent.  L.J.  346, 390 (1993).  This commentator noted that one way to characterize BBS operation is that it "provides subscribers with access and services.  As such, BBS operators do not create copies, and do not transfer them in any way.  Users post the copies on the BBS, which other users can then read or download."  Id.   at 356.  

Footnote 12.  Netcom compares itself to a common carrier that merely acts as a passive conduit for information.  In a sense, a Usenet server that forwards all messages acts like a common carrier, passively retransmitting every message that gets sent through it.  Netcom would seem no more liable than the phone company for carrying an infringing facsimile transmission or storing an infringing audio recording on its voice mail.  As Netcom's counsel argued, holding such a server liable would be like holding the owner of the highway, or at least the operator of a toll booth, liable for the criminal activities that occur on its roads.  Since other similar carriers of information are not liable for infringement, there is some basis for exempting Internet access providers from liability for infringement by their users.  The IITF Report concluded that " [i]f an entity provided only the wires and conduits -- such as the telephone company, it would have a good argument for an exemption if it was truly in the same position as a common carrier and could not control who or what was on its system." IITF Report at 122.  Here, perhaps, the analogy is not completely appropriate as Netcom does more than just "provide the wire and conduits." Further, Internet providers are not natural monopolies that are bound to carry all the traffic that one wishes to pass through them, as with the usual common carrier.   See id.   at 122 n.392 (citing  Federal Communications Commission v.  Midwest Video Corp.  , 440 U.S.  689, 701 (1979)).  Section 111 of the Copyright Act codifies the exemption for passive carriers who are otherwise liable for a secondary transmission.  3 Melville B.  Nimmer & David Nimmer, Nimmer on Copyright Section 12.04 [B] [3], at 12-99 (1995).  However, the carrier must not have any direct or indirect control over the content or selection of the primary transmission.   Id.  ; 17 U.S.C.  Section 111(a)(3).   Cf.  infra part I.B.3.a.  In any event, common carriers are granted statutory exemptions for liability that might otherwise exist.  Here, Netcom does not fall under this statutory exemption, and thus faces the usual strict liability scheme that exists for copyright.  Whether a new exemption should be carved out for online service providers is to be resolved by Congress, not the courts.   Compare  Comment, "Online Service Providers and Copyright Law: The Need for Change," 1 Syracuse J.  Legis.  & Pol'y 197, 202 (1995) (citing recommendations of online service providers for amending the Copyright Act to create liability only where a "provider has 'actual knowledge that a work that is being or has been transmitted onto, or stored on, its system is infringing,' and has the 'ability and authority' to stop the transmission, and has, after a reasonable amount of time, allowed the infringing activity to continue' ")  with IITF Report at 122 (recommending that Congress not exempt service providers from strict liability for direct infringements).  

Footnote 13.  The court notes, however, that stopping the distribution of information once it is on the Internet is not easy.  The decentralized network was designed so that if one link in the chain be closed off, the information will be dynamically rerouted through another link.  This was meant to allow the system to be used for communication after a catastrophic event that shuts down part of it.  Francis Decl.  Para.  4.  

Footnote 14.  The paragraph in  Playboy  containing the quotation begins with a description of the right of public distribution.   Id.   Further, the above quoted language is followed by a citation to a discussion of the right of public distribution in Jay Dratler, Jr., Intellectual Property Law: Commercial, Creative and Industrial Property Section 6.01 [3], at 6-15 (1991).  This treatise states that "the distribution right may be decisive, if, for example, a distributor supplies products containing unauthorized copies of a copyrighted work but has not made the copies itself."  Id.   (citing to  Williams Electronics, Inc.  v.  Arctic International, Inc.  , 685 F.2d 870, 876 [ 215 USPQ 405 ] (3d Cir.  1982)).  In any event, the  Williams  holding regarding public distribution was dicta, as the court found that the defendant had also made copies.   Id.   

Footnote 15.  Given the ambiguity in plaintiffs' reference to a violation of the right to "publish" and to  Playboy , it is possible that plaintiffs are also claiming that Netcom infringed their exclusive right to publicly distribute their works.  The court will address this argument  infra .  

Footnote 16.  The court further notes that  Playboy  has been much criticized.   See, e.g., L.  Rose, Netlaw 91-92 (1995).  The finding of direct infringement was perhaps influenced by the fact that there was some evidence that defendants in fact knew of the infringing nature of the works, which were digitized photographs labeled "Playboy" and "Playmate." 

Footnote 17.  To the extent that  Sega  holds that BBS operators are directly liable for copyright infringement when users upload infringing works to their systems, this court respectfully disagrees with the court's holding for the reasons discussed above.  Further, such a holding was dicta, as there as evidence that the defendant knew of the infringing uploads by users and, in fact, actively encouraged such activity, thus supporting the contributory infringement theory.   Id.   at 683.  

Footnote 18.  References to "Tr." are to the reporter's transcript of the June 23, 1995 hearing on these motions.  

Footnote 19.  Despite that uncertainty, the IITF Report recommends as strict liability paradigm for BBS operators.   See IITF Report at 122-24.  It recommends that Congress not exempt on-line service providers from strict liability because this would prematurely deprive the system of an incentive to get providers to reduce the damage to copyright holders by reducing the chances that users will infringe by educating them, requiring indemnification, purchasing insurance, and, where efficient, developing technological solutions to screening out infringement.  Denying strict liability in many cases would leave copyright owners without an adequate remedy since direct infringers may act anonymously or pseudonymously or may not have the resources to pay a judgment.   Id ;  see also Hardy,  supra .  

Footnote 20.  Adopting such a rule would relieve a BBS of liability for failing to take steps to remove infringing works from its system even after being handed a court's order finding infringement.  This would be undesirable and is inconsistent with Netcom's counsel's admission that Netcom would have an obligation to act in such circumstances.  Tr.  35:25;  see also Tr.  42:18-42:20.  

Footnote 21.  The court does not see the relevance of plaintiffs' argument that Netcom's failure to investigate their claims of infringement or take actions against Erlich was a departure from Netcom's normal procedure.  A policy and practice of acting to stop postings where there is inadequate knowledge of infringement in no way creates a higher standard of care under the Copyright Act as to subsequent claims of user infringement.  

Footnote 22.  In this case, Netcom is even further removed from Erlich's activities.  Erlich was in a contractual relationship only with Klemesrud, Netcom thus dealt directly  only  with Klemesrud.  However, it is not crucial that Erlich does not obtain access directly through Netcom.  The issue is Netcom's right and ability to control the use of its system, which it can do indirectly by controlling Klemesrud's use.  

Footnote 23.  However, plaintiffs submit no evidence indicating Netcom, or anyone, could design software that could determine whether a posting is infringing.  

Footnote 24.  For example, plaintiffs' demand that the court order Netcom to terminate Klemesrud's BBS's access to the Internet, thus depriving all 500 of this subscribers, would be overbroad, as it would unnecessarily keep hundreds of users, against whom there are no allegations of copyright infringement, from accessing a means of speech.  The overbroadness is even more evident if, as plaintiffs contend, there is a way to restrict only Erlich's access to a.r.s.  

Footnote 25.  Netcom additionally argues that plaintiffs' theory of liability would have a chilling effect on users, who would be liable for merely browsing infringing works.  Browsing technically causes an infringing copy of the digital information to be made in the screen memory.   MAI  holds that such a copy is fixed even when information is temporarily placed in RAM, such as the screen RAM.  The temporary copying involved in browsing is only necessary because humans cannot otherwise perceive digital information.  It is the functional equivalent of reading, which does not implicate the copyright laws and may be done by anyone in a library without the permission of the copyright owner.  However, it can be argued that the effects of digital browsing are different because millions can browse a single copy of a work in cyberspace, while only one can read a library's copy at a time.  Absent a commercial or profit-depriving use, digital browsing is probably a fair use; there could hardly be a market for licensing the temporary copying of digital works onto computer screens to allow browsing.  Unless such a use is commercial, such as where someone reads a copyrighted work online and therefore decides not to purchase a copy from the copyright owner, fair use is likely.  Until reading a work online becomes as easy and convenient as reading a paperback, copyright owners do not have much to fear from digital browsing and there will not likely be much market effect.  

Additionally, unless a user has reason to know, such as from the title of a message, that the message contains copyrighted materials, the browser will be protected by the innocent infringer doctrine, which allows the court to award no damages in appropriate circumstances.  In any event, users should hardly worry about a finding of direct infringement; it seems highly unlikely from a practical matter that a copyright owner could prove such infringement or would want to sue such an individual.  

Footnote 26.  A recent report noted that a third aspect of the nature of the work may be relevant: whether it is in digital or analog form.  IITF Report at 78.  Although the copyright laws were developed before digital works existed, they have certainly evolved to include such works, and this court can see no reason why works should deserve less protection because they are in digital form, especially where, as here, they were not put in such form by plaintiffs.

_____________________________________________________________________

Zeran  v  America Online, Inc. (Case Summary)
District Court for the Eastern District of Virginia, 21 March 1997

958 F. Supp. 1124 (E.D. Va. 1997)
FACTS

Plaintiff Zeran was the victim of a malicious hoax perpetrated via the Internet services of defendant America Online, Inc. (“AOL”).  An unknown person, without Zeran’s knowledge or authority, posed messages on AOL bulletin boards advertising the sale of T-shirts and other items with vulgar and offensive slogans related to the Okalahoma City bombing.  The messages included Zeran’s telephone number.  Zeran was not an AOL subscriber.

Zeran was inundated with telephone calls (at one stage, one every two minutes), most of which were derogatory and threatening.  Zeran contacted AOL the day the first message was posted, and AOL deleted the message and closed the account from which the message was posted.  A second similar hoax message was posted the next day from another account.  Zeran again contacted AOL and was assured that the message would be deleted and the account involved closed.  However, similar messages were posted for another 6 days.

Zeran sued, alleging that AOL was negligent in failing to respond adequately to the bogus notices after being made aware of their malicious and fraudulent nature.  Zeran’s theory of liability was that distributors of information are liable for the distribution of material which they knew or should have known was a defamatory character.  Cubby v. Compuserve Inc., 776 F.Supp 135, 141 (SDNY 1991).

AOL sought to dismiss the claim of Zeran on the basis of immunity provided by the federal Communications Decency Act 1996 (“CDA”).

The CDA, section 230 states: “No provider ... of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider.  Section 230(c)(1) further provides: “No cause of action may be brought and no liability may be imposed under any State or local law that is inconsistent with this section.”

DECISION
The court dismissed Zeran’s action, holding that the CDA preempts a negligence cause of action against an interactive computer service provider arising from that provider’s distribution of allegedly defamatory material provided via its electronic bulletin board.

Zeran’s state law claim conflicted with the express language of the federal statute and was therefore preempted by federal law.  For the tort of defamation, state law treats as a publisher or speaker one who fails to take reasonable steps to remove defamatory statements from property under her control.  Similarly, a distributor, such as a news vendor or ISP will be held to have published material provided by third parties if it fails to take reasonable steps to prevent the dissemination of the defamatory information.  Accordingly, Zeran’s attempt to impose liability on AOL was, in effect, an attempt to have AOL treated as the publisher of the defamatory material.  “This treatment is contrary to section 230(c)(1) of the CDA and, thus, Zeran’s claim for negligent distribution of the notice is preempted.”

___________________________________________________________________________

Doe  v  America Online Inc. and Russell (Case Summary)
Circuit Court for the 5th Judicial Circuit

26 June 1997

Case No. CL 97-631AE
FACTS

Defendant Russell sexually exploited an 11 year old “John Doe” and videotaped and photographed the sexual acts.  Russell was an American Online (“AOL”) subscriber. [footnote:  AOL operates an interactive computer service over which millions of subscribers transmit and receive information through computer modem connections to AOL’s computer network.]  Using AOL “chat rooms”, Russell advertised and arranged for the sale of the pornographic videos and photographs of John Doe.  Conversations in the chat rooms openly described the contents of the pornographic material, and contact details were exchanged to enable sale and distribution.  No materials depicting John Doe were distributed by Russell via AOL.

Russell plead guilt to criminal charges of sexual exploitation of children and transportation of sexually explicit material involving a minor, and is presently serving a lengthy prison sentence.

Doe sued AOL and Russell.  The Complaint alleged that AOL was on notice that its service was being used for marketing of child pornography by Russell and that Doe suffered emotional injuries as a result of the distribution of the pornographic materials.  Specifically, the Complaint asserted two counts involving the sale or distribution of obscene materials, one count for negligence per se, and one count for negligence contending that AOL breached an alleged duty to exercise reasonable care to ensure that its service not be used for the purposes of the sale or distribution of child pornography.

DECISION

Following the decision of Zeran  v  America Online Inc., 958 F. Supp. 1124 (E.D. Va. 1997), the state court held that section 230 of the Communications Decency Act 1996 (“CDA”) preempted Doe’s claims.

According to the court, one of the purposes of section 230 was to remove disincentives for providers of online services voluntarily to screen or block objectionable content from their services.

“The issue ... reduces to the question of whether imposing liability under state law on the provider of an interactive computer service for injury allegedly resulting for a third party’s online communications would treat the provider as “the publisher or speaker” of those communications.  If imposing such liability would have this effect, then section 230 preempts and bars the state-law claim.”  The court decided that Doe’s claims would treat AOL as the “publisher or speaker” of Russell’s chat room statements in violation of section 230.

The court decided that section 230 applied, even though Russell’s chat room communications took place before the effective date of the CDA, February 8, 1996.  Doe’s claim was filed after the CDA was enacted.  The court interpreted section 230, deciding that it applied to all actions filed after February 8, 1996 regardless of when the events in question took place.

The court noted that the section 230 defense was not available to Russell.
On October 17, 1998, the Florida Fourth District Court of Appeals affirmed the above noted trial court decision which held, under Section 230 of the Telecommunications Act of 1996, that AOL is not liable for the statements made by a subscriber in an AOL chat room.  The Plaintiffs plan to appeal to the Florida Supreme Court.

See http://www.techlawjournal.com/internet/81017.htm

____________________________________________________________________

Government proposals for regulating internet content
QUESTIONS AND ANSWERS (1997)

From http://www.dca.gov.au/

Introduction 
On 15 July 1997 the Minister for Communications and the Arts, Senator Richard Alston, and the Attorney-General, Mr Daryl Williams, announced principles for a national approach to regulate the content of on-line services such as the Internet. 

What is the purpose of the proposed regulation? 

The main objective is to ensure that as far as is practicable children are protected from potentially harmful material. In addition the Government is seeking to ensure that material which is legally available in traditional media is also legal online, while keeping government regulation to a minimum. 

In so doing, the Commonwealth Government wants to ensure that industry growth is not hampered by uncertainty and different approaches to liability for service providers (ISPs) under differing State and Territory laws. 

How will it work? 

Commonwealth legislation will encourage the on-line service provider industry to develop codes of practice in relation to on-line content, including complaints procedures, in consultation with the public, and the Australian Broadcasting Authority (ABA). State and Territory governments will introduce uniform laws regulating publication by on-line creators and users. 

How will the complaints mechanism work? 

A person concerned about particular material will be able to complain to their ISP who will investigate the complaint under the applicable code of practice. If a satisfactory response is not received, the person will be able to ask the ABA to investigate. 

In some cases, it may be that either the complainant, the ISP (or the ABA if it is involved) will refer the matter for investigation by the police under State and Territory offence provisions covering content creators. 

What are the responsibilities of ISPs? 

ISPs will need to comply with codes of practice developed by organisations which represent ISPs in consultation with the ABA, which include complaints procedures and other reasonable means to deal with objectionable material (material which is illegal to sell in other more traditional forms). 

However, ISPs will not be held responsible for objectionable content on their systems unless it is brought to their attention through, for example, a complaint. The codes will specify the steps ISPs should take to check the legality of material complained about, and if it is necessary and technically possible, remove it from their system. 

Codes of practice could also include procedures for ISPs to make reasonable efforts to alert other service providers, or the relevant authorities where there is the possibility of commission of a criminal offence, when their attention is drawn to objectionable material. 

ISPs will only be liable under State and Territory legislation to the extent that they are involved in the creation of content. 

What are the responsibilities of content providers? 

It is proposed that State or Territory legislation will govern the publication or transmission of material by content providers and users. The form of that legislation is being negotiated with the States and Territories by the Attorney-General. 

What are the responsibilities of parents and other carers? 

Parents and other carers have the final responsibility for the protection of children. It is the Government's aim to increase the level of parental confidence in and uptake of online services. The proposed framework will assist parents and carers through including in ISPs' codes of practice means to ensure that parents are required to consent when children get an account in their own name, and through encouraging the availability of information regarding filtering software to block access to unsuitable material. 

How will the Government facilitate the use of filtering and labelling techniques? 

The Government believes that the use of filtering software can provide parents and other carers with the means to exercise greater control over access to on-line content by children. 

The labelling of content to activate the filtering software, though currently in an early stage of development, could be an important tool to assist parents and other carers to control access by children to certain material. The Government will encourage the development of labelling standards domestically and internationally. However, it does not propose to mandate a labelling standard in Australia. 

What are the responsibilities of the States and Territories. 

The States and Territories will be responsible for the control of publication and transmission of objectionable material by on-line users and content creators. 

What are the responsibilities of the Commonwealth? 

The Commonwealth will establish the regulatory framework for ISPs through which the ABA, as an independent Commonwealth Authority, oversights the operation of codes of practice developed by the industry and investigates unresolved complaints. As a last resort in very extreme cases, there will be legal sanctions available for the ABA to deal with matters of serious public concern and flagrant breaches of codes or relevant laws by ISPs within Australia. 

How will the framework affect private or restricted communications such as e-mail and within intranets? 

The framework will specifically exclude from its ambit the content of communications that are not meant to be publicly available. Private and restricted communications will be subject to provisions in the Commonwealth Crimes Act relating to the offensive or harassing use of a service, which already apply to other private communications such as telephone calls. 

_____________________________________________________________________

ISPs liable for Net porn in legal deal (extract)
By NICOLE MANKTELOW
The Australian, 13 October 1998 

INTERNET service providers may face liability for child pornography and other illegal online content after a series of top-level meetings on Net regulation in Australia.

The deadlock on Internet legislation appears over, after a two-year tussle between the Department of Communications and the Standing Committee of Attorneys-General. 

The Department of Communications has backed down from its original stance, and now supports draft legislation that could make ISPs legally responsible for content passing through their systems. 

"The sticking point between Communications and the Attorneys-General over one aspect – ISP liability – was unstuck two months before the election," a source said. 

A spokesman for Communications Minister Richard Alston said there had been difficulties in finding the right wording for the legislation. 

"We don't want ISPs to be liable for things they didn't generate, but it's hard to write the law to ensure ISPs do have some responsibility, at the right level," he said. 

For full story, see http://www.theaustralian.com.au/techno/4223737.htm

_____________________________________________________________________

COPYRIGHT AMENDMENT (DIGITAL AGENDA) ACT 2000
Of particular interest is the following - 

Section 36(1A)

In determining, for the purposes of subsection (1), whether or not a person has authorised the doing in Australia of any act comprised in the copyright in a work, without the licence of the owner of the copyright, the matters that must be taken into account include the following: 

(a) the extent (if any) of the person's power to prevent the doing of the act concerned; 

(b) the nature of any relationship existing between the person and the person who did the act concerned; 

(c) whether the person took any reasonable steps to prevent or avoid the doing of the act, including whether the person complied with any relevant industry codes of practice. 

39B Communication by use of certain facilities A person (including a carrier or carriage service provider) who provides facilities for making, or facilitating the making of, a communication is not taken to have authorised any infringement of copyright in a work merely because another person uses the facilities so provided to do something the right to do which is included in the copyright.

which would appear to absolve ISPs and carriers from responsibility for liability for breach of copyright for infringing (or authorised) copies passed over their networks by third parties.

See also

43A Temporary reproductions made in the course of communication 

(1) The copyright in a work, or an adaptation of a work, is not infringed by making a temporary reproduction of the work or adaptation as part of the technical process of making or receiving a communication. 

(2) Subsection (1) does not apply in relation to the making of a temporary reproduction of a work, or an adaptation of a work, as part of the technical process of making a communication if the making of the communication is an infringement of copyright.

Do these section provide protection for caching?

See also http://www.copyright.org.au/PDF/Submissions/X9909HREP.pdf

-------------------------------

ZERAN LOSES AGAIN

Kenneth Zeran, the loser in one of the first ISP liability cases under the CDA, has lost his appeal to the 10th Circuit Court of Appeals.  Following the AOL loss, Zeran turned his attention to the radio station that broadcast the information posted on AOL.  The district court dismissed that lawsuit as well.  The Court upheld the district court decision on the substantive issues and actually reversed on the issue of costs to the radio station.  No media reports yet but the case can be found online at

http://caselaw.findlaw.com/cgi-bin/getcase.pl?court=10th&navby=case&no=986092
______________

COPYRIGHT REFORM : COPYRIGHT AMENDMENT (DIGITAL AGENDA) ACT 2000 (extract)

http://law.gov.au/publications/copyfactsheet/copyfactsheet.html 

Limitations on liability for carriers and ISPs

One of the aims of the CADA is to clarify, and in certain circumstances limit, the liability of carriers and ISPs for copyright infringements committed by third parties whilst using their facilities.

The CADA provides that a person will only be directly liable for copyright infringements involved in a communication where they have determined the content of that communication. Therefore a carrier or ISP will not be directly liable for an infringing communication where a third party has determined the content. In certain cases, however, a service provider may be found to have authorised an infringement by a user of its service.

The CADA provides that a person will not be held to have authorised a copyright infringement merely by providing the facilities involved in the infringement. It also provides a list of factors for a court to consider in determining whether authorisation has occurred. These include:

· the extent (if any) of the person’s power to prevent the infringement; 

· the nature of any relationship between the service provider and the infringer; and 

· whether the service provider took any reasonable steps to prevent the infringement. This may include compliance with an industry code of practice.

CHAPTER FOUR

Content Regulation

updated 10 March 2001

Introduction

This Chapter will consider issues relating to the regulation of content made available on or via the Internet.

What role should the Government play in trying to regulate content on the Internet?  Could the Government ever succeed in doing so?

The Internet is seen by many people as a way to allow minority interests to easily have “a voice”.  Could Government regulation of Internet content in effect be a form of censorship of those with unpopular views?

Technology is available to allow parents and employers to disable access to certain Internet content.  Does this technology work?  Who controls this technology?  Is this technology a good alternative to government content regulation?

Questions and Exercises

1.
Visit some of the following sites and consider whether they should be allowed on the Internet:

· www.xxxx.com
· www.nidlink.com/~aryanvic/ 




or




www.christian-aryannations.com 

· www.stormfront.org

· www.creator.org

· www.godhatesfags.com
· http://www.natall.com/what-is-na/

· http://www.resist.com/

· http://www.jeremiahproject.com/prophecy/clintoncrime.html

· http://www.floodlight.org/theory/contents.html

Next, visit the Net Nanny site at www.netnanny.com (especially http://www.netnanny.com/prod_NN4_Filtering.asp).  Is this a technical solution for content regulation problems?
2.
Harvard Law School Library’s Guide to Hate Groups on the Internet is located at http://hatewatch.org.  This is a nonprofit organisation that monitors hate speech on the Internet.  See also http://www.hatemonitor.org/ and http://www.publiceye.org/   Many blocking software programs (such as Net Nanny) block access to these sites.  What does this tell you about blocking software programs?

3.
People of different ages, religions, beliefs and community values can access content on the Internet from many countries worldwide.  Does this justify a higher or lower level of regulation for obscene or pornographic materials or “hate” speech?

4.
Is it possible for one government to regulate content on the Internet?  If, for example, that government prohibits publication of information about a criminal trial regarding a government minister, what is to stop publication of such information on the Internet in another jurisdiction?

5.
Should content regulation on the Internet be left to international agreement?  England has strict defamation laws.  Germany has strict hate speech laws.  Political discussion critical of the government is often illegal in countries such as Singapore and China.  The United States has strong protection for free speech.  How would an international treaty deal with the differences between countries?

6.
The State of Utopia passes a law as follows:

“Any person who suffers physical or serious mental injury, directly or indirectly, arising out of content on the Internet accessible from Utopia is entitled to recover from the content provider three times their medical expenses and such other punitive damages as determined by a jury.”

What effect would such a law have on Internet content?

7.
Is a website that contains highly explicit pornographic photographs and that is accessible in Queensland law illegal under any Queensland (not federal) law?  If so, is the ISP hosting this website liable for the breach?

8.
You are in charge of connecting all Queensland schools and public libraries to the Internet.  How would you deal with content regulation issues?
Readings

Essential Readings

Going Digital, Chapter 20

Yahoo auction case may reveal borders of cyberspace 

CNET, August 11, 2000

http://news.cnet.com/news/0-1005-200-2495751.html

Yahoo: Auctions immune from French laws 




CNET, December 21, 2000


http://news.cnet.com/news/0-1007-200-4234863.html

Yahoo to charge auction fees, ban hate materials 




CNET, January 2, 2001


http://news.cnet.com/news/0-1007-200-4352889.html

Nazi memorabilia controversy continues




CNET, February 8, 2001


http://news.cnet.com/news/0-1007-200-4758606.html

IIA Code of Practice 


www.iia.net.au/code.html

Also read the cases listed below and the materials in the Appendix.
Cases

Reno v. ACLU (U.S. Supreme Court 1997).

http://caselaw.findlaw.com/scripts/getcase.pl?court=US&navby=case&vol=000&invol=96-511

Mainstream Loudoun v. Loudoun County Library Board of Trustees

(E.D. Va 1998)

http://www.pfaw.org/courts/loudoun_ruling.shtml



or


http://legal.web.aol.com/decisions/dldecen/mainmemo.html

Statutes
BROADCASTING SERVICES AMENDMENT (ONLINE SERVICES) ACT 1999


http://scaleplus.law.gov.au/html/comact/10/6005/top.htm


and “how to complain” at:


www.aba.gov.au/what/online/complaints.htm


Classification of Computer Games and Images Act 1995 (Qld) s. 18


Classification of Films Act 1991 (Qld) ss. 38 and 39


Criminal Code (Qld) s. 210(1)(e)
Other Useful Materials


Australian Families Guide to the Internet




www.aba.gov.au/family/index.html


Free Speech on the Internet: Beyond “Indecency” by Robert O’Neil




38 Jurimetrics 617 (1998)



What Things Regulate Speech:  CDA 2.0 vs. Filtering by Lawrence 

Lessig




38 Jurimetrics 629 (1998)
The Online Services Amendment, Internet Content Filters, and User Empowerment (2000) NLR 7 by Carolyn Penfold 


http://web.nlr.com.au/nlr/HTML/Articles/penfold2/penfold2txt.htm

Censorship Legislation - Wrecking the Internet (2000) NLR 5 by Carolyn Penfold


http://web.nlr.com.au/nlr/HTML/Articles/penfold/penfoldtxt.htm

W3 Consortium Platform for Internet Content Selection




www.w3.org/PICS/


Collin v. Smith 




447 F.Supp 676 (N.D.Ill. 1978) aff’d 578 F. 2d 1197 (7th Cir)

“In Library Filtering Case, An Unusual Ally”  New York Times, October 2, 1998: 
www.nytimes.com/library/tech/98/10/cyber/cyberlaw/02law.html
Militia Watchdog's Page of Links

www.militia-watchdog.org/m1.htm
Radikal:  A website the German Government has tried to ban, mirrored here:


www.xs4all.be/~tank/radikal/
CyberLiberties Magazine - includes information about recent cases in this area


www.aclu.org/issues/cyber/
Fahrenheit 451.2: Is Cyberspace Burning?  How Rating and Blocking Proposals May Torch Free Speech on the Internet


www.aclu.org/issues/cyber/burning.html
Communication to the European Parliament on Illegal and Harmful Content on the Internet


http://www2.echo.lu/legal/en/internet/communic.html

AOL Legal Department Materials


http://legal.web.aol.com/decisions/dldecen/archive.html
Appendix to Chapter

Extract from New York Times Article (October 15, 1998)

A Look at the Watchdogs
http://search.nytimes.com/books/search/bin/fastweb?getdoc+cyber-lib+cyber-lib+2530+1+wAAA+net%7Enanny
PRIVATE "TYPE=PICT;ALT=F"Filtering programs work either by blocking certain keywords or by blocking thousands of preselected Web sites with content considered objectionable, or both. Karen G. Schneider, a librarian in Brunswick, N.Y., is the author of "A Practical Guide to Internet Filters" (Neal-Schuman Publishers, 1997), in which she reviews more than a dozen filtering products. Ms. Schneider's filtering information can also be found at her WebSite.

Yet Ms. Schneider is also skeptical of filters. No software tool, she said, can substitute for the judgment of a parent. Ms. Schneider said parents shouldn't allow a computer -- filtered or not -- to act as an electronic baby sitter. "If you wouldn't leave your child on 42d Street alone, then don't let them use the Internet alone," she said. David Burt, on the other hand, a librarian in Lake Oswego, Ore., has more confidence in filters. "We don't have Hustler and 'Deep Throat' in library collections," he said. "So there's no reason why we should carry that material if we don't have to." He monitors filtering legislation and lawsuits at his WebSite.

[A discussion of the various filtering programs are included the remainder of the article.]

-----------------------------------------------------------------------------------------

Censor Bill gets R rating. 

27 February 2001
By KAREN DEANE

The SA net censorship law could be used politically, reports Karen Dearne SOUTH Australia's Internet censorship bill will give authorities wide-ranging powers to silence critics, anti-censorship campaigners have warned.

Fines up to $10,000 will be levied against individuals who post material deemed by police to be unsuitable for minors, under legislation before the SA Parliament.

Content providers will have to decide how their material would be classified by the Office of Film and Literature Classification (OFLC) before posting it on the web.

It will become a crime in SA to post content that could be rated R, X or RC under OFLC guidelines.

If a complaint is made, police will have the power to begin a prosecution without independent classification of the material, based on their own assessment of its relative offensiveness or unsuitability for minors.

Unlike internet service providers, content providers will not be able to take down the material without penalty.

The SA Classification Amendment Bill is seen as model legislation to be eventually adopted by all Australian states and territories.

It is the second part of a Commonwealth internet censorship legislation scheme, introduced in January last year through amendments to the Broadcasting Services Act.

It is intended to deliver enforcement measures that apply to content providers and internet users, as states have jurisdiction in censorship matters.

But the legislation is flawed by misunderstandings of the online environment, and will produce unintended consequences, Electronic Frontiers Australia executive director Irene Graham says.

Not least are the Bill's treatment of interactive web content as film, and the presumption that all discussion on the internet must be at a level suitable for children.

Possibly most bizarre is the prospect of police officers knocking on doors in response to complaints and trying to interpret complex censorship issues as they apply to the internet.

"I think this Bill has the potential to be used to victimise people," Irene Graham says. "It sets up the situation where you only need one person to come across a site that they want to complain about, and it's illegal."

Anybody who wants to make a complaint can already do so through the Australian Broadcasting Authority, Graham says, and if a site is found to contain offensive or objectionable material, it gets taken down.

"But the SA law means individuals can be fined for having put the material online in the first place," she says.

"You don't get the chance to simply take it down.

"The law could also be used when somebody is upsetting the government, for example. That's when someone will get hit by this."

Adelaide internet consultant and educator Brenda Aynsley says individuals are unable to have material classified by the OFLC, so they will have no method of deciding whether their content is acceptable before posting it.

"The stupidity is that you or I cannot rock up to the OFLC, pay our money and get a classification," she says. "We're never going to know in advance, other than the bloody obvious, whether what we put up on the web is going to attract attention.

"To me, that's entrapment."

SA Attorney-General Trevor Griffin agrees the plan is to clean up the internet by targeting individuals posting offensive material.

"The aim is to deter or punish people who make available on the internet material that is offensive, or unsuitable for children," he says.

"What is offensive or unsuitable is determined by reference to the existing national classification code and guidelines for films and computer games.

"These provisions aim to catch the content provider, but not the service provider, which merely provides the carriage service."

Melbourne internet censorship researcher Dr Peter Chen says the SA bill fulfils the state's responsibilities in relation to online content regulation.

"Essentially, the federal legislation was a bit of a kludge, which let the industry off the hook and didn't require it to do much at all," he says. "The states have picked up the undesirable task of having to prosecute people who put restricted content online.

Chen says the possibility of a prosecution being launched before a classification has been made is very disturbing.

"The content host will have to second-guess how the OFLC would classify the material, and since the office is politicised, that can vary depending on who's in power," he says.

But there have not been many complaints, Chen says, mainly because people who thought their content may attract complaints have long since moved it offshore.

"That's what makes the SA bill ludicrous - the content has not disappeared, it's just offshore," he says.

"This is purely political law. There's no regulatory sense behind it at all."

There is much uncertainty over how book and film censorship guidelines can be applied to the many and varied types of material online.

Chen says most people know a pornographic picture when they see one, but there are plenty of grey areas, including context. "How will the OFLC judge, say, a multimedia version of The 120 Days of Sodom by the Marquis de Sade.

"It isn't just pornographic, it's also a philosophical text. How will they judge that from their experience as film and television censors?

"It's going to be very interesting, and that's where people may inadvertently fall foul of the law."

ABA acting manager for online services regulation Richard Fraser says the ABA has not been consulted over the SA bill.

The federal legislation clearly expects the states to enforce online censorship, he says, but at this stage it's not clear how the bill will work alongside existing arrangements.

EFA's Irene Graham says it appears a person hosting content in NSW that offends someone in SA could be held criminally liable for an offence in SA.

"How the states are going to prosecute that is a good question, but it seems that if a content provider from NSW subsequently visits Adelaide, they could be arrested at the airport," she says.

"The police probably wouldn't be bothered, but that's the way this legislation is written." Adult themes SEX and violence will earn a film an R rating, but "adult themes" such as marital issues, suicide, corruption, racism and religion are often restricted as well, EFA executive director Irene Graham says.

"The Government talks about protecting children from sex and violence, but that's not just what the R rating is about," she says.

"Things also get rated R because they're about topics that children may not understand - the classification system is intended to protect children from harm that may arise from seeing something that upsets or disturbs them.

"But if you're going to say anything not suitable for children can't be on the internet, you're saying adults have to speak at a level suitable for children at all times."

The only way around the SA legislation, Graham says, is to put anything which could possibly be rated R behind restricted access.

Compliance with the ABA rules requires visitors to a restricted site to supply proof of their ID and age to the website controller before gaining access by password.

Sources: THE AUSTRALIAN (THE) 27/02/2001 P55 

Protecting users from Net nasties. 
03 March 2001
By Grant Edwards

ILL-CONCEIVED Internet censorship laws in SA will drive jobs out of the state rather than protect South Australians from Net nasties, predicts the president of the SA Internet Association (SAIA), Mr Simon Hackett.

Mr Hackett said the Classification Amendment Bill, introduced by Attorney-General Trevor Griffin and to be debated in Parliament this month, was well meaning but overshoots in its effort to protect people from online indecency.

He said the legislation, if passed, would affect Internet content creators in SA and risked driving skilled IT workers out of the state to avoid punitive laws.

"Internet censorship laws should be the consistent with laws in the `offline' realm," Mr Hackett said.

"The laws differ in several ways, including larger fines for online offences and using a different approach to assess whether content is illegal before commencing a prosecution."

Mr Hackett said the proposed laws put an acceptably high burden on legitimate Internet content providers while having limited effectiveness against publishers of genuinely undesirable content.

"It risks rendering some South Australians as `accidental criminals'. SA cannot cocoon itself from the realities of the global world, which is what this legislation tries to do."

For example, the proposed law would ban an SA-based Internet content creator from publishing a G-rated movie trailer for an R-rated movie, although South Australians will be able to download the same G-rated trailer from other non SA-based sites.

The legalisation penalises SA-based Internet content providers because many "G" video clips for "R" rated movies are publicly available on major Internet sites such as Apple's Website at www.apple.com/quicktime/trailers.

A detailed analysis of the proposed laws has been undertaken by Electronic Frontiers Australia, which has provided information at http://www.efa.org.au/Campaigns/sabill.html.

Source: ADVERTISER 03/03/2001 P97 

Politically correct. 
07 March 2001
ONE of the very few means of communication still allowing free speech or expression is now planned to be restricted by the South Australian Government.

It intends to criminalise provision to adults of material unsuitable for children on the Internet. It will be the first Australian state to do so.

Of course, the real issue is much bigger than the above. Once governments start censoring the Internet, they will soon extend it to prevent citizens saying bad things about the Government.

Everything will have to be politically correct. The truth cannot be told if it is not politically correct.

It is really stupid to think the Internet can be censored, as our State Government would have no control over material coming in from other states or countries, and that is where most of the unsuitable-for-children material is coming from.

Sources: ADVERTISER (ADELAIDE) 07/03/2001 P17 

Censor Bill `threatens' IT jobs growth. 
06 March 2001
By Karen Dearne
Censorship OPPOSITION to South Australia's internet censorship Bill is building amid fears legislation will drive IT jobs out of the state.

Industry bodies say there has been no consultation over the Classification Amendment Bill, currently before parliament, and anger is growing as its likely impact becomes apparent.

SA Internet Association (SAIA) executive secretary and IT Council of SA board member Kitty Davis said neither body had been aware of the proposed legislation, and there had been no discussion before the Bill was presented.

"It might have passed through in some forum or other, but if so it just passed in the cyber-night," she said.

"We're very concerned about a loss of jobs because people will go interstate, or more probably offshore because of draconian laws here.

"And they're not just draconian, they're ill-considered and won't work."

Ms Davis said SA was trying to position itself in the information economy, and "we can't position ourselves in the world unless we have a legislative framework that makes sense to high-powered internet users".

These included companies such as Hostworks Group, Australia's first listed managed internet hosting service provider.

Hostworks has just opened a $7.5 million data centre in Adelaide, with nineMSN and Ticketek among 12 of the country's top 100 sites it manages.

The Bill would have little direct impact on operations, Hostworks managing director Marty Gauvin said, but the indirect impact would be enormous.

"It makes SA an undesirable place to put an internet site," Mr Gauvin said. "It doesn't help for governments to put us behind the eight ball."

SAIS president Simon Hackett said the legislation would affect content creators and risked driving skilled IT workers out of the state.

…

Source: THE AUSTRALIAN 06/03/2001 P34 

Draconian net censorship push. 
20 Feburary 2001
By Karen Dearne
Internet HARSH internet laws that give police power to prosecute anyone posting content deemed unsuitable for minors are likely to be passed by the South Australian Government next month.

The Classification Amendment Bill, which goes far beyond legislation in place in any other state, allows police officers to decide whether online material is illegal.

Prosecutions, backed by fines of $10,000, can be launched ahead of any decision on the material's classification.

Anti-censorship campaigners have labelled the legislation "political censorship gone rampant" and fear it will stifle public discussion on a range of important subjects.

SA Attorney-General Trevor Griffin said it was intended to provide state-based enforcement components of the 1999 amendments to the federal Broadcasting Services Act regulating online content.

The federal law treats all internet content as film, and requires material to be rated by the Office of Film and Literature Classification accordingly.

Mr Griffin said the bill would set up measures to deal with offensive material online.

"Objectionable material includes items classifiable as X or RC, such as child pornography, and sites instructing in or inciting criminal activity," he said.

"These laws are intended to catch the content provider, not the internet service provider or the content host.

"They aim to make it illegal to make available online matter that would be illegal if left in a public place offline."

But Electronic Frontiers Australia founder and former board member Michael Baker said there was a great danger the bill would suppress free speech in South Australia.

"I think it's political censorship gone rampant," he said in Adelaide yesterday.

"Not only would South Australians not be permitted to put film of discussions of adult themes on the internet, we couldn't even discuss them in a newsgroup or on a mailing list that gets archived.

"Discussion on safe injecting rooms or voluntary euthanasia would be chilled, for example, as film classification would be treat both of these as adult themes."

Those and other issues were legitimate topics for political debate, Mr Baker said. "These are things you can discuss in the pub, but you won't be allowed to discuss them on the internet."

Moving websites offshore has been a way to get around the federal legislation, as the Australian Broadcasting Authority could not enforce take-down orders against sites hosted overseas.

But Mr Baker said South Australians who placed content online could be liable, no matter where the material was hosted.

"If someone made a complaint, SA police would have the task of doing something about it," he said. "But police aren't trained to interpret OFLC rulings."

Nobody wanted to see pornography or paedophilia online, but the proposed bill was unworkable, Adelaide internet consultant and educator Brenda Aynsley said.

"There is sufficient existing legislation to take action under traditional laws and the new federal law," she said.

"I think the issue needs some public airing outside parliament, and I would hate to see this bill just passed quietly in the middle of the night."

Melbourne academic Peter Chen, who has written a thesis on internet censorship in Australia, said the SA bill was a little bit of politics aimed at parochial voters and would have no impact on the availability of undesirable content to minors.

"There will be a chilling effect. If you're a South Australian and you've got content that might be classified more highly than a PG rating, my recommendation would be to move it offshore immediately," Dr Chen said.

Source: THE AUSTRALIAN 20/02/2001 P33 

CHAPTER FIVE

Privacy

updated 4 March 2001

Because the law looks backwards, it has difficulty dealing with change. ... In order to understand law one must understand not only law’s past, but also law’s intrinsic “pastness.”

This tension between law’s “pastness” and its confrontation with emerging technologies is nowhere more apparent than with respect to the Internet.  And within the vast range of Internet-related legal issues, no issue presents this tension between changing technology and law’s stickiness more starkly than the question of privacy.  The privacy issues surrounding the Internet present a problem not only because the new technology of the Internet has made invasions of privacy more frequent and serious, and not only because the Internet has made it possible to invade privacy in new and different ways, but also, and most significantly, because the Internet has changed our very conception of privacy itself.


Frederick Schauer, Internet Privacy and the Public-Private Distinction,


38 Jurimetrics. J. 555 (1998).
Introduction

This Chapter will consider legal issues relating to privacy in an online environment.

To what extent is it legal to collect information about users on the Internet?  How can that information be used?

What laws regulate privacy in Australia?  Are these laws effective?  Is self-regulation the appropriate answer?

Are privacy concerns preventing the growth of electronic commerce on the Internet?

Questions and Exercises

1 Visit www.uiuc.edu/cgi-bin/info and see what information your browser is sending with each web page request.

2 Review the Yahoo Privacy Statement located at http://docs.yahoo.com/info/privacy/ including the links to the listed sub-topics.  Yahoo owns Geocities, which is a free webhosting service that receives revenue by advertising on the sites hosted by Geocities.  Geocities was prosecuted by the FTC in the US for misrepresenting how it used information that it collected from users.  Geocities settled the case in August 1998.  See www.news.com/News/Item/0,4,25258,00.html  The consent decree is located at www.jmls.edu/cyber/cases/geo1.html

3 Rudy runs a web-based email service in Australia, similar to similiar to that located at www.usa.net and www.hotmail.com.  Rudy collects demographic information about the users of his service as a condition of their obtaining an account.  Can Rudy sell your email address and list of interests to others?  Will your answer change if the Rudy proposes to sell this information next year? 

4 You purchase a new word processor program from Minniesoft Inc.  Whenever you are using it while connected to Internet, the program sends a message to Minniesoft stating how often you use it and whether you have any word processing programs written by competitors on your hard disk drive.  Is this illegal?


5 You buy books from webookstore, which offers a service similar to amazon.com.  Using cookie technology, webookstore records when visit this website, who you are, which books you buy, which books you have searched for.  What is webookstore entitled to do with this information?


6 Jackie subscribes to an email service, Musicweb that emails to her information about new music compact disks that are released each week.  To subscribe, Jackie must provide information about her musical interests, whether she has a video recorder, and how many cars her family owns.  Can Musicweb sell this information to General Motors?


7 Read the privacy policies of

·  Disney 

http://disney.go.com/Legal/privacy_policy.html

or

http://disney.go.com/investors/wdig/legal/wdig_privacy.html

· Amazon

www.amazon.com/exec/obidos/subst/misc/policy/privacy.html/
and then read



http://news.cnet.com/news/0-1007-200-3990861.html

http://news.cnet.com/news/0-1005-200-4876529.html


8 Would you give personal details to a Website that does not have a privacy policy?  Would your views change if the Website displayed the TRUSTe privacy seal? (http://www.truste.org/programs/index.html)

Readings

Essential Readings
Legal Aspects of Privacy and the Internet by Patrick Gunning


Going Digital, Chapter 13

IIA Code of Practice, Version 5, Paragraph 8


http://www.iia.net.au/Code5.html

For background, see


www.iia.net.au/code.html

and Press Release


http://www.iia.net.au/news/991201.html

IIA Privacy Taskforce Summary of New Privacy Amendment (Private Sector) Act 2000


http://www.iia.net.au/privbriefing.pdf


For optional additional materials, see IIA Privacy Page



http://www.iia.net.au/privacy.html

Protecting Your Privacy on the Internet by Australian Privacy Commissioner


www.privacy.gov.au/issues/p7_1.html

Privacy Laws: Not gonna happen


Wired:  March 2, 2001


http://www.wired.com/news/politics/0,1283,42123,00.html

Judge OKs destruction of ToySmart list 


http://news.cnet.com/news/0-1007-200-4673304.html


and


http://news.cnet.com/news/0-1007-200-2176430.html

Cookie Monsters?  Privacy in the Information Society


Australian Senate Committee Report


http://www.aph.gov.au/senate/committee/it_ctte/e_privacy/Contents.htm

Doubleclick

http://news.cnet.com/news/0-1005-200-1562746.html

http://news.cnet.com/news/0-1005-200-1561502.html

http://www.doubleclick.net/us/corporate/privacy/non-identify.asp

http://www.doubleclick.net/us/advertisers/media/network/measurement-tools/voyager.asp

http://www.doubleclick.net/us/advertisers/email-marketing/alliance.asp

http://www.doubleclick.net/us/corporate/about/bios/jules-polonetsky.asp

http://news.cnet.com/news/0-1005-200-1549770.html
Cases
Smyth v Pillsbury (E.D. Pa 1996)

(Employee email not private)



www.Loundy.com/CASES/Smyth_v_Pillsbury.html
Other Useful Materials

National Principles for the Fair Handling of Personal Information (January 1999)


www.privacy.gov.au/news/p6_4_1.pdf



[Can also be accessed via 



www.privacy.gov.au/private/index.html]

Internet Privacy and the Public-Private Distinction by Frederick 
Schauer



38 Jurimetrics. J. 555 (1998).


Privacy on the Internet:  Whose Information is it Anyway? by Joseph 
Rosenbaum



38 Jurimetrics. J. 565 (1998).

The Australian Privacy Commissioner's Website


www.privacy.gov.au

Privacy and the Private Sector


www.privacy.gov.au/private/index.html 

NOIE Privacy page


http://www.noie.gov.au/projects/consumer/privacy/index.htm

Lawmakers Examine Privacy Bill  
www.news.com/News/Item/0,4,26689,00.html

FTC's Privacy Crackdown


www.news.com/News/Item/0,4,22778,00.html


Cookie Central (information about cookies)



http://www.cookiecentral.com/


The Privacy Page



http://www.privacy.org/

Privacy in the Commercial World
Subcommittee on Commerce, Trade, and Consumer Protection

U.S. House of Representatives
March 1, 2001 Hearing (3 hours - need RealAudio)

http://www.house.gov/commerce/hearings/0301200143/03012001.htm


EFF Privacy Page (has not been updated recently)



http://www.eff.org/pub/Privacy/HTML/hot.html


Electronic Privacy Information Centre




http://www.epic.org/



Government Press Release




http://law.gov.au/aghome/agnews/1999newsag/635_99.htm 

Harvard Law School in 1999 had an online privacy class, taught by Prof. Miller.  This site has excellent materials, discussion papers and questions regarding Internet privacy. 

http://eon.law.harvard.edu/privacy/
A Privacy Scheme for the Private Sector

http://law.gov.au/privacy/finalrelease.pdf 

Overview


http://law.gov.au/privacy/overview.pdf 

CHAPTER SIX

Creation and Operation of a Website

updated 18 March 2001

Introduction

This chapter will consider two legal issues relating to Internet websites.  

Most businesses will contract with a web developer to create the website for the business.  What legal issues arise when contracting with a web developer for the creation of a website?

Businesses also want their website to have some commercial benefit.  A business will often want its website to be more than just a colourful business card or catalogue.  Successful websites are usually interactive and adaptive.  A sophisticated website will allow a user to place product orders, provide feedback, provide detailed and searchable access to information in databases, allow the downloading of products or documents, and have links to other sites.  The website may collect information about the user that can be used to tailor the website specifically for that user.  What legal issues arise for in operating such a website?

If we have time, we will also consider issues relating ASP agreements ("application service provider").  Many web businesses use ASP services to assist build a professional Internet operation. 
Questions and Exercises

1. If you hire a software engineer to create a website for you according to your specification, but don't have a written contract, who owns (a) the website; and (b) the intellectual property in the website?

2. Many website designers use the same libraries of code when creating websites for different clients.  For example, a website designer may have code used to control an online shopping cart that can be used for any webstore site.  Businesses want their websites to look cool and unique.  A business will often hire a website developer because they have seen that developer's work and like her style.  You have been asked to advise a client who has hired a website developer.  The client asks you (a) do I need to own any intellectual property in the website; and (b) what is a sensible result with respect to ownership of the intellectual property in the website?

3. A client who has hired a website developer has asked you to draft a website development agreement with only five short clauses.  What do you consider as the five most important issues that this agreement should cover?  The website developer asks you the same question.  How would your answer differ?

4. Visit the CBS website at www.cbs.com.  Read the information in the Appendix prior to doing this.  What kinds of interactions does the user have with CBS when using this website (www.cbs.com)?

5. Visit the Disney website at www.disney.com.  Read the information in the Appendix prior to doing this.  What kinds of interactions does the user have with Disney when using the Disney website?  What "free" services does Disney provide?

6. If CBS or Disney did not have a "Rules of the Site" section or "Website Use Agreement" on their site, what legal risks would CBS and Disney face?

7. Is a "Website Use Agreement" a binding and valid agreement?  Consider in particular the Website Use Agreements for the CBS, ABC, Disney, Great South East and Maui Island Currents websites (see links below).  What arguments can you make that each of these agreements is not binding on visitors to these websites?


8. Image you are the owner of the Internet shopping site, pets.com.  What particular issues should you cover off in the Website Use Agreement?  (Visit the site, but don’t look at the link for “terms of use”.  You may wish to examine the information regarding the affiliates program.)

Readings

Essential Readings
Website Development Agreements by Steve White


Chapter 17 of Going Digital
Development of a Website, by Mark F. Radcliffe and Maureen S. Dorney


www.graycary.com/articles/cyber/website.html

Website Development Documents


http://www.kslaw.com/library/links_webdev.html

Legal Issues Associated with the Creation and Operation of Web Sites, by Richard D. Harroch


http://www.ljx.com/internet/issues/00toc.html

ASP materials:


http://www.itaa.org/asp/about.htm (see "Defining the Industry")

http://www.aspindustry.org/ASPire2000-verso.cfm


http://www.verso.com/customercare.cfm


http://manageit.vnunet.com/Features/1114407

Maui Island Currents Website Terms of Use


www.islandcurrents.com/terms_of_use.htm

The Great South East Rules for Use of Our Site and Legal Notices


http://www.greatsoutheast.com.au/colours/contact/rules.asp


Shrinkwrap Licenses



http://www.ober.com/alerts/ringshri.htm

Cases

ProCD Inc., v. Zeidenberg, 86 F.3d 1447 (7th Cir. 1996)


http://www.law.seattleu.edu/chonm/Cases/procd2.html

If interested, for an example brief in that case, by a leading copyright lawyer, see


http://www.webcom.com/software/issues/docs-htm/iiabrf.html
M.A.Mortenson Co., Inc. v. Timberline Software Corp. (Wash. App. Div. One Feb. 1, 1999)


http://www.bna.com/e-law/cases/timber.html



Appeal decision


                http://caselaw.lp.findlaw.com/scripts/getcase.pl?court=wa&vol=677964maj&invol=1



Dessent



    http://caselaw.lp.findlaw.com/scripts/getcase.pl?court=wa&vol=677964di1&invol=1



Hotmail v. Van$ Money Pie



     http://eon.law.harvard.edu/h2o/property/alternatives/hotmail.html

Other Useful Materials
Negotiating Website Agreements, by William Galkin,1996


http://smartbiz.com/sbs/arts/gal3.htm


http://www.smartbiz.com/sbs/columns/galkin8.htm

Designing A Web Site Development Agreement by Robert T. Daunt

located at 

www.iplawyers.com/CyberCounsel/designing_a_web_site_development.htm

Website Development Agreements:  A Guide to Planning and Drafting, by Geoffrey Gussis (March 1997)



http://www.digidem.com/legal/wda/wda.html

The following are four agreements relating to the use of websites:

Digital City Website Use Agreement


http://www.digitalcity.com/aboutus/copyright.dci

AT&T Website Agreement


http://www.att.com/terms/

Microsoft - Information on Terms of Use


www.microsoft.com/misc/cpyright.htm

AltaVista Rules of Use


http://doc.altavista.com/legal/termsofuse.shtml

Additional materials:



Are Shrinkwrap Licenses Enforceable




http://www.cptech.org/ecom/ucita/shrinkwraplegal.html 



UCITA Online




http://www.ucitaonline.com/





see also http://www.2bguide.com/

UCITA




http://www.cptech.org/ecom/ucita/ 



Precedent.com




http://www.gahtan.com/prec/Web_Site/



End User Resources from the ASP Industry Consortium




http://www.aspindustry.org/enduser.cfm

Appendix to Chapter

PRIVATE
Ticketmaster Corp., et al. v. Tickets.com, Inc. 

In a 27 March 2000 decision, Judge Harry L. Hupp of the U.S. District Court for the Central District of California commented on the conspicuousness of terms governing Ticketmaster's web site. 

PRIVATE
'In defending this claim, Ticketmaster makes reference to the "shrink-wrap license" cases, where the packing on the outside of the CD stated that opening the package constitutes adherence to the license agreement (restricting republication) contained therein. This has been held to be enforceable. That is not the same as this case because the "shrink-wrap license agreement" is open and obvious and in fact hard to miss. Many web sites make you click on "agree" to the terms and conditions before going on, but Ticketmaster does not. Further, the terms and conditions are set forth so that the customer needs to scroll down the home page to find and read them. Many customers instead are likely to proceed to the event page of interest rather than reading the "small print." It cannot be said that merely putting the terms and conditions in this fashion necessarily creates a contract with any one using the web site.'

The CBS Website
The CBS television network in the US has two versions of a "use of our website agreement" posted on its site.  One is called "Copyright for Regular People" and the other is "Copyright in Legal Language". Both are re-printed below, and can be accessed from the “Copyright Information” link at the bottom of the CBS main page..

The following is the introduction to the CBS legal notices page:

"Everybody's got a copyright page and CBS is no different. You know the drill - lots and lots of boring legal language no one but another lawyer could possibly translate. 

Well, have we got a thrill for you! 

Our copyright page actually makes sense to regular people.  And it's no less legal for the clarity. But just so you lawyers aren't disappointed, there is a legal language version too."
The CBS site is worth visiting.  It is located at www.cbs.com.  The first time you visit, you may be asked to enter your zip code.  For example, enter "10003" if you want CBS New York or "90230" if you want CBS Hollywood.  The website you will be shown will be tailored for someone living in that city, with the local program guide and information about the local affiliate station.  You can access the legal notices from the "Copyright information" link at the bottom of the page.
The Golden Rules of the CBS Site,  translated by Pat McFarlin

http://cbsnews.cbs.com/now/story/0,1597,51461-412,00.shtml

WOW! You actually came to this page.  Listen up this is important stuff. We took the legalese the lawyers wrote and translated it into readable English! So read the stuff on this page. It could prevent you from hearing from our lawyers or some other lawyer with even worse surprises [read: law suits]. 

Here's the scoop...straight from the home office in New York, New York !!! 

We run this site so that you (and other cybersurfers) can use it for fun, information, communication, education and cybergratification. So, go ahead and browse around all you like.  You can even download stuff from the site but only one copy for non-commercial, personal use; but don't fool around with the copyright and other notices that are part of the stuff. And don't even think about distributing, modifying, transmitting, reusing, re-posting, or anything else uncool with any of the stuff, including text, images, audio and video, for public or commercial purposes unless we give you written permission, and it's not likely we will. Remember, unauthorized use [read: re-read the last sentence] may violate all sorts of nasty laws. 

If you visit our site, you're agreeing to [read: stuck with] the terms and conditions listed on this page and any other law or regulation that applies to the site. If you have any problems with that, then you can't hang out at our site, because these are the rules AND once you start, there's no turning back--you are bound by [read: stuck with] the terms and conditions. 

Here we go... 

Assume that everything on the site is copyrighted [read: it's not yours] unless we say otherwise. So you can't use the stuff except how we say you can on this page or anywhere else on the site without our written permission. In fact, even if we wanted to, the lawyers are likely to veto any deal; so, it's better you don't even ask! There's also a lot of trademarks, logos, and service marks on the site, including ones like CBS and the CBS Eye logo that either we own or we're using with someone else's permission. So don't think you have any kind of license or right to use them, because you don't and we're not about to give you one. 

If you don't want the world to know something, don't post it on the site in any bulletin board or anyplace else and don't send us your latest idea for a great story. That's because anything you disclose to us is ours to use without restriction [read: it's ours..ours..ours]. So we can do anything we want with the stuff you post. We can reproduce it, disclose it, transmit it, publish it, broadcast it, and post it someplace else. Not only that, we can even use any ideas and concepts you post any way we want to, including developing and marketing products, or creating programs or other stuff using the information you post. So if you've got a great program idea, tell your mother, not us! 

Here's a BIG ONE! While we occasionally listen in on chat groups, or look at the postings in our discussion groups or on bulletin boards, we take no responsibility and assume no liability [read: don't complain to us, it's not our problem] for the content of those locations or for any mistakes, defamation, libel, slander, omissions, falsehoods, obscenity, pornography, or profanity you might encounter when you visit such places on our site. And if you want to post something in a chat group or discussion group or on a bulletin board don't post or transmit any unlawful, threatening, libelous, defamatory, obscene, scandalous, inflammatory, pornographic or profane material or any material that may be considered a criminal or civil offense or for that matter violates any law -- anywhere, anytime.  Remember, we will fully cooperate with any law enforcement authorities or court that asks us who might have posted such stuff on our site. 

While we try to include accurate stuff on the site, we're not promising you it's accurate. In fact, we're not promising you anything except fun and entertainment. So, if you use stuff on the site, you're using it at your own risk. 

We and anybody else who helped us create, produce, or deliver the site are not liable for any damages you suffer when you use it.  In particular, the lawyers want you to know our disclaimer includes "direct, incidental, consequential, indirect, or punitive damages arising out of your access to, or use of, the site.  Without limiting the foregoing, everything on the site is provided to you 'AS IS' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT TO THE FULLEST EXTENT

PERMISSIBLE PURSUANT TO APPLICABLE LAW." Ugh! We put all of that in quotes because we couldn't figure out any other way to say it that the lawyers would accept.  But here's the bottom line -- we're not responsible if you're browsing around and the site damages you or your computer or infects it with any viruses that may lurk in any stuff. 

You'll probably notice we've linked our site to other sites out there in cyberspace. While that's cool, it doesn't mean that we've looked at all those sites or that we check them out to see what's going on. So don't blame us if some site you link to has stuff on it that offends you or that you don't like. 

If you don't want to visit our site any more, that is cool! But just as important, if you don't follow the simple rules on this page, we don't want you to visit our site or to post anything in any of our chat groups or discussion groups or on our bulletin boards.   In any event, you've got to destroy [read: erase, throw out] any stuff you downloaded from our site and you're still bound by [read: stuck with] all the other things we said on this page.

Hang in there, we're almost done! We're allowed to change this page or anything else on the site any time we want to. That's because it's ours [read: it's ours..ours..ours]. If we do change the page, then you're bound by [read: stuck with] those changes, too, whenever you visit our site. 

If there's any question about this agreement [read: all the stuff on this page] or how this agreement applies to you or your use of the site, New York law will apply and your home office will be deemed to be in New York just like ours is.

Now, that wasn't so bad, was it?!

__________________________________________________________________________________

Copyright in Legal Language (from the CBS Website)
This site (the "Site") is owned and operated by CBS Corporation ("CBS") for your personal entertainment, information, education and communication. Please feel free to browse the Site; however, your access and use of the Site is subject to the following terms and conditions ("Terms and Conditions") and all applicable laws. By accessing and browsing the Site, you accept, without limitation or qualification, the Terms and Conditions.

[Restrictions on use of Materials]

The Site contains material which is derived in whole or in part from material supplied by CBS and other sources, and is protected by international copyright and trademark laws. No material (including but not limited to the text, images, audio and/or video) and no software (including but not limited to any images or files incorporated in or generated by the software or data accompanying such software) (individually and collectively the "Materials") may be copied, reproduced, republished, uploaded, posted, transmitted, or distributed in any way or decompiled, reverse engineered or disassembled, except that you may download one copy of the Materials on any single computer for your personal, non-commercial home use only, provided you keep intact all copyright and other proprietary notices. Modification of the Materials or use of the Materials for any other purpose is a violation of CBS's or such other sources' copyright, trademark and other proprietary rights. The use of any such Materials on any other Web site or networked computer environment is prohibited without CBS's express written consent.

[Submissions/Communications]

CBS has a long-standing company policy that does not allow CBS to accept or consider creative ideas, suggestions or materials other than those CBS has specifically requested. It is the intent of this policy to avoid the possibility of future misunderstandings when projects developed by CBS's staff might seem to others to be similar to their own creative ideas, suggestions or materials. 

If you do send us any creative materials, including creative suggestions, ideas, notes, drawings, concepts or other information or if you transmit to the Site by electronic mail or otherwise, communications including any data, questions, comments, suggestions, or the like (collectively, the "Information"), the Information shall be deemed, and shall remain, the property of CBS. None of the Information shall be subject to any obligation of confidence on the part of CBS and CBS shall not be liable for any use or disclosure of any Information. CBS shall exclusively own any now known or hereafter existing rights to the Information of every kind and nature throughout the universe and shall be entitled to unrestricted use of the Information for any purpose whatsoever, commercial or otherwise, without compensation to the provider of the Information.

[Bulletin Boards]

The Site may include bulletin boards and chat rooms ("Bulletin Boards") which allow feedback to CBS and real-time interaction between users. 

CBS does not control the messages, information or files delivered to Bulletin Boards, unless otherwise noted therein, and CBS has no obligation to monitor such Bulletin Boards.  However, CBS reserves the right at all times to disclose any information as necessary to satisfy any law, regulation or governmental request, or to edit, refuse to post or to remove any information or materials, in whole or in part, that in CBS's sole discretion are objectionable or in violation of these Terms and Conditions. 

It is a condition of your use of the Bulletin Boards and this Site that you do not: 

· Restrict or inhibit any other user from using and enjoying the Bulletin Boards;

· post or transmit any unlawful, threatening, abusive, libelous, defamatory, obscene, vulgar, pornographic, profane or indecent    information of any kind, including without limitation any    transmission constituting or encouraging conduct that would constitute a criminal offense, give rise to civil liability or otherwise violate any local, state, national or foreign law; 

· post or transmit any information, software or other material which violates or infringes upon the rights of others, including material which is an invasion of privacy or publicity rights or which is protected by copyright, trademark or other proprietary right, or derivative works with respect thereto, without first obtaining permission from the owner or right holder;

· post or transmit any information, software or other material which contains a virus or other harmful component; 

· post, or transmit or in any way exploit any information, software or other material for commercial purposes or which contains advertising, promotion or marketing.

[Limitation of Liability/Disclaimer]

Your use and browsing of the Site is at your risk. If you are   dissatisfied with any of the Materials contained in the Site, or with any of these Terms and Conditions, your sole and exclusive remedy is to discontinue accessing and using the Site. 

TO THE FULLEST EXTENT PERMISSIBLE PURSUANT TO    APPLICABLE LAW, NEITHER CBS NOR ANY OTHER PARTY    INVOLVED IN CREATING, PRODUCING, OR DELIVERING THE SITE IS LIABLE FOR ANY DIRECT, INCIDENTAL, CONSEQUENTIAL, INDIRECT, OR PUNITIVE DAMAGES    ARISING OUT OF YOUR ACCESS TO, OR USE OF, THE SITE. WITHOUT LIMITING THE FOREGOING, EVERYTHING ON THE SITE IS PROVIDED TO YOU "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OR MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. 

You specifically acknowledge and agree that CBS is not liable for any defamatory, offensive or illegal conduct of any user. CBS also assumes no responsibility, and shall not be liable for any damages to, or viruses that may infect, your computer equipment or other property on account of your access to, use of, or browsing in the Site (including any Bulletin Board) or your downloading of any Materials from the Site. 

CBS does not warrant or make any representations of any kind or nature with respect to the Materials. Therefore, you are responsible for compliance with local laws, if and to the extent local laws are applicable.

[Third Party Sites]

CBS may provide links and pointers to internet sites maintained by others ("third party sites"). CBS has not reviewed all of the third party sites linked to the Site and is not responsible for the contents of or any products or services offered in such third-party sites.

[Termination]

This Agreement is effective until terminated by either party. You may terminate this Agreement at any time by destroying all Materials obtained from the Site and all related documentation and all copies and installations thereof, whether made under the terms of this Agreement or otherwise. This Agreement will terminate immediately without notice from CBS if in CBS's sole discretion you fail to comply with any term or provision of this Agreement. Upon termination, you must destroy all Materials obtained from this Site and all copies thereof, whether made under the terms of this Agreement or otherwise. In the event of termination, you are no longer authorized to access the Bulletin Boards and the restrictions imposed on you with respect to Materials downloaded from the Bulletin Boards and the disclaimers and limitations of liabilities set forth in this Agreement shall survive.

[Other]

This Agreement shall be governed by and construed in accordance with the laws of the State of New York without giving effect to any principles of conflicts of law. If any provision of this Agreement shall be unlawful, void, or for any reason unenforceable then that provision shall be deemed severable from this Agreement and shall not affect the validity and enforceability of any remaining provisions. This Site is controlled and operated by CBS from its offices within the State of New York, United States of America. 

Software from this Site is further subject to United States export controls and may not be downloaded by any person or entity prohibited by any U.S. law, rule, regulation or order or otherwise    exported or reexported into any country to which the U.S. has embargoed goods. 

CBS may at any time revise these Terms and Conditions by updating this posting. You are bound by any such revisions and should therefore periodically visit this page to review the then current Terms and Conditions to which you are bound. 

As between you and CBS, CBS exclusively owns all rights, titles and interests in and to any of the Materials (and any and all elements thereof) and any and all copies thereof throughout the universe in any and all media now known or hereafter developed. You will not do anything that might impair CBS's rights, titles or interests in and to such Materials (and any and all elements thereof nor will you assert any right, title or interest in or to such Materials (including any copy or element thereof).

__________________________________________________________________________________

The Disney website
One of CBS's biggest competitors in the US is the ABC television network (http://abc.go.com/), which is owned by the Walt Disney Company (http://disney.go.com/).  In 1999, Disney had revenues of US$23 billion.  See http://disney.go.com/Investors/earnings/q499.html

The ABC TV network's website legal notice is located at


http://disney.go.com/investors/wdig/legal/terms.html

Compare the ABC TV notice with that contained on the CBS website and that on the Disney website, as discussed below.

Disney's website at one time had three legal sections, Legal Notices, House Rules and Privacy Policy.  (For Disney's Privacy Policy, see chapter 5.)  Each webpage on the Disney site used to have the following message and a link:

"CLICK HERE FOR LEGAL RESTRICTIONS AND TERMS AND CONDITIONS OF USE APPLICABLE TO THIS SITE.  USE OF THIS SITE SIGNIFIES YOUR AGREEMENT TO THE TERMS OF USE."
It now has the following notice:


"Use of this site signifies your agreement to the terms of use."

In 1998, the link leaded you to the following page:
TERMS AND CONDITIONS OF USE (1998 Version)
http://disney.go.com/Legal/conditions_of_use.html

PLEASE READ THESE TERMS AND CONDITIONS OF USE CAREFULLY BEFORE USING THIS SITE. By using this site, you signify your assent to these terms of use. If you do not agree to these terms of use, please do not use the site. We reserve the right, at our discretion, to change, modify, add, or remove portions of these terms at any time. Please check these terms periodically for changes. Your continued use of this site following the posting of changes to these terms (including our Privacy Policy and House Rules) will mean you accept those changes. 

RESTRICTIONS ON USE OF MATERIALS. 

This site is owned and operated by DISNEY ONLINE (referred to as "DISNEY," "we," "us," or "our" herein). No material from this site or any Web site owned, operated, licensed, or controlled by DISNEY may be copied, reproduced, republished, uploaded, posted, transmitted, or distributed in any way, except that you may download one copy of the materials on any single computer for your personal, noncommercial home use only, provided you keep intact all copyright and other proprietary notices. Modification of the materials or use of the materials for any other purpose is a violation of DISNEY's copyright and other proprietary rights. For purposes of these terms, the use of any such material on any other Web site or networked computer environment is prohibited. All trademarks, service marks, and trade names are proprietary to Disney Enterprises, Inc. 

In the event that you download software from the site, the software, including any files, images incorporated in or generated by the software, and data accompanying the software (collectively, the "Software"), are licensed to you by DISNEY. DISNEY does not transfer title to the Software to you. You own the medium on which the Software is recorded, but DISNEY retains full and complete title to the Software itself, and all intellectual property rights therein. You may not redistribute, sell, decompile, reverse-engineer, disassemble, or otherwise reduce the Software to a human-perceivable form. 

SUBMISSIONS. 

DISNEY is pleased to hear from its loyal fans and welcomes your comments regarding DISNEY products, including DISNEY's online services. Unfortunately, however, DISNEY's long-standing company policy does not allow it to accept or consider creative ideas, suggestions, or materials other than those it has specifically requested. We hope you will understand that it is the intent of this policy to avoid the possibility of future misunderstandings when projects developed by DISNEY's professional staff might seem to others to be similar to their own creative work. Accordingly, we must, regretfully, ask that you do not send us any original creative materials such as stories or character ideas, screenplays, or original artwork. While we do value your feedback on our services and products, we request that you be specific in your comments on those services and products, and not submit any creative ideas, suggestions, or materials. 

If at our request you send certain specific submissions (e.g., postings to chat, boards, or contests) or, despite our request that you not send us any other creative materials you send us creative suggestions, ideas, notes, drawings, concepts, or other information (collectively, the "Submissions"), the Submissions shall be deemed, and shall remain, the property of DISNEY. None of the Submissions shall be subject to any obligation of confidence on the part of DISNEY, and DISNEY shall not be liable for any use or disclosure of any Submissions. Without limitation of the foregoing, DISNEY shall exclusively own all now known or hereafter existing rights to the Submissions of every kind and nature throughout the universe and shall be entitled to unrestricted use of the Submissions for any purpose whatsoever, commercial or otherwise, without compensation to the provider of the Submissions. 

FORUMS AND PUBLIC COMMUNICATION. 

"Forum" means a chat area, bulletin board, or e-mail function offered as part of this site. You shall not upload to, distribute through, or otherwise publish through this site any content that is libelous, defamatory, obscene, pornographic, threatening, invasive of privacy or publicity rights, abusive, illegal, or otherwise objectionable that would constitute or encourage a criminal offense, violate the rights of any party, or that would otherwise give rise to liability or violates any law. 

The Forums shall be used only in a noncommercial manner. You shall not, without our express approval, distribute or otherwise publish any material containing any solicitation of funds, promotion, advertising, or solicitation for goods or services. You specifically acknowledge that soliciting other guests of this site to join or become members of any commercial online service or other organization is expressly prohibited. You must also follow the House Rules whenever you are using this site. 

It is our policy to respect the privacy of all guests. Therefore, in addition to the privacy of Registration data (see our Privacy Policy), we will not monitor, edit, or disclose the contents of a guest's e-mail unless required in the course of normal maintenance of this site and its systems or unless required to do so by law or in the good-faith belief that such action is necessary to: (1) comply with the law or comply with legal process served on DISNEY; (2) protect and defend the rights or property of DISNEY; or (3) act in an emergency to protect the personal safety of our guests or the public. Guests shall remain solely responsible for the content of their messages. 

By uploading materials to any Forum or submitting any materials to us, you automatically grant (or warrant that the owner of such rights has expressly granted) us a perpetual, royalty-free, irrevocable, nonexclusive right and license to use, reproduce, modify, adapt, publish, translate, create derivative works from and distribute such materials or incorporate such materials into any form, medium, or technology now known or later developed throughout the universe. In addition, you warrant that all so-called moral rights in those materials have been waived. 

JURISDICTIONAL ISSUES. 

Unless otherwise specified, the materials in the site are presented solely for the purpose of promoting programs, films, and other products available in the United States, its territories, possessions, and protectorates. This site is controlled and operated by DISNEY from its offices within the State of California, United States of America. DISNEY makes no representation that materials in the site are appropriate or available for use in other locations. Those who choose to access this site from other locations do so on their own initiative and are responsible for compliance with local laws, if and to the extent local laws are applicable. Software from this site is further subject to United States export controls. No software from this site may be downloaded or otherwise exported or reexported (i) into (or to a national or resident of) Cuba, Iraq, Libya, North Korea, Iran, Syria, or any other country to which the U.S. has embargoed goods; or (ii) to anyone on the U.S. Treasury Department's list of Specially Designated Nationals or the U.S. Commerce Department's Table of Deny Orders. By downloading or using the Software, you represent and warrant that you are not located in, under the control of, or a national or resident of any such country or on any such list. 

TERMINATION. 

These terms are effective until terminated by either party. You may terminate these terms at any time by destroying all materials obtained from any and all DISNEY site(s) and all related documentation and all copies and installations thereof, whether made under the terms of these terms or otherwise. These terms will terminate immediately without notice from DISNEY if in DISNEY's sole discretion you fail to comply with any term or provision of these terms. Upon termination, you must destroy all materials obtained from this site and any and all other DISNEY site(s) and all copies thereof, whether made under the terms of these terms or otherwise. 

DISCLAIMER. 

THE MATERIALS IN THIS SITE ARE PROVIDED "AS IS" AND WITHOUT WARRANTIES OF ANY KIND EITHER EXPRESS OR IMPLIED. TO THE FULLEST EXTENT PERMISSIBLE PURSUANT TO APPLICABLE LAW, DISNEY DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. DISNEY DOES NOT WARRANT THAT THE FUNCTIONS CONTAINED IN THE MATERIALS WILL BE UNINTERRUPTED OR ERROR-FREE, THAT DEFECTS WILL BE CORRECTED, OR THAT THIS SITE OR THE SERVER THAT MAKES IT AVAILABLE ARE FREE OF VIRUSES OR OTHER HARMFUL COMPONENTS. DISNEY DOES NOT WARRANT OR MAKE ANY REPRESENTATIONS REGARDING THE USE OR THE RESULTS OF THE USE OF THE MATERIALS IN THIS SITE IN TERMS OF THEIR CORRECTNESS, ACCURACY, RELIABILITY, OR OTHERWISE. YOU (AND NOT DISNEY) ASSUME THE ENTIRE COST OF ALL NECESSARY SERVICING, REPAIR, OR CORRECTION. APPLICABLE LAW MAY NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES, SO THE ABOVE EXCLUSION MAY NOT APPLY TO YOU. 

LIMITATION OF LIABILITY. 

UNDER NO CIRCUMSTANCES, INCLUDING, BUT NOT LIMITED TO, NEGLIGENCE, SHALL DISNEY BE LIABLE FOR ANY SPECIAL OR CONSEQUENTIAL DAMAGES THAT RESULT FROM THE USE OF OR THE INABILITY TO USE THE MATERIALS IN THIS SITE, EVEN IF DISNEY OR A DISNEY-AUTHORIZED REPRESENTATIVE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. APPLICABLE LAW MAY NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY OR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU. IN NO EVENT SHALL DISNEY'S TOTAL LIABILITY TO YOU FOR ALL DAMAGES, LOSSES, AND CAUSES OF ACTION [WHETHER IN CONTRACT, TORT (INCLUDING, BUT NOT LIMITED TO, NEGLIGENCE), OR OTHERWISE] EXCEED THE AMOUNT PAID BY YOU, IF ANY, FOR ACCESSING THIS SITE. 

OTHER. 

These terms shall be governed by and construed in accordance with the laws of the State of California, without giving effect to any principles of conflicts of law. You agree that any action at law or in equity arising out of or relating to these terms shall be filed only in the state or federal courts located in Los Angeles County and you hereby consent and submit to the personal jurisdiction of such courts for the purposes of litigating any such action. If any provision of these terms shall be unlawful, void, or for any reason unenforceable, then that provision shall be deemed severable from these terms and shall not affect the validity and enforceability of any remaining provisions. This is the entire agreement between us relating to the subject matter herein and shall not be modified except in writing, signed by both parties. 

[Last Updated: January 11, 1998]

http:/disney.go.com/Legal/house_rules.html

DISNEY HOUSE RULES 

Whether this is your first time online or you're a seasoned user,    we've spelled out our house rules for you here. Generally speaking, these rules simply require respect and good manners. Use common sense, and you'll feel right at home. 

Our specific house rules: 

1.
We live by words online, so we don't allow obscene, racist, or sexually explicit language. We also reserve the right to remove postings that defame or insult anyone, as well as notes that are abusive or hateful. Any harassing notes or postings that might be construed as stalking will be deleted and made available to the proper law-enforcement officials.  We also reserve the right to remove notes that are off the subject or not in English. 

2.
No solicitations or advertisements are allowed. This includes advertisements for your business or latest get-rich-quick scheme. Such notes add clutter and devalue conversation. 

3.
You may not suggest or encourage illegal activity. We will assist law-enforcement officials. 

4.
You must have copyright ownership of all material that you post on our bulletin boards and in our chats. No articles, recipes, song lyrics, art, graphics, or other material may be posted without the express written consent of the copyright holder. 

5.
You must respect the privacy of individuals. This means no posting of phone numbers, addresses, Social Security numbers, or any other private information. 

6.
Having good manners online means that you don't post the    same note more than once. The online word for posting many times on one topic is "spamming." We don't allow that. 

7.
You participate at your own risk on the bulletin boards, in chat, and in e-mail. All auditorium chats are monitored by our staff members. You take responsibility for postings under your identification and use the information provided on this site, including in bulletin boards, chat, and e-mail, at your own risk. We take no responsibility for the content or opinions posted in bulletin boards, chat, and e-mail. 

8.
We reserve the right to remove any postings (although we have no duty to do so). 

9.
With respect to D-Cards, you may use D-Cards for noncommercial purposes only. You must furnish your actual e-mail address in order to send a card. Any business use, "remailing," or other high-volume application is strictly prohibited. If you have an automated program, you are not permitted to send cards. D-Cards may not contain inappropriate language or copyrighted material (without the consent of the copyright holder) or encourage illegal activity.  D-Cards that violate these guidelines will not be delivered. 

10.
If you see a post or receive a D-Card that you feel violates any of the above house rules, please notify the community host by e-mail. Barring technical difficulties, we will respond in 24 hours. 

11.
Communities that share our commitment to quality information and support for parents and children are welcome. Feel free to join the discussions in our topics. Please limit private conversations to e-mail. 

12.
By posting to any portion of this site or sending a D-Card, you agree to abide by our Terms and Conditions of Use. 

13.
Use good judgment, and have a wonderful time. 

 [Last Updated: January 11, 1999]


Compare with the current terms, at http://disney.go.com/investors/wdig/legal/terms.html

CHAPTER SEVEN

Introduction to Electronic Commerce;

Digital & Electronic Signatures

Updated 9 April 2000

Introduction

This Chapter will provide an introduction to electronic commerce on the Internet.  It will also focus on digital and electronic signatures and related issues such as the role of certification authorities.

A digital signature is an electronic identifier that utilises an information security measure, most commonly cryptography, to ensure the integrity, authenticity, and nonrepudiation of the information to which it corresponds.  In papers dealing with digital signatures, you will often see the term Public Key Infrastructure ("PKI").  PKI is an open public cryptographic system.

A problem encountered when using digital signatures is ensuring that the identity of a person who holds an encryption key pair is accurately known. Trusted third parties called Certification Authorities offer a way to confirm that a public key belongs to the claimed owner. The Certification Authority does this by issuing a certificate that associates an individual with a particular public encryption key.

There is a distinction between digital signatures and electronic signatures.  Digital signatures are a subset of electronic signatures.  In this chapter, you will learn the difference between these two types of “signatures”.

The reading for this class is complex and detailed.  It is important, as it is the basis for subsequent topics in this course.

Questions and Exercises

1.
The ATO has asked you to provide legal advice in relation to issuing ABNs for the new GST tax.  The ATO wishes to use technology to communicate with taxpayers, and is keen to provide “digital certificates” to taxpayers.  What legal issues arise?

2.
You have been asked to set up a certification authority for a company wishing to issue digital certificates.  What legal issues arise?  For clues, look at:

· www.securenetca.com.au

· www.securenetca.com.au/terms_00.html

· www.baltimore.com

· www.kpmg.com.au/certauth.html

3.
A journalist asks you to highlight any deficiencies in the Electronic Transactions Act (Cth).  What key points would you raise?

4. You are in-house counsel for Boral Gas.  Boral receives an email from “bettyblue@hotmail.com” asking to have the gas account of Mrs Betty Blue of Spring Hill disconnected, as she has converted to an all-electric system.  The email also asks Boral to email to her the current balance of her account.  Advise Boral.

5. PenOp, Inc. has a product that allows a user to sign documents electronically.  It creates a “biometric token” containing information about the document signed and the person’s actual signature.  This is different to a digital signature.  How is the PenOp technology different to PKI digital signature technology?  Is it more acceptable than PKI digital signature technology for the average user?  

To assist in answering this question, visit the PenOP site at www.penop.com.  To understand how PenOp works, look at:


http://www.penop.com/penop/penop.nsf/htmlmedia/how_penop_works.html

(You may read more about the technology in U.S. Patent No. 5,544,255 searchable at http://164.195.100.11/netahtml/srchnum.htm.)  

PenOp has spent significant resources dealing with the legal aspects of its technology.  For example, see PenOp’s legal notices at:

 http://www.penop.com/penop/penop.nsf/htmlmedia/intellectual_property_notice.html

PenOp has published a number of legal papers at:


http://www.penop.com/penop/penop.nsf/htmlmedia/legal_briefs.html


http://www.penop.com/penop/penop.nsf/htmlmedia/resource_center.html

You may wish to read the following articles about PenOp:

Eggs in Baskets: Distributing the Risks of Electronic Signatures,  by Ben Wright, 15 J. Marshall J. Computer & Info. L. 189 (1997)

http://www.jmls.edu/jcil/15/wright.html (abstract only)


http://www.efga.org/digsig/penop03.txt (full text)

The Legality of the PenOp Signature, by Ben Wright


www.penop.com/penop/penop.nsf/htmlmedia/the_legality_of_the_penop_sign.html
Readings

Essential Readings
Legal Aspects of Electronic Contracts and Digital Signatures

Chapter 11 in Going Digital
Electronic Commerce:  Building the Legal Framework, Report of the Electronic Commerce Expert Group To The Attorney General (Australia) 31 March 1998


http://law.gov.au/aghome/advisory/eceg/ecegreport.html

Electronic Authentication Standards and Developments, by John P. Morgan



www.perkinscoie.com/webrelease/electronic.htm

Agreement for National Laws on Electronic Commerce, Press Release, 30 October 1998








www.law.gov.au/aghome/agnews/1998newsag/478a_98.htm
Survey of International Electronic and Digital Signature Initiatives, Internet Law and Policy Forum, 7 February 1999


http://www.ilpf.org/digsig/survey.htm

Eggs in Baskets: Distributing the Risks of Electronic Signatures,  by Ben Wright, 15 J. Marshall J. Computer & Info. L. 189 (1997)

http://www.jmls.edu/jcil/15/wright.html (abstract only)

http://www.efga.org/digsig/penop03.txt (full text of earlier version)

Cases

Read the two case summaries located at:


http://www.perkinscoie.com/resource/ecomm/netcase/Cases-07.htm
Statutes and related materials
Electronic Transactions Act 1999 (Cth)



can be found at:



scaleplus.law.gov.au/html/pasteact/3/3328/top.htm

Electronic Transactions Regulations 2000


scaleplus.law.gov.au/html/pastereg/3/1579/top.htm


Electronic Transaction Act (NSW) 2000


UNCITRAL Model Law on Electronic Commerce (1996)



www.uncitral.org/english/texts/electcom/index.htm

Optional Reading:


Electronic Transactions Bill (Singapore)



http://www.ec.gov.sg/ETBmain.html
Draft Uniform Electronic Transaction Act (US)



www.law.upenn.edu/bll/ulc/ulc_frame.htm



located at:
www.law.upenn.edu/bll/ulc/uecicta/eta1299.htm

Other Useful Materials
There are many useful resources located on the Australian Attorney General’s homepage



www.law.gov.au/ecommerce/

Digital Signature Resource Center



http://www.ilpf.org/
Survey of Electronic and Digital Signature Legislative Initiatives in the United States, by Albert Gidari & John P Morgan, Internet Law and Policy Forum, 12 September 1997


read project overview at http://www.ilpf.org/digsig/digrep.htm



and full report at http://www.ilpf.org/digsig/digrep.pdf



and update at http://www.ilpf.org/digsig/UPDATE.HTM
The Development of Uniform Rules on Electronic Signatures, Issues Paper, January 1999



http://www.law.gov.au/ecommerce/
Towards a European Framework for Digital Signatures and Encryption COM(97) 503, 1997


http://www.ispo.cec.be/eif/policy/97503.html

The Role of Certification Authorities In Consumer Transactions - A Report of the ILPF Working Group On Certification Authority Practices, Draft 14 April 1997


http://www.ilpf.org/work/ca/draft.htm

A Framework for Global Electronic Commerce by William Clinton and Albert Gore, 1 July 1997

www.whitehouse.gov/WH/New/Commerce/read.html

The Essential Role of Trusted Third Parties in Electronic Commerce, by A. Michael Froomkin, Version 1.02, 14 October 1996


http://www.law.miami.edu/~froomkin/articles/trusted1.htm

Digital Signature Guidelines, Legal Infrastructure for Certification Authorities and Secure Electronic Commerce, Information Security Committee, American Bar Association, August 1, 1996


www.abanet.org/scitech/ec/isc/dsgfree.html

Legislating Market Winners: Digital Signature Laws and the Electronic Commerce Marketplace, by Bradford Biddle


www.w3journal.com/7/s3.biddle.wrap.html

ABA Electronic Commerce Home Page


www.abanet.org/scitech/ec/home.html

Gatekeeper

http://www.dcita.gov.au/cgi-graphics/webdriver?MIval=dca_dispdoc&ID=4172

Subject Matter


When involved in electronic contracting, some questions that need to be asked are:

· What are the terms?

· How do I sign an electronic document?

· When is the contract binding?

· In what jurisdiction is the contract made?

· How do I pay?

· Is the contract “in writing”?

· Who am I dealing with?

· How do I prove the terms of my contract?

A digital signature is to assist in proving

· what are the terms; and

· who are the parties.

A digital signature has been defined as “A cryptographic conversion of data such that the encrypted data can be undeniably attributed to the holder of the private key where the private key forms part of a cryptographic key pair.”

Digital signatures are:

· Not an electronic representation of handwritten signature.

· Nothing to do with an “autograph”.

· Different for each document.

· Created mathematically.

It is easy to amend data and documents stored electronically.  It is difficult to determine who actually agreed to the terms of an electronic contract.  A digital signature is used for authentication purposes, to determine integrity (of the document) and identity (e.g., of the parties to the contract, or of the sender).
Appendix to Chapter


There is no appendix to this chapter.

CHAPTER EIGHT

Digital and Electronic Cash; Electronic Banking

Updated 9 April 2000

Introduction

This Chapter will consider digital cash and electronic banking.

This topic could be a course in itself.  The focus of this topic for LWN 117 is on Internet aspects of digital cash and electronic banking.  In particular, the topic will consider the following issues:

· what is electronic cash, and where does it come from?

· is it legal to “issue” electronic cash in Australia?

· how is electronic cash used to make payments on the Internet?

· is electronic cash necessary for Internet transactions?

· what legal issues arise for banks offering consumer banking services via the Internet?

Questions and Exercises

1.
I purchase $100 of digital cash on the Internet using my credit card from a company call E-MT-Cash.  The digital cash is stored on my hard disk drive.


A.
Who collects the interest on my $100?


B.
My hard disk crashes.  What happens to my $100?

C.
I pay for a book using part of my digital cash.  The book never arrives.  Do I have any remedies against E-MT-Cash?

D.
Is E-MT-Cash breaching the Reserve Bank Act or the Currency Act by selling me digital cash?

2.
What are the advantages of digital cash?  Internet commerce is booming.  Why hasn’t digital cash taken off?


You are the marketing manager for E-MT-Cash (see question 1).  How would you promote your product and who would you promote it to?

3.
Visit the following websites and review the products and services offered:

· www.cybercash.com

www.cybercash.com/cybercash/services/cybercoin.html

· www.instabuy.com/

· www.digicash.com/

· www.ecoin.net

http://www.ecoin.net/what.htm

4.
You represent the Kangaroo Point Bank.  It wants to set up an Internet banking website to allow customers and new customers to access account information, transfer money, open new accounts, pay bills and ask questions.  What legal issues arise?  What could go wrong and how would you deal with it?
Readings

Essential Readings
Internet Banking, Digital Cash and Stored Value Smart Cards

Chapter 10 in Going Digital

Wallis Report Recommendations Nos. 72, 91 and 92


http://www.theage.com.au/bus/970410/walrecom.txt.htm

Will Electronic Money Be Adopted in the United States? by Barbara Goode


http://www.clev.frb.org/research/workpaper/1998/Wp9822.pdf

[add article on credit card payments]

Cases

No cases this week.
Statutes
Reserve Bank Act 1959 (Cth)

Currency Act 1965 (Cth)

Payments Systems (Regulation) Bill 1998


available at http://www.treasury.gov.au/

Other Useful Materials

Digital Cash : Commerce on the Net, Peter Wayner, April 1997

Digital Cash, Alan Tyree, Butterworths, 1997 (This is an Australian text.)

Developments in the Law of Electronic Payments and Cheques by Andrew Galvin, October 1998

http://www.gnl.com.au/ecommercelaw.htm

Draft ABA report on the provisions of the Uniform Electronic Transactions Act regarding the transferabilty of electronic assets

www.smu.edu/~jwinn/transferrecord.htm
Currency: Time for Change?

http://www.clev.frb.org/research/com98/index.htm#1001

The Department of Treasury website has useful materials

http://www.treasury.gov.au/

Building Out a New Payments Infrastructure

http://209.1.239.173/pdf/craftPaymnt.pdf
Go to the American Banker site, and look at the heading “Online Banking”

www.amercianbanker.com

Electronic Banking – Safety and Soundness


www.fdic.gov/regulations/information/electronic/elecbank.pdf

Reporting Suspicious Internet Banking Sites


www.fdic.gov/bank/individual/online/sspcious.html

Appendix to Chapter

There is no appendix to this chapter.

CHAPTER NINE

Patenting Electronic Commerce

Updated 19 April 2001

Introduction

One form of intellectual property is patent.  A patent can protect a new, useful invention.  Patents have been used to protect many significant techological developments, for example, the telephone, the light bulb, the airoplane, electricity generators and the laser.

This chapter will consider whether new technogical developments relating to the Internet and electronic commerce can and should be patented.

Questions and Exercises

Exercises
1.
Visit the U.S. patent website at www.delphion.com or the U.S Patent Office website at www.uspto.gov/patft/index.html

· Search for all U.S. patents that include the word “Internet”

· Search for all U.S. patents that are owned by Microsoft.  Estimate the percentage of these patents that relate to the Internet or electronic commerce.

· Search for all U.S. patents that are owned by Citibank.  Estimate the percentage of these patents that relate to the Internet or electronic commerce.

· Search for all U.S. patents owned by Amazon.com, Inc.

· Search for all U.S. patents owned by Yahoo.

Questions
1.
Should patent law treat inventions relating to the Internet any differently from inventions in other subject matter areas?

2.
The Internet is rapidly developing.  Does patent law hinder this free-market development?

3.
Can you protect a new financial product by patent?  Should one be able to do so?

4.
If the Internet becomes the dominant method of commerce in the next decade, will patents over the Internet prevent the growth of commerce?

6. Can a new type of stock exchange be patented?  Should it be?

See www.optimark-tech.com
And U.S. Patent No. 5,689,652 

Readings

Essential Readings
Patents In Cyberspace:  Electronic Commerce and Business Method Patents, Chapter 4 in Going Digital.

Going Digital, Chapter 2, is good background reading
Patently Absurd by James Glieck


New York Times Magazine, Sunday 12 March 2000


www.nytimes.com/library/magazine/home/20000312mag-patents.html

Tim O’Reilly’s Open Letter to Jeff Bezos


www.oreilly.com/cgi-bin/amazon_patent.comments.pl

Jeff Bezos’ Reply: Open Letter on Patents


www.amazon.com/patents

Tim O’Reilly’s Response


www.oreilly.com/ask_tim/patent_reform_0300.html


Business Methods White Paper



http://www.uspto.gov/web/menu/busmethp/index.html

Cases
State Street Bank & Trust Co. v. Signature Financial Group, Inc. (CAFC 1998) (Extracted in Appendix).

Amazon.com, Inc. v. Barnesandnoble.com, Inc., 73 F.Supp.2d 1228 (1999) 


Complaint:

http://lpf.ai.mit.edu/Patents/ipns/ipns-19991202.txt


First Decision

http://www.venus.dti.ne.jp/~inoue-m/bm_991201Amazon_e.htm


Appeal Decision:

http://laws.lp.findlaw.com/fed/001109.html

Comment:

http://www.internetlawjournal.com/content/ipheadline03080103.htm

IBM v. Commissioner of Patents (1991) 22 IPR 417  (optional reading)

Netword, LLC v. Centraal Corp. (ED Va, 12 January 1999) (Extracted in Appendix, optional reading)
Statutes

Patents Act 1990 (Cth), s. 13, s. 18


Patent Act (US) 35 U.S.C. § 101 (Extracted in Appendix).
Other Useful Materials

Greg’s Bust Patents Site



www.bustpatents.com


see articles at:
www.bustpatents.com/software.htm

USPTO's Business Method Home Page


http://www.uspto.gov/web/menu/pbmethod/

Patent Problems by Lessig (January 2000)


www.thestandard.com/article/display/0,1151,8999,00.html

Patent Absurdity

New York Times, 1 February 1999 (see Appendix)

Making Money by Paying Computer Users to Read Internet Ads

New York Times, 1 February 1999 (see Appendix)
The Biz-Method Patent Rush



www.law.com (see appendix)


Software Patents In the United States by John Swinson



(1993) 4 J.L.I.S. 116


Protecting the Internet User Interface by Curtis Rose



Chapter 5 in Intellectual Property For the Internet
Appendix to Chapter

Patent Act (US) 35 U.S.C. § 101

“§ 101 Inventions patentable
Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and requirements of this title.”
___________________________________________________________________
STATE STREET BANK & TRUST CO. v. SIGNATURE FINANCIAL GROUP, INC.
(CAFC)

Decided 23 July 1998

Opinion By:  Rich, J.


Footnotes ommitted.  For full text of case with footnotes see: 


http://www.ll.georgetown.edu/Fed-Ct/Circuit/fed/opinions/97-1327.html
Signature Financial Group, Inc. (Signature) appeals from the decision of the United States District Court for the District of Massachusetts granting a motion for summary judgment in favor of State Street Bank & Trust Co. (State Street), finding U.S. Patent No. 5,193,056 (the '056 patent) invalid on the ground that the claimed subject matter is not encompassed by 35 U.S.C. § 101 (1994). See State Street Bank & Trust Co. v. Signature Financial Group, Inc., 927 F. Supp. 502, 38 USPQ2d 1530 (D. Mass. 1996). We reverse and remand because we conclude that the patent claims are directed to statutory subject matter. 

BACKGROUND 

Signature is the assignee of the '056 patent which is entitled "Data Processing System for Hub and Spoke Financial Services Configuration." The '056 patent issued to Signature on 9 March 1993, naming R. Todd Boes as the inventor. The '056 patent is generally directed to a data processing system (the system) for implementing an investment structure which was developed for use in Signature's business as an administrator and accounting agent for mutual funds. In essence, the system, identified by the proprietary name Hub and Spoke®, facilitates a structure whereby mutual funds (Spokes) pool their assets in an investment portfolio (Hub) organized as a partnership. This investment configuration provides the administrator of a mutual fund with the advantageous combination of economies of scale in administering investments coupled with the tax advantages of a partnership. 

State Street and Signature are both in the business of acting as custodians and accounting agents for multi-tiered partnership fund financial services. State Street negotiated with Signature for a license to use its patented data processing system described and claimed in the '056 patent. When negotiations broke down, State Street brought a declaratory judgment action asserting invalidity, unenforceability, and noninfringement in Massachusetts district court, and then filed a motion for partial summary judgment of patent invalidity for failure to claim statutory subject matter under § 101. The motion was granted and this appeal followed. 

DISCUSSION 

On appeal, we are not bound to give deference to the district court's grant of summary judgment, but must make an independent determination that the standards for summary judgment have been met. Vas-Cath, Inc. v. Mahurkar, 935 F.2d 1555, 1560, 19 USPQ2d 1111, 1114 (Fed. Cir. 1991). Summary judgment is properly granted where there are no genuine issues of material fact and the moving party is entitled to judgment as a matter of law. Fed. R. Civ. P. 56(c). The substantive issue at hand, whether the '056 patent is invalid for failure to claim statutory subject matter under § 101, is a matter of both claim construction and statutory construction. "[W]e review claim construction de novo including any allegedly fact-based questions relating to claim construction." Cybor Corp. v. FAS Techs., 138 F.3d 1448, 1451, 46 USPQ2d 1169, 1174 (Fed. Cir. 1998) (in banc). We also review statutory construction de novo. See Romero v. United States, 38 F.3d 1204, 1207 (Fed. Cir. 1994). We hold that declaratory judgment plaintiff State Street was not entitled to the grant of summary judgment of invalidity of the '056 patent under § 101 as a matter of law, because the patent claims are directed to statutory subject matter. 

The following facts pertinent to the statutory subject matter issue are either undisputed or represent the version alleged by the nonmovant. See Anderson v. Liberty Lobby, Inc., 477 U.S. 242, 255 (1986). The patented invention relates generally to a system that allows an administrator to monitor and record the financial information flow and make all calculations necessary for maintaining a partner fund financial services configuration. As previously mentioned, a partner fund financial services configuration essentially allows several mutual funds, or "Spokes," to pool their investment funds into a single portfolio, or "Hub," allowing for consolidation of, inter alia, the costs of administering the fund combined with the tax advantages of a partnership. In particular, this system provides means for a daily allocation of assets for two or more Spokes that are invested in the same Hub. The system determines the percentage share that each Spoke maintains in the Hub, while taking into consideration daily changes both in the value of the Hub's investment securities and in the concomitant amount of each Spoke's assets. 

In determining daily changes, the system also allows for the allocation among the Spokes of the Hub's daily income, expenses, and net realized and unrealized gain or loss, calculating each day's total investments based on the concept of a book capital account. This enables the determination of a true asset value of each Spoke and accurate calculation of allocation ratios between or among the Spokes. The system additionally tracks all the relevant data determined on a daily basis for the Hub and each Spoke, so that aggregate year end income, expenses, and capital gain or loss can be determined for accounting and for tax purposes for the Hub and, as a result, for each publicly traded Spoke. 

It is essential that these calculations are quickly and accurately performed. In large part this is required because each Spoke sells shares to the public and the price of those shares is substantially based on the Spoke's percentage interest in the portfolio. In some instances, a mutual fund administrator is required to calculate the value of the shares to the nearest penny within as little as an hour and a half after the market closes. Given the complexity of the calculations, a computer or equivalent device is a virtual necessity to perform the task. 

The '056 patent application was filed 11 March 1991. It initially contained six "machine" claims, which incorporated means-plus-function clauses, and six method claims. According to Signature, during prosecution the examiner contemplated a § 101 rejection for failure to claim statutory subject matter. However, upon cancellation of the six method claims, the examiner issued a notice of allowance for the remaining present six claims on appeal. Only claim 1 is an independent claim. 

The district court began its analysis by construing the claims to be directed to a process, with each "means" clause merely representing a step in that process. However, "machine" claims having "means" clauses may only be reasonably viewed as process claims if there is no supporting structure in the written description that corresponds to the claimed "means" elements. See In re Alappat, 33 F.3d 1526, 1540-41, 31 USPQ2d 1545, 1554 (Fed. Cir. 1994) (in banc). This is not the case now before us. 

When independent claim 1 is properly construed in accordance with § 112, 6, it is directed to a machine, as demonstrated below, where representative claim 1 is set forth, the subject matter in brackets stating the structure the written description discloses as corresponding to the respective "means" recited in the claims. 

1. A data processing system for managing a financial services configuration of a portfolio established as a partnership, each partner being one of a plurality of funds, comprising: 

(a) computer processor means [a personal computer including a CPU] for processing data; 

(b) storage means [a data disk] for storing data on a storage medium; 

(c) first means [an arithmetic logic circuit configured to prepare the data disk to magnetically store selected data] for initializing the storage medium; 

(d) second means [an arithmetic logic circuit configured to retrieve information from a specific file, calculate incremental increases or decreases based on specific input, allocate the results on a percentage basis, and store the output in a separate file] for processing data regarding assets in the portfolio and each of the funds from a previous day and data regarding increases or decreases in each of the funds, [sic, funds'] assets and for allocating the percentage share that each fund holds in the portfolio; 

(e) third means [an arithmetic logic circuit configured to retrieve information from a specific file, calculate incremental increases and decreases based on specific input, allocate the results on a percentage basis and store the output in a separate file] for processing data regarding daily incremental income, expenses, and net realized gain or loss for the portfolio and for allocating such data among each fund; 

(f) fourth means [an arithmetic logic circuit configured to retrieve information from a specific file, calculate incremental increases and decreases based on specific input, allocate the results on a percentage basis and store the output in a separate file] for processing data regarding daily net unrealized gain or loss for the portfolio and for allocating such data among each fund; and 

(g) fifth means [an arithmetic logic circuit configured to retrieve information from specific files, calculate that information on an aggregate basis and store the output in a separate file] for processing data regarding aggregate year-end income, expenses, and capital gain or loss for the portfolio and each of the funds. 

Each claim component, recited as a "means" plus its function, is to be read, of course, pursuant to §112, 6, as inclusive of the "equivalents" of the structures disclosed in the written description portion of the specification. Thus, claim 1, properly construed, claims a machine, namely, a data processing system for managing a financial services configuration of a portfolio established as a partnership, which machine is made up of, at the very least, the specific structures disclosed in the written description and corresponding to the means-plus-function elements (a)-(g) recited in the claim. A "machine" is proper statutory subject matter under § 101. We note that, for the purposes of a § 101 analysis, it is of little relevance whether claim 1 is directed to a "machine" or a "process," as long as it falls within at least one of the four enumerated categories of patentable subject matter, "machine" and "process" being such categories. 

This does not end our analysis, however, because the court concluded that the claimed subject matter fell into one of two alternative judicially-created exceptions to statutory subject matter.  The court refers to the first exception as the "mathematical algorithm" exception and the second exception as the "business method" exception. Section 101 reads: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and requirements of this title. 

The plain and unambiguous meaning of § 101 is that any invention falling within one of the four stated categories of statutory subject matter may be patented, provided it meets the other requirements for patentability set forth in Title 35, i.e., those found in §§ 102, 103, and 112, 2. 

The repetitive use of the expansive term "any" in § 101 shows Congress's intent not to place any restrictions on the subject matter for which a patent may be obtained beyond those specifically recited in § 101. Indeed, the Supreme Court has acknowledged that Congress intended § 101 to extend to "anything under the sun that is made by man." Diamond v. Chakrabarty, 447 U.S. 303, 309 (1980); see also Diamond v. Diehr, 450 U.S. 175, 182 (1981). Thus, it is improper to read limitations into § 101 on the subject matter that may be patented where the legislative history indicates that Congress clearly did not intend such limitations. See Chakrabarty, 447 U.S. at 308 ("We have also cautioned that courts 'should not read into the patent laws limitations and conditions which the legislature has not expressed.'" (citations omitted)). 

The "Mathematical Algorithm" Exception 

The Supreme Court has identified three categories of subject matter that are unpatentable, namely "laws of nature, natural phenomena, and abstract ideas." Diehr, 450 U.S. at 185. Of particular relevance to this case, the Court has held that mathematical algorithms are not patentable subject matter to the extent that they are merely abstract ideas. See Diehr, 450 U.S. 175, passim; Parker v. Flook, 437 U.S. 584 (1978); Gottschalk v. Benson, 409 U.S. 63 (1972). In Diehr, the Court explained that certain types of mathematical subject matter, standing alone, represent nothing more than abstract ideas until reduced to some type of practical application, i.e., "a useful, concrete and tangible result." Alappat, 33 F.3d at 1544, 31 USPQ2d at 1557. 

Unpatentable mathematical algorithms are identifiable by showing they are merely abstract ideas constituting disembodied concepts or truths that are not "useful." From a practical standpoint, this means that to be patentable an algorithm must be applied in a "useful" way. In Alappat, we held that data, transformed by a machine through a series of mathematical calculations to produce a smooth waveform display on a rasterizer monitor, constituted a practical application of an abstract idea (a mathematical algorithm, formula, or calculation), because it produced "a useful, concrete and tangible result"—the smooth waveform. 

Similarly, in Arrythmia Research Technology Inc. v. Corazonix Corp., 958 F.2d 1053, 22 USPQ2d 1033 (Fed. Cir. 1992), we held that the transformation of electrocardiograph signals from a patient's heartbeat by a machine through a series of mathematical calculations constituted a practical application of an abstract idea (a mathematical algorithm, formula, or calculation), because it corresponded to a useful, concrete or tangible thing—the condition of a patient's heart. 

Today, we hold that the transformation of data, representing discrete dollar amounts, by a machine through a series of mathematical calculations into a final share price, constitutes a practical application of a mathematical algorithm, formula, or calculation, because it produces "a useful, concrete and tangible result"—a final share price momentarily fixed for recording and reporting purposes and even accepted and relied upon by regulatory authorities and in subsequent trades. 

The district court erred by applying the Freeman-Walter-Abele test to determine whether the claimed subject matter was an unpatentable abstract idea. The Freeman-Walter-Abele test was designed by the Court of Customs and Patent Appeals, and subsequently adopted by this court, to extract and identify unpatentable mathematical algorithms in the aftermath of Benson and Flook. See In re Freeman, 573 F.2d 1237, 197 USPQ 464 (CCPA 1978) as modified by In re Walter, 618 F.2d 758, 205 USPQ 397 (CCPA 1980). The test has been thus articulated: 

First, the claim is analyzed to determine whether a mathematical algorithm is directly or indirectly recited. Next, if a mathematical algorithm is found, the claim as a whole is further analyzed to determine whether the algorithm is "applied in any manner to physical elements or process steps," and, if it is, it "passes muster under § 101." 

In re Pardo, 684 F.2d 912, 915, 214 USPQ 673, 675-76 (CCPA 1982) (citing In re Abele, 684 F.2d 902, 214 USPQ 682 (CCPA 1982)).

After Diehr and Chakrabarty, the Freeman-Walter-Abele test has little, if any, applicability to determining the presence of statutory subject matter. As we pointed out in Alappat, 33 F.3d at 1543, 31 USPQ2d at 1557, application of the test could be misleading, because a process, machine, manufacture, or composition of matter employing a law of nature, natural phenomenon, or abstract idea is patentable subject matter even though a law of nature, natural phenomenon, or abstract idea would not, by itself, be entitled to such protection. The test determines the presence of, for example, an algorithm. Under Benson, this may have been a sufficient indicium of nonstatutory subject matter. 

However, after Diehr and Alappat, the mere fact that a claimed invention involves inputting numbers, calculating numbers, outputting numbers, and storing numbers, in and of itself, would not render it nonstatutory subject matter, unless, of course, its operation does not produce a "useful, concrete and tangible result." Alappat, 33 F.3d at 1544, 31 USPQ2d at 1557. After all, as we have repeatedly stated, 

every step-by-step process, be it electronic or chemical or mechanical, involves an algorithm in the broad sense of the term. Since § 101 expressly includes processes as a category of inventions which may be patented and § 100(b) further defines the word "process" as meaning "process, art or method, and includes a new use of a known process, machine, manufacture, composition of matter, or material," it follows that it is no ground for holding a claim is directed to nonstatutory subject matter to say it includes or is directed to an algorithm. This is why the proscription against patenting has been limited to mathematical algorithms . . . . 

In re Iwahashi, 888 F.2d 1370, 1374, 12 USPQ2d 1908, 1911 (Fed. Cir. 1989) (emphasis in the original). 

The question of whether a claim encompasses statutory subject matter should not focus on which of the four categories of subject matter a claim is directed to —process, machine, manufacture, or composition of matter—but rather on the essential characteristics of the subject matter, in particular, its practical utility. Section 101 specifies that statutory subject matter must also satisfy the other "conditions and requirements" of Title 35, including novelty, nonobviousness, and adequacy of disclosure and notice. See In re Warmerdam, 33 F.3d 1354, 1359, 31 USPQ2d 1754, 1757-58 (Fed. Cir. 1994). For purpose of our analysis, as noted above, claim 1 is directed to a machine programmed with the Hub and Spoke software and admittedly produces a "useful, concrete, and tangible result." Alappat, 33 F.3d at 1544, 31 USPQ2d at 1557. This renders it statutory subject matter, even if the useful result is expressed in numbers, such as price, profit, percentage, cost, or loss. 

The Business Method Exception 

As an alternative ground for invalidating the '056 patent under § 101, the court relied on the judicially-created, so-called "business method" exception to statutory subject matter. We take this opportunity to lay this ill-conceived exception to rest. Since its inception, the "business method" exception has merely represented the application of some general, but no longer applicable legal principle, perhaps arising out of the "requirement for invention"—which was eliminated by § 103. 

Since the 1952 Patent Act, business methods have been, and should have been, subject to the same legal requirements for patentability as applied to any other process or method. 

The business method exception has never been invoked by this court, or the CCPA, to deem an invention unpatentable. Application of this particular exception has always been preceded by a ruling based on some clearer concept of Title 35 or, more commonly, application of the abstract idea exception based on finding a mathematical algorithm. Illustrative is the CCPA's analysis in In re Howard, 394 F.2d 869, 157 USPQ 615 (CCPA 1968), wherein the court affirmed the Board of Appeals' rejection of the claims for lack of novelty and found it unnecessary to reach the Board's section 101 ground that a method of doing business is "inherently unpatentable." Id. at 872, 157 USPQ at 617. 

Similarly, In re Schrader, 22 F.3d 290, 30 USPQ2d 1455 (Fed. Cir. 1994), while making reference to the business method exception, turned on the fact that the claims implicitly recited an abstract idea in the form of a mathematical algorithm and there was no "transformation or conversion of subject matter representative of or constituting physical activity or objects." 22 F.3d at 294, 30 USPQ2d at 1459 (emphasis omitted). 

State Street argues that we acknowledged the validity of the business method exception in Alappat when we discussed Maucorps and Meyer: 

Maucorps dealt with a business methodology for deciding how salesmen should best handle respective customers and Meyer involved a 'system' for aiding a neurologist in diagnosing patients. Clearly, neither of the alleged 'inventions' in those cases falls within any § 101 category. 

Alappat, 33 F.3d at 1541, 31 USPQ2d at 1555. However, closer scrutiny of these cases reveals that the claimed inventions in both Maucorps and Meyer were rejected as abstract ideas under the mathematical algorithm exception, not the business method exception. See In re Maucorps, 609 F.2d 481, 484, 203 USPQ 812, 816 (CCPA 1979); In re Meyer, 688 F.2d 789, 796, 215 USPQ 193, 199 (CCPA 1982). 

Even the case frequently cited as establishing the business method exception to statutory subject matter, Hotel Security Checking Co. v. Lorraine Co., 160 F. 467 (2d Cir. 1908), did not rely on the exception to strike the patent. In that case, the patent was found invalid for lack of novelty and "invention," not because it was improper subject matter for a patent. The court stated "the fundamental principle of the system is as old as the art of bookkeeping, i.e., charging the goods of the employer to the agent who takes them." Id. at 469. "If at the time of [the patent] application, there had been no system of bookkeeping of any kind in restaurants, we would be confronted with the question whether a new and useful system of cash registering and account checking is such an art as is patentable under the statute." Id. at 472. 

This case is no exception. The district court announced the precepts of the business method exception as set forth in several treatises, but noted as its primary reason for finding the patent invalid under the business method exception as follows: 

If Signature's invention were patentable, any financial institution desirous of implementing a multi-tiered funding complex modelled (sic) on a Hub and Spoke configuration would be required to seek Signature's permission before embarking on such a project. This is so because the '056 Patent is claimed [sic] sufficiently broadly to foreclose virtually any computer-implemented accounting method necessary to manage this type of financial structure. 

927 F. Supp. 502, 516, 38 USPQ2d 1530, 1542 (emphasis added). Whether the patent's claims are too broad to be patentable is not to be judged under § 101, but rather under §§ 102, 103 and 112. Assuming the above statement to be correct, it has nothing to do with whether what is claimed is statutory subject matter. 

In view of this background, it comes as no surprise that in the most recent edition of the Manual of Patent Examining Procedures (MPEP) (1996), a paragraph of § 706.03(a) was deleted. In past editions it read: 

Though seemingly within the category of process or method, a method of doing business can be rejected as not being within the statutory classes. See Hotel Security Checking Co. v. Lorraine Co., 160 F. 467 (2nd Cir. 1908) and In re Wait, 24 USPQ 88, 22 CCPA 822 (1934). 

MPEP § 706.03(a) (1994). This acknowledgment is buttressed by the U.S. Patent and Trademark 1996 Examination Guidelines for Computer Related Inventions which now read: 

Office personnel have had difficulty in properly treating claims directed to methods of doing business. Claims should not be categorized as methods of doing business. Instead such claims should be treated like any other process claims. 

Examination Guidelines, 61 Fed. Reg. 7478, 7479 (1996). We agree that this is precisely the manner in which this type of claim should be treated. Whether the claims are directed to subject matter within § 101 should not turn on whether the claimed subject matter does "business" instead of something else.

CONCLUSION 

The appealed decision is reversed and the case is remanded to the district court for further proceedings consistent with this opinion. 

REVERSED and REMANDED. 

_____________________________________________________________________
Netword, LLC v. Centraal Corp.
(ED Va 1999)

Decided 12 January 1999.

Opinion by Brinkeman, J.

[Most footnotes have been ommitted; for full text of claim 1 of patent, see end of Appendix]
This civil action involves a patent for a computer-based information retrieval system using aliases, or nicknames. Before the Court is defendant's Motion for Summary Judgment of NonInfringement and plaintiff's Motion for Claim Construction and Summary Judgment on the Issue of Infringement.

BACKGROUND

On July 17, 1998, plaintiff NetWord LLC (NetWord) filed suit against defendant Centraal Corporation (Centraal), alleging that the defendant's RealNames system has infringed, contributorily infringed, and continues to infringe the claims of Netword's U.S. Patent No. 5,764,906 ("the patent").  

Netword's patent is for a "universal electronic denotation, request and delivery system [that] allows a user to locate information on a distributed computer system or network such as the Internet by knowing or guessing a short mnemonic alias of an electronic resource without the user having to know the physical or other location denotation such as the universal resource locator (URL) of the desired resource."  Patent No 5,764,906, Abstract, (June 9, 1998) (hereinafter 'Patent').  The accused system, known as RealNames, is an Internet-based system, whereby a user visits a website and types in an alias, such as "IBM."  RealNames then points the user's URL to the homepage for International Business Machines, Inc.  

[Footnote 1: Another way to use RealNames is to go through the Alta Vista search engine (www.altavista.com). The user types in a search query (e.g. "IBM"), whereupon Alta Vista generates a

list of search matches.  The first item on the list is the "RealNames link" to the IBM homepage; if the user clicks on that first item, the user's Internet browser goes directly to the IBM homepage.]

Netword originally asserted that Centraal's RealNames system infringed all 31 claims of the '906 patent.  On December 18, 1998, Centraal moved for summary judgment of non-infringement on claims 1, 16, and 31.

Thus, the only issue that remains in the case is whether the accused system infringes claim 1 of the '906 patent.

DISCUSSION

Summary judgment is appropriate if there is no genuine dispute as to a material fact, and the movant is entitled to judgment as a matter of law.  Fed. R. Civ. P. 56(c); Gentex Corp. v Donnelly Corp., 69 F 3d 527, 530 (Fed. Cir. 1995).  Summary Judgment in a patent case requires a two-step process.

First, we must interpret the patent's claims.  "Claim interpretation is a question of law amenable to summary judgment." Id.  Under well-settled principles of patent law, claim interpretation is a legal issue exclusively for the Court. See Markman v. Westview Instruments , 52 F.3d 967, 978-79 (Fed. Cir. 1995)(en banc) aff'd 517 U.S. 370 (1995).  Second, we must determine whether there is material factual dispute as to whether the accused system infringes the claims, as construed by the Court, either

literally or under the doctrine of equivalents. See Lifescan Inc. versus Home Diagnostics Inc., 76 F.3d 358, 359 (Fed. Cir. 1996).  

I. LITERAL INFRINGEMENT

Claim 1 contains several different elements. An accused device literally infringes a claim when every element of the claim is found in the accused device. See Johnston v. IVAC Corp., 885 F.2d 1574, 1577-78 (Fed. Cir. 1989).  If only one element is not present in the accused device, there is no literal infringement. See id.  In construing the claim, we must first examine the intrinsic evidence, which includes the language of the patent itself.  See Vitronics Corp. v. Conceptronic, 90 F.3d 1576, 1S82 (Fed. Cir. 1996).  Words and phrases should be interpreted consistently throughout the patent. See id.  The correct construction of a claim is often determined by consulting definitions of terms used by the patentee elsewhere in the patent.  See Molecular Research Corp. v. CBS Inc., 793 F.2d 1261, 1269 (Fed. Cir. 1986) (citations omitted) ("the trial court correctly ascertained the true meaning of the claim by interpreting the claim language . . .  in light of the specification and patent as a whole.")  If the intrinsic evidence is clear, we may not consider extrinsic evidence.  See Vitronics, 90 F.3d at 1583. 

a) "Local Server Computers"

One critical element in claim 1 is the teaching of "one or more local server computers".  Patent, at col. 14, ln. 3.  Netword contends that a "local server computer" is nothing more than an "intermediate network node to which clients may be connected to and which provide immediate service for clients".  P1. Mem. at 8 (citing Patent, at col. 5, lns. 60-63).  According to Netword, this clause encompasses any server that "is linked to a central registry computer."  Pl. Opp. Mem. at B.  Netword argues that any one of three computers in the RealNames system can be considered a Local server" -- 1) the RealNames Resolvers; 2) the Ternary Responder-Resolvers or 3) the customer web servers (e.g. IBM's web server).

Netword states that all three of these computers have communications links to the central registry, and that therefore, all three can be considered "within the scope of" the "local servers" element.  P1. Opp. Mem. at 9. 

Centraal argues for a more limited construction of Local server computers.  According to Centraal, "local server computers" refers only to "intermediary computers that cache certain frequently accessed alias records, transmit cached alias records to client[s] and requests updates of alias records from the central registry."  Def. Rep. Mem. at 6 (citing Patent, at col. 6, lns. 21-31.)  Specifically, Centraal contends that its Resolver computers do not cache frequently accessed alias records, and that therefore, the accused system does not infringe the '906 patent's "local server computers" element.

The plain language of the patent makes clear that caching is critical to the function of a local server, and that unless there is caching, the device cannot be considered a local server for purpose of this patent.

As the patent teaches. "The Local Servers . . . shall 'cache' Resource Alias-related information . . . ."  Patent, at col. 6, lns. 24-25. Because the patent requires caching  by the local server computers of the alias information, we reject Netword's contention that a customer's web server (e.g. IBM's own web server) is the type of local server taught by the patent.  A customer's web server does not receive requests from users, and therefore, the web server would never have to search its memory to match the alias with the address of the desired resource.

Having determined the meaning of "local server computers", the next critical question is whether the accused system's Resolvers infringe the "local server computers" element.  The record before us establishes two major functional differences between defendant's Resolver and plaintiff's

local server.  The first distinction is that the Resolver contains a copy of the entire database of alias information, whereas the local server contains a cache that include only the "most frequently requested Alias Records."  Decl. Of Andrew Johnson-Laird at '12.  As the patent teaches: 

"The Local Server database is its cache, containing only certain of the Resource Aliases and their Record, while the Central Registry maintains the entire collection of Resource Aliases in its database".  Patent, at col. 11, lns. 30-33. This distinction is critical because, under the patent, at certain times -- when, for example, a user makes a request that the local server does not have in its cache -- the local Server functions merely as an "intermediary" between the user and the central registry.  The defendant's Resolver, on the other hand, performs the resolution function for every request because the Resolver holds all the information necessary to perform the resolution.  If the Resolver does not have a match, it returns the closest match available; it does not further inquire of the defendant equivalent of plaintiffs central registry.

The second critical distinction is that plaintiff's local servers pull information from the central registry, whereas the Resolvers themselves can never access information from the RealNames central database.  See Johnson-Laird Decl. at pp. 23.  According to the patent, a local server stays "up-to-date" by periodically posting an inquiry to the central registry; the central registry then sends updated information to the local server based on the local server's request.  See Patent at col. 8, lns. 7-12;  Johnson-Laird Decl. at pp. 23 . Also, if the alias is not found in the cache of the local server, the request gets sent up to the central registry for resolution.  See Patent at Fig. 5.  Thus, the local server is constantly linking to the central registry. The Resolvers, on the other hand, do not have the capacity to send requests up to the central database.  They only receive information periodically.  The Resolvers thus never function as mere intermediaries between the central database and the users; rather, the Resolvers always perform the resolution function and never "pull" information from the central database.

Furthermore, under Netword's exceedingly broad interpretation of "local server computers", every computer that is "linked" to both the user and the central registry is considered a "local server".  This definition provides no meaningful limitation, as every computer on the Internet is "linked" to

both the client and the central registry.  In sum, the Resolvers in the accused system do not literally infringe the "local server" element, as it is defined in the patent and as it is defined by the evidence in the record.

b) "Client Computers"

Claim 1 teaches "one or more client computers whose actions are directed by software components and linked to a local server computer".  Patent, at col. 14, ln. 6-9.  Netword argues that the phrase "client computers" refers simply to "computers such as workstations and personal computers used by

human users".  P1. Mem. at 9 (citing Patent, at col 5, lns. 59-60.) According to Netword, the only unique thing about these computers is that they must have a communications link to a "local server".

Centraal does not dispute that "client computers" are essentially personal computers and/or workstations used by human end-users. But Centraal does argue that the construction of "client computers" must be limited to those personal computers and/or workstations that have "dedicated software that caches aliases and alias records".  Def Mem. at 10.  According to Centraal's expert, Andrew Johnson-Laird, the client computer must retain prior alias records that it has received from the local server or the central registry, and the client computer must be able to check its own cache of alias records before moving up the chain to access the local server.  See Johnson-Laird Decl. pp. 14.  Logically, this function requires that the client computer have some internal dedicated software system that allows it to store, organize, and check aliases, as computers cannot perform storage and retrieval functions without software.  Moreover, the text of the patent itself states unequivocally:  "The Client sites retain a collection of recently used Resource Aliases and their related data including, but not limited to, the Addresses of the Electronic Resources associated with the Resource Aliases and descriptions of those Resources".  Patent, at col. 6, lns. 35-39.   The client computers' data-retention function is also depicted in the patent's detailed drawings.  For example, in describing Figure 5, the patent states: "The Client process is depicted as first searching its own cache via the Nickname or Resource Alias space for the record.  That failing, the Client requests the Record from its Local Server".  Id. at col. 11, lns. 51-56; see also id. at col. 12, lns. 1-6, and Figs. 4-5 (citations omitted). Thus, the patent clearly teaches the limitation that the client computer be able to cache information and search that cache on its own machine. 

Centraal's construction of "client computers" in consistent with that of Donald Rubin, one of the named inventors, who -- in a meeting with his attorneys -- described the client computer as follows:  "I am just speaking of it as a Windows client and its an independent program that is not part of anything else. It is a standalone executable program with three components.  It has a user interface (a screen) and then its got local storage on your disk, and its got some way to communicate with the rest of it and those are all three necessary pieces .... The reason the disk is here is because you can store these local aliases.  Again this could be a totally standalone thing now.   There would be utility just for this.  I am not sure we would make a fortune off of it, but there would be utility for just this". Def. Ex. B. at p. ll.  In this briefing for his attorneys, Rubin appears to be differentiating between a system where the client computer must be connected to the central database via a network, and the system he hopes to patent, in which the client computer could perform these "alias" functions on its own, with its own software, without connecting to a network.  

In addition to the "caching" function, the '906 patent requires a client computer to be able to download and store the full alias record.  "Whenever a Local Server requests a Resource Alias from the Central Registry or a Root Server and  whenever a Client computer requests such information from a Local Server, the aggregate of information delineated above (the Resource Alias Record) is transmitted to the requester.  Patent, col. 7, lns. 49-54.

In other words, the client computer must be able to, hold more than just the URL, but rather the entire alias record. As Rubin told his attorneys:  "And we are just saying URL; it is actually a lot more stuff than that.  We hare additional information -- a little description and some other junk . . . . Also, more information comes back than just a URL. There is what I am calling a description that has the ability to bring back a written description about the thing . . . In addition we have contemplated a whole bunch of other stuff.  Other information that is not URL related to bring back.  So, that is built in there .... And, I think that is important because it is different than just doing aliasing.  Someone could come up with another aliasing scheme, but, I am not sure they have thought it through to the level of actually providing ancillary information".  Def. Ex. B at 12 and 14.  In short, the patent inventors clearly contemplated a system in which the client computers are able to download, store, and cache the entire alias record.

The client computer in the '906 patent differs significantly from the client computer in RealNames.  First, RealNames users do not have dedicated software that caches RealNames or RealNames metadata.  Second, the RealNames are not scored in a cache on the client computer at all.  At all times, the data remains on the Resolvers.  Third, user computers do not (and cannot) retrieve the entire RealNames metadata file.  In other words, if a user types "IBM" into the RealNames website, he or she will not he able to retrieve IBM's entire metadata file onto his computer.  In fact, the client computers in RealNames do not retrieve anything other than "an HTTP response containing a redirect URL from the Resolver computer".  Def. Mem. at 16.   In RealNames, the user does not download information at all.

Centraal's position is bolstered by the language "and further allow client computers to retrieve information corresponding to said aliases". Patent, at col. 14, lns. 13-14. This language is noteworthy for two reasons.

First, the patent expressly states that client computers should be able to retrieve information, which highlights the dissimilarity between the RealNames client computer, which does not retrieve information, and the '906 client computer, which does. Second, the patent expressly states that the system should "further allow client computers to retrieve information correspending to said aliases".  Id. (emphasis added). In other words, under the plaintiffs '906 system, the client computer retrieves information beyond just an alias address, whereas the client computer in the accused system can only retrieve the alias address.  As discussed above, in the RealNames system, there is no way for the client computer to retrieve the metadata or any other information beyond the desired address.  Finally, any retrieval and storage function by the client computer would necessitate dedicated software, which the RealNames system lacks.

In sum, we find that the RealNames system does not literally infringe either the "local servers" element or the "client computers" element of claim 1.  Therefore, the accused system does not literally infringe claim 1. 

II. Doctrine of Equivalents

In addition to our literal infringement analysis, we must also determine whether the accused system infringes under the doctrine of equivalents.  "Under this doctrine, a product or process that does not literally infringe upon the express terms of a patent claim may nonetheless be found to infringe if there is 'equivalence' between the elements of the accused product or process and the claimed elements of the patented inventions".  Warner-Jenkincon Co. v. Hilton Davis Chemical Co., 117 S. Ct. 1040, 1045 (1997).  Equivalence may be found if "two devices do the same work in substantially the same way, and accomplish substantially the same result." Graver Tank & Mfg Co. v. Linde Air Prods. Cal. 339 U.S. 605, 608 (1950). Netword's "equivalence" argument must fail because there are substantial functional differences between the patented system and the accused system.  Although the systems are similar, the unrebutted evidence in the record is that the two systems are structured differently, produce different results for the users, and do not "work in substantially the same way", id.  See "Literal Infringement" section supra. 

Even if there were substantial similarity between the two inventions, an equivalence claim may be so narrowed by prosecution history estoppel that a patent owner cannot successfully prosecute a patent under the doctrine of equivalents.  See Wang Laboratories Inc. v. Mitsubishi Electronics America Inc.,  103 F.3d 1571, 1577-78, (Fed. Cir. 1997) (holding that prosecution history estoppel "acts as one check on application of the doctrine of equivalents").  Under prosecution history estopped, a patentee cannot recapture a point he conceded during the prosecution history.  See id.; Modine Mfg. Co. v. U.S. International Trade Com'n, 75 F.3d 1545, 1555 (Fed. cir. 1996).  In the instant case, the undisputed evidence in the record as to the prosecution history indicates that the inventors considered their system a "hierarchical system". See Def. Mem., Ex. A (Response Under 37 C.F.R. 1.111, filed July 22, 1997).                

In responding to an office action of the U.S. Patent and Trademark Office, in which the Application was rejected, the inventors distinguished the Loucks prior art by arguing that their system was "a centralized, top-down hierarchy of maintaining the alias database" while the prior art taught a system that "convert[s] alias data on the fly in a distributed, non-hierarchical manner". Id. at 5-6.  This quote demonstrates that the '906 patent was meant to disclose a multi-tiered, hierarchical structure. We find this description to be fully consistent with our interpretation of the claims. See supra; see also Patent at Fig 5; Johnson-Laird Decl. at 15.  Centraal has maintained that its RealNames system it not hierarchical.  Because the accused system's Resolver computers convert aliases without resorting to a central authority, the accused system is more akin to the prior art than to the '906 system.  

Netword contests this conclusion by pointing out that the "hierarchical" comment was made in reference to claim 6, not claim 1.  This argument is flawed for two reasons.  First, claim 6 is dependent on claim 1.  Because claim 6 provides a further refinement of the system described in claim 1, we find that the inventors intended to describe the entire system as "hierarchical.'. Second, even if we confine that comment to an understanding of Claim 6, Netword cannot ignore the fact that the word "hierarchical" was also used in the "Summary" section of its Response to the office action. "The Loucks invention takes a fundamentally different approach to the handling of alias names in a network, an approach that teaches away from the 'hierarchical system' used by Applicants."  See Def. Mem., Ex. A (Response Under 37 C.F.R. 1.111, filed July 22, 1997), at 7.  Having insisted that their system is hierarchical, the inventors cannot now assert that their patent discloses a decentralized and non-hierarchical system, such as the defendant's.

CONCLUSION

In light of our construction of claim 1 and the undisputed evidence establishing how the defendant's system is structured and operates, we find that the plaintiff cannot support its infringement claim under either a theory of literal infringement or under the Doctrine of Equivalents.  Therefore, the defendant's Motion for Summary Judgment of Non-Infringement will be GRANTED, and the plaintiff's Motion For Claim Construction and Summary Judgment on the Issue of Infringement will be DENIED.

========================================================================

Claim 1 of Netword patent:

An electronic resource denotation, request and delivery system within a network which shares information resources among its user community, comprising:

a central registry computer whose action is directed by software components;

one or more local server computers whose actions are directed by software components and linked to the central registry computer;

one or more client computers whose actions are directed by software components, and linked to a local server computer;

wherein the software components in these computers operate in concert as a distributed entity to allow client computers to denote resources with aliases that are unique across said server computers and said client computers, and further allow client computers to retrieve information corresponding to said aliases; and

wherein said aliases are maintained in at least said central registry computer and one or more of said local server computers.

__________________________________________________________________________________

Making Money by Paying Computer Users to Read Internet Ads
By TERESA RIORDAN

New York Times, 1 February 1999

The basic premise of Cybergold, an electronic commerce company in Berkeley, Calif., is that the best way to get consumers to read Internet advertisements is to pay them to do so. 

It finds advertisers willing to pay people who sign up at its World Wide Web site and look at the ads. It then compensates consumers who demonstrate in some way that they have read an ad by crediting an account in the consumer's name; amounts range from 50 cents for downloading America Online software to $100 for referring a new paid-up subscriber to the At Home Internet service. 

Once enough money accumulates in a consumer's account, it can be put in a bank account by direct deposit, used to pay credit card bills or sent to a favorite charity. 

Cybergold recently received its second patent covering the concept of offering incentives to people to pay attention to ads. But the company's patents cover two other intriguing approaches to advertising in cyberspace. The first is a way for consumers to store direct-marketing information about themselves on their computers -- like their income bracket, ZIP code, hobbies and profession -- so they can be compensated every time they decide to release such information to advertisers. 

"The notion here is that the information about you belongs to you and doesn't belong to anybody else," Goldhaber said. "And you can decide when you release it and whether you want to be paid for it globally or on an ad hoc basis." 

The patents also cover a way of turning conventional advertising-based publishing on its head. In Goldhaber's patented Internet publishing system, which he said the company planned to introduce in coming months, online authors or other creators of online content would not be paid a set fee by a publisher. Instead, they would receive a tiny commission from each new reader, who in turn has been paid to read an accompanying advertisement. Cybergold would act as a clearinghouse for these transactions, effectively cutting out the role of a publisher. 

"First you get paid to see the ads and then you use that to pay for the content," he said. "You change the flow of money. But you don't change the basic setup, which is that advertising supports publishing." 

Goldhaber contends that these are concepts that empower people who want to self-publish or consumers who want to compensated for their time. But he and Gary Fitts, co-founder of Cybergold, are coming under fire for having patented these ways of doing business. 

Jamie Love, director of the Consumer Project on Technology in Washington, said he would press Congress to conduct hearings on Cybergold's patents as well as other so-called business-methods patents. Love said he disagreed with the idea that Cybergold's system was novel enough to be patented, contending that he had written articles on a similar concept back in the 1980s. "And I didn't consider myself the inventor then," he said. "This is typical of the poor quality of review they give at the Patent and Trademark Office for this sort of thing." 

Love described as "dangerous" the legal monopoly that these patents provide, arguing that politicians would likely use such cash incentives to get potential voters to read their material on line. "Suppose one candidate in a given campaign were the only one to be given a license to the patent," he said. "He would be the only one who could disseminate information this way." 

Goldhaber conceded that politicians would probably use the system, noting that while it was illegal to buy votes, it was not illegal to pay voters to read political tracts. "Instead of offering a drink down at the bar for coming to a rally," he said, "you can offer a buck and let them go down to the bar and buy their own drink." 

But he argued that Love's concerns were unfounded. "The Internet is not just about hackers anymore," he said. "It's about real business. If patents are valid in other arenas, they ought to be valid on the Internet as well. People who globally criticize patents on the Internet are just wrong." 

Cybergold most recently received patent 5,855,008.

Patent Absurdity
By DENISE CARUSO

New York Times, 1 February 1999

APRIVATE "TYPE=PICT;ALT=A"s the industrial age gets creakier, the information age is lubricating a new economy with the flow of ideas. 

Ideas are given their literal currency through patent and copyright laws, originally intended to stimulate innovation by protecting inventors from idea snatchers and allowing them to profit more easily from their talents. But some experts worry that an increasing number of individuals and companies are perverting that original purpose with increasingly specious claims to ownership, as well as by stockpiling patents into competitive arsenals. 

Several examples of patent absurdity have been in the news lately. Relatively new on the scene are "method of doing business" patents, otherwise known as "soft" patents because they do not actually cover a physical invention. Such patents, which also included software, were rejected by the U.S. Patent and Trademark Office as a matter of course until very recently, when courts began overturning its refusals. 

Soft patents are frowned on by many people involved with intellectual property because they often lay claim to some of the most mundane activities of daily life. 

Earlier this month, for example, Internet Patent News Service, an online newsletter, bestowed its "Worst Method of Doing Business Patent in 1998" award upon Patent No. 5,851,117, granted to a company for its blindingly original idea of using an illustrated book to teach janitors how to clean a building. 

A patent for using a book as a teaching tool? "This claim should never have been written, let alone allowed," Gregory Aharonian, editor of Internet Patent News Service, wrote in a recent issue of his newsletter. 

A similar patent claim is being made against MP3.com, the Internet music seller. MP3.com has the music industry in a panic because its Web site allows visitors to download audio files of thousands of copyrighted songs free; it also enables musicians to sell their CDs directly to customers, thus bypassing record labels and pocketing much more profit. 

The challenger, Sightsound.com, claimed in a letter to Michael Robertson, president of MP3.com, that it holds patents that control "among other things, the sale of audio or video recordings in download fashion over the Internet."

The letter then asked Robertson to pay its licensing fee: 1 percent of all revenue that MP3.com derives from the sale of downloaded audio files. 

Nice work if you can get it. Robertson, however, who received the letter last week and has posted it on his site, notes that MP3.com does not sell the music it downloads, but gives it away. 

More to the point: a patent for downloading files over the Internet for a fee? Given the fundamental capabilities of networked computers, this sounds remarkably like patenting the combination of a pencil, a piece of paper and a stamp as a method for writing a letter. 

"I just have to wonder if the Patent Office has completely lost its mind," Robertson said. 

Such sweeping "method of doing business" patents are only part of the problem. In a recent issue of the venerable high-technology trade journal, Electronic Engineering Times, one of its executive editors, Ron Wilson, wrote in an editorial that "U.S. intellectual property law is rapidly reducing itself to absurdity," adding that the patent process "has turned into a bludgeon to crush competition." 

Wilson cites several examples of how various technology companies, including IBM, Intel and Hewlett-Packard, use their vast holdings of patents as competitive weaponry in seeking to disable each other with infringement charges. 

In fact, just last week a new arms dealer opened its online doors: a company based in Pasadena, Calif., called the Patent and License Exchange, promotes its site as offering an "easy-to-search patent inventory, online bid placement, secure chat room negotiation, closing services (escrow) and aftermarket license administration." 

Today's relaxed rules for granting patents, and the greater ease with which arsenals can thus be amassed, gives a decided battle advantage to industry heavyweights. 

"The big guys couldn't care less about the quality of their patents," Aharonian said. "They just want as many as possible because they trade them like baseball cards. When you have a thousand patents and your competition has 1,500, you don't care what they are, you just swap them." 

It's far easier than hauling one another into court, he said. But small companies, even if they are defending good, solidly researched patents, are seldom taken seriously by big companies, Aharonian said. He added: "If you're a small company, have you got a million bucks to sue Microsoft over patent infringement? I don't know if these companies realize ahead of time what the game is. A patent is just the first step to spending a lot of money." 

Of course, none of this money would be spent without expert counsel. Wilson recalls attending a conference a year or so ago given by a patent lawyer who was giving instructions on how to build competitive patent bludgeons. "He was describing the strategy they recommended to their clients," Wilson said, "which was basically a pyramid of patent protection." 

Aharonian sees the wielding of patent portfolios as a form of class warfare, where the lines are drawn between big companies and small, with consolidation and mergers creating a constant tension between the two camps. 

"Change is always good, and change usually comes from new people; and if those new start-ups can't get protection, you'll see less change, less innovation, less entrepreneurialism," Aharonian said. "That's why big companies don't want the system to change -- they'd get a lot less patents." 

In today's business environment, in which a company's market value is measured with increasing frequency by the intellectual property it owns, arsenals of patents -- specious or not -- make an unfortunate kind of sense. 

"If you're concerned about the planking," Wilson said, "you don't want someone rocking the boat."

__________________________________________________________________________________

COMPUTER PROGRAM PRODUCT CLAIMS ALLOWED BY THE EUROPEAN PATENT OFFICE - IMPACT ON SOFTWARE PATENT CLAIMING
by  Erwin J. Basinski, Morrison & Foerster

March 1999

The Board of Appeal of the European Patent Office (EPO) recently rendered two important decisions relating to the patentability of software inventions in Europe.  Both cases relate to patent applications filed by IBM. In these cases, the Board of Appeal decided in favor of computer program product claims (similar to those allowed in In re Beauregard, 53 F.3d 1583 (Fed. Cir.1995)).  These decisions nullify, and reverse, a passage in the Guidelines for Examination in the European Patent Office, where it is stated that a computer program claimed by itself or as a record on a carrier is not patentable irrespective of its contents.

Under the reasoning of the Board, a computer program claimed by itself is not excluded from patentability if the program, when running on a computer or loaded into a computer, brings about, or is capable of bringing about, a technical effect which goes beyond the "normal" physical interactions between the program (software) and the computer (hardware) on which it is run.  In addition, the Board said that it does not make any difference whether a

computer program is claimed by itself or as a record on a carrier. 

These decisions offer significant new patent protection for software, especially for a software-implemented invention which is supplied or downloaded over the Internet.

Background of the EPO Statutes on Computer Software
A threshold condition for patentability in the EPO is that the claimed invention must make a technical contribution to the prior art.  Rules 27 and 29 EPC. In addition, Article 52 on "patentable Inventions" states in part that (1) "European patents shall be granted for any inventions which are susceptible of industrial application ..."; (2) "The following in particular shall not be regarded as inventions within the meaning of paragraph (1): ... (c) schemes, rules and methods for performing mental acts, playing games or doing business, and programs for computers;" (3) "The provisions of paragraph 2 shall exclude patentability ... only to the extent to which ... [a] European patent relates to such subject matter or activities as such." In the past these restrictions on "computer programs as such" have been the basis for the EPO refusal to grant claims to a computer program product on a computer readable medium or on a carrier wave. Guidelines for examination in the European Patent Office C-IV,2.3 indicate that "[a] computer program claimed by itself or as a record on a carrier, is not patentable irrespective of its content."  These two IBM case decisions, however, allowed such claims.

Subject Matter in the IBM Cases
In one case, T0935/97-3.5.1, the invention relates to detecting where a second window in a computer display overlies part of a first window, obscuring information in a portion of the first window.  The invention in this circumstance detects the overlay and causes the information obscured by the second window to be displayed in another portion of the first window not obscured by the second window by moving the obscured data to a portion of the first window not covered by the second window.

In the other case, T1173/97-3.5.1, the invention relates to resource recovery in a computer system, including implementing a commit procedure for a work request; in the event that the commit procedure fails, notifying an application that it may continue; and, while the application continues to run, resynchronizing the incomplete commit procedure.

The Decisions in the Examination Division
In both cases, the Examination Division accepted system and method claims directed to the invention but rejected computer program product and element claims.

In T0935/97, the Examiners allowed claims 1-6 directed to method and apparatus claims, indicating that the requirements of the European Patent Convention, and in particular those of novelty and inventive step, were fulfilled.  Claims 7-10 were rejected as computer program code stored on a computer-readable medium.  The Examiners concluded that "the subject matter claimed was distinguished from the prior art only by the information pattern represented by the stored program code. Therefore," the Examiners reasoned, "the problem solved would merely be how to store the particular computer program on a data carrier; this problem was well known in the prior art, so was its solution.  Neither would this problem be a technical problem nor would any technical effects be achieved by its solution, since a computer program stored on a data carrier in the form of bits and bytes would still be nothing more than a computer program as such which was explicitly excluded from patentability by Article 52 (2) and (3) EPC."

Under similar reasoning, in case T1173/97, the Examination Division allowed method and apparatus claims 1-19 and rejected claims 20 and 21 related to computer program products stored in computer-readable memory. 

The Board of Appeal Decisions
In these decisions, the Board noted that, in the context of the interpretation of the EPC, the technical character of an invention is an essential requirement for patentability, referring to Rules 27 and 29 EPC.

Construing the phrase "as such" in 52(3), the Board, considered that the exclusions from patentability of programs for computers as such in Article 52(2) and (3) EPC mean that programs are considered to be mere abstract creations, lacking in technical character, which necessarily follows if they are "not to be regarded as inventions". The Board concluded

that it follows from this logic that programs for computers must be considered as patentable inventions when they do have technical character.

The Board spent some time discussing the technical character of programs for computers and indicated that the normal physical modifications of the hardware (e.g., the generation of electric currents) deriving from the execution of the instructions given by programs for computers cannot per se constitute the technical character required for avoiding the exclusion of those programs.  However, technical character can be found in further technical effects deriving from the execution (by the hardware) of the instructions given by a computer program.  Apparently, such a further technical effect could have the necessary technical character where, for example, it causes the software to solve a technical problem (see, for example, the VICOM decision T208/84, OJ 1987, 14), or where technical considerations are involved to arrive at the invention (see, for example, the SOHEI decision T769/92, OJ 1995, 525).

As to computer program product claims, the Board said the central question is what "further technical effect" can lead to this subject matter not being excluded under Article 52(2) and (3) EPC.  Where a computer program product produces such a further technical effect when run on a computer, the Board described such a computer program product as having the potential to produce such a further technical effect.  Accordingly, in a case where a specific computer program product, when run on a computer, brings about such a further technical effect, the Board could see no good reason to distinguish between a direct technical effect and an indirect technical effect.

Using a line of reasoning similar to the VICOM decision, the Board found that it would be illogical to grant a patent for a method, and an apparatus adapted for carrying out the same method, but not for the computer program, which comprises all the features enabling the implementation of the method and which, when loaded in a computer, is indeed able to carry out that method.

Accordingly, the Board stated that "a computer program claimed by itself is not excluded from patentability if the program, when running on a computer or loaded into a computer, brings about, or is capable of bringing about, a technical effect which goes beyond the 'normal' physical interactions between the program (software) and the computer (hardware) on which it is run."  Also, referring to the findings in the BBC decision T163/85, OJ 1990, 379, where it was held that a television signal was patentable, the Board concluded that it did not make any difference whether a computer program product is claimed by itself or as a record on a carrier.

As an interesting side note, IBM argued  to the Board that a narrower interpretation of the "computer program as such" language would "accord with the TRIPS Agreement, especially Article 27," which says, "Patents shall be available for any inventions, whether products or processes, in all fields of technology."  The Board noted pointedly that TRIPS is not directly applicable to the EPC, and that although TRIPS is binding on many of the EPC member states, not all of its members are so bound.  Nevertheless, the Board recognized that cognizance of TRIPS and an interpretation of the EPC which is compatible with it is not inappropriate.

Conclusion
The Board of Appeal in these rulings has taken a giant step in bringing the treatment of computer program product claims in the European Patent Office in harmony with the treatment provided in the United States and Japan. Practitioners in the United States filing computer software applications must continue to be aware of the "technical effect" requirements of the EPO but should consider including computer program product claims in EPO filings, including, where appropriate, claims to a computer program product on a carrier wave, for example for a

software-implemented invention supplied via the Internet.

Bearing in mind the restrictive EPO practice on claim broadening, it is recommended to U.S. practitioners that they include explicit basis in an application for a claim in Europe to a computer program product or computer program element which does not refer to any form of carrier.

Preferably such a basis would be as an independent claim, but at least as an independent statement in the summary of the invention (e.g.,"ln accordance with an aspect of the invention, there is provided a computer program product-configured to be operable to ... (followed by the minimum set of functions needed to solve a technical problem, for example").

Preferably this should be included in a US priority application as well as in a PCT or European application.

------------------------------------------------------------------------------------------------------------------------



The Biz-Method Patent Rush


Some critics fret as companies seek to dominate Net trade

Victoria Slind-Flor
The National Law Journal 
February 28, 2000 


A patent expected to issue shortly may give a San Francisco-based financial services company control over a large chunk of Internet commerce.

A recent NextCard Inc. press release announced that the company has received a "notice of allowances" from the Patent Office on an application for issuance of online credit. Typically, such notices are precursors to patent issuance. The company quickly claimed on its Web site that such patents awarded to Internet companies "offer a 12 to 24 month competitive advantage."

Meanwhile, a Toronto-based marketing firm has applied for a patent on a method of "viral marketing," by which Internet users become participants in corporate marketing. The best example is HotMail, an e-mail service that grew to 12 million users spending less than $500,000 on marketing. 

Most Internet users have participated in such schemes, perhaps without realizing that their actions are furthering someone's corporate marketing strategy.

Myriad patents are issuing that involve Internet technologies and business methods. Some critics say that many are flimsy and overbroad, and their reach remains to be tested in the courts. 

But if they hold up, they could be powerful tools for dominating Internet commerce. LaunchPad has applied for patents for GuaranteedClicks, a method of bringing a computer to a specific Internet address while an e-mail recipient is watching a video file. 

The Web site, at www.guaranteedclicks.com, promises that its clients will "get obscene volumes of web traffic." Both patent applications are children of a ruling by the U.S. Court of Appeals for the Federal Circuit, State Street Bank v. Signature Financial Group, 149 F.3d 1368 (1998). Professor Mark A. Lemley, of the Berkeley Center for Law and Technology, notes that State Street "removed the barrier to patenting business methods."

But not everyone is convinced of the validity of many business-methods patents. David L. Hayes, chair of the intellectual property group at Palo Alto, Calif.'s Fenwick & West L.L.P., remains skeptical about patents for viral marketing. "I think the pure idea of word-of-mouth spreading is not patentable," he says. "But put it into software, and and then it is potentially patentable, although you have a prior-art problem."

Professor Rochelle C. Dreyfuss, who heads New York University's Engleberg Center on Innovation, Law and Policy, said that many business-method patents have yet to be tested by the courts. And she wonders whether viral marketing could ever meet the test for novelty. "The notion of using people to tell other people isn't a brand-new idea," she said, noting that for years people have worn T-shirts with corporate logos, and restaurant have offered matchbooks bearing their name. 

But if a client walked in the door wanting a patent on viral-marketing technology, "I would not turn him away," said Ray Van Dyke, a partner at Dallas' Jenkens & Gilchrist P.C. "It could be malpractice for me to not give my clients the opportunity to pursue these ... patents."

The uncertainty surrounding this type of patent is that the technique has been in use since at least 1996. The critical question is whether a patent application got in early enough to beat out potential competitors and close enough to State Street.

Lemley noted that the average pendency is now 2.4 years from application to issuance. He considers it possible that a viral-marketing application may be moving through the Patent Office. If it issues, "suddenly people will be quite surprised." As far as the NextCard patent is concerned, Lemley says that he might be "hard-pressed to see why it would be 'obvious'" under any definition bearing on patentability.

CHAPTER TEN

Domain Names

Updated 19 April 2001

Introduction

This Chapter will consider the law relating to the allocation and transfer of Internet domain names, as well as trademark and other lawsuits that have resulted due to the use or allocation of domain names.  Chapter 13 will consider the ICANN dispute resolution procedures.

Questions and Exercises

1.
Check the availability of the following .com.au domain names at the following site (http://www.ina.com.au/checksfr.html):

· lawyer.com.au
· solicitor.com.au
· broadbeach.com.au
· brisbane.com.au
· brisbanesolicitor.com.au
· juno.com.au
· dingo.com.au
· smith.com.au
2. Select a good domain name for a business selling flowers and gifts online.  Now go to one of the following sites and find a good available dot com domain name for the business:

· www.networksolutions.com

· www.register.com

· http://www.inww.com/

Using the last site, see if the name you select is available as a dot com au domain name.

3.
Target Stores in Australia and Target Stores in the U.S. both wish to register target.com.  Who should be entitled to this domain name registration?

4.
You wish to register lawyer.com.au and then offer it for sale to law firms in Australia.  How would you go about doing this?

5.
Your client, Lowe Price Accountants, has the domain name www.lp.com.  It then finds out that someone has registered lowprice.com.au and loweprice.com.au.  Advise.

6.
Your client is a software company, Koala Software Pty Ltd.  It has registered trademarks in Australia, Japan and the United States for “Koala” in class 9 for software.  It has the domain name koala.com.au.  It finds out that a software company (not a direct competitor) called Ausoft Pty Ltd has registered koalas.com.au.  Advise.
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Juno Online Services L.P.  v.  Juno Lighting Inc.   

44 USPQ2d 1913 (DC Nill 1997)

Decided 29 September 1997

Opinion By: Leinenweber, J.
Plaintiff Juno Online Service ("Juno Online") sues defendant Juno Lighting, Inc.  ("Juno Lighting") seeking a declaration that it has not violated federal trademark law.  In addition, in Counts II-IV, plaintiff seeks declaratory, injunctive and monetary relief for trademark misuse, as well as for violations of the Lanham Act and state unfair competition law.  Defendant now moves to dismiss Counts II-IV for failure to state a cause of action and to strike all claims for monetary relief.

I.   BACKGROUND

The following information is taken from plaintiff's amended complaint.  Juno Online, a Delaware limited partnership with its principle place of business in New York City, is an online provider with approximately 1.5 million subscribers.  Juno Lighting, a Delaware corporation with its principal place of business in Des Plaines, Illinois, is a manufacturer and retailer of recessed and track lighting.  Juno Lighting has used the Juno name in its logo since 1976 and holds two federal trademarks for the name "Juno."

The current dispute revolves around the Internet and the use of the domain name "juno.com".  The Internet is a network of computers that are linked together, allowing computer users to share information and data.   See generally, Intermatic Inc.  v.  Toeppen, 947 F.Supp.  1227, 1230-32 [40 USPQ2d 1412] (N.D.  Ill.  1996).  Each computer that is linked to the Internet contains a numeric address called an Internet protocol address, or IP address.  The numeric IP address has four parts, each separated by a decimal point.  An example of such an address would be 123.112.101.1.  Am.  Compl.  Para.  8.  However, since it is easier to use, each computer is given an alphanumeric address, called a domain name, that corresponds to the IP address.  When an Internet user types in the domain name, the user's computer reads the name as the numeric IP address and contacts the appropriate computer.  An example of such a domain name is "juno.com".1
To send electronic mail ("e-mail"), the user addresses the message to the domain name of the recipient's e-mail provider.  America Online, for instance, is an e-mail provider, whose domain name is "aol.com".  Each user of the America Online service is given a user name to use with the domain name (e.g., "harrysmith").  Therefore, if a person wants to contact Harry Smith, an America Online subscriber, the user would send an e-mail message to "harrysmith aol.com".  The computer would read "aol.com", translate this into the corresponding numeric IP address, and deliver the message to the America Online computer, which would then deliver the message to Harry Smith.  

The domain name also functions as a "World Wide Web" address, if preceded by the letters www (i.e. www.aol.com).  Web sites are pages of electronic information that a company, organization, or person wants to advertise to Internet users.  Entities and people such as Sports Illustrated, Duke University, the National Basketball Association, and certain individual politicians have web sites that allow Internet users to look up information.  

In December of 1994, Juno Online registered the domain name "juno.com" with Network Solutions, Inc.  ("NSI") and, subsequently, began providing free e-mail service to customers on April 22, 1996.  Those who use Juno Online's e-mail service are given their own user name to use together with Juno Online's domain name (e.g.  , harrysmith juno.com).  According to Juno Online, its service has been quite popular, with 250,000 new accounts having been opened in January of 1997 alone.  Juno Online currently services more than one out of every twenty United States e-mail addresses.  Since July 5, 1995, Juno Online has also been using the World Wide Web address "www.juno.com" and, currently, its web page is "visited" thousands of times a day.  By virtue of a government contract with the National Science Foundation, NSI is the exclusive registrar of Internet domain names.  Therefore, once Juno Online registered the domain name "juno.com" with NSI, no other business or person could obtain that address.  

NSI's general policy is to register a specific domain name to the first person or entity to apply for registration.  However, in 1995, NSI instituted a "Domain Name Dispute Policy" that allows a third party to challenge a registrant's domain name, despite the "first come, first serve" general rule.  According to the policy, to challenge a domain name, the third party must notify the registrant that the use of the domain name violates the third party's intellectual property rights.  The third party must also file with NSI a certified copy of a trademark registration indicating that the third party owns a trademark that is the same as the contested domain name.  If the domain name registrant cannot produce a similar trademark registration, NSI's policy requires it to suspend the use of the domain name until the issue is resolved.  However, if either the registrant or third party files suit against the other before the suspension takes effect, NSI allows the registrant to continue using the domain name and leaves it for the court to decide which party should be allowed to use the domain name.2

In July, 1995, D.  E.  Shaw & Co., L.P., an affiliate of Juno Online, began applying for federal service mark and trademark protection for the word "Juno", as well as for various designs, slogans, and phone numbers related to "Juno".   Juno Lighting sent a letter to Juno Online in June of 1996 stating their opposition to the Juno Online trademark applications.  Juno Lighting also sent a letter to NSI on August 28, 1996 requesting that NSI cancel Juno Online's domain name "juno.com".  

After NSI received Juno Lighting's letter, pursuant to its dispute policy, NSI sent Juno Online a letter dated September 19, 1996, stating that, unless Juno Online transferred the domain name "juno.com" to Juno Lighting or filed a declaratory judgment action in federal court by October 26, 1996, NSI would suspend the operation of the domain name "juno.com".  In response, Juno Online filed this action in the Eastern District of Virginia, naming Juno Lighting and NSI as defendants.  However, after NSI agreed not to suspend the use of "juno.com" until the case has been resolved, Juno Online agreed voluntarily to dismiss NSI from the suit and the case was transferred to the Northern District of Illinois.  Subsequently, Juno Lighting obtained, by registering with NSI, the domain name "juno-online.com".  According to Juno Lighting, this was done in order to prevent others from obtaining the name, thus allowing Juno Lighting to transfer the domain name to Juno Online to help resolve this dispute.  

In Count I of the amended complaint, plaintiff seeks a declaration that its use of the domain name "juno.com" does not infringe or dilute Juno Lighting's trademark.  In Count II, labeled "trademark misuse," Juno Online seeks a declaration that defendant misused the Juno Lighting trademarks, as well as injunctive relief, monetary damages, and a cancellation of Juno Lighting's trademark registration.  Count III alleges a Lanham Act violation arising from Juno Lighting's registration of the domain name "juno-online.com".  Count IV speaks in state unfair competition and deceptive trade practices law.  Defendant has counterclaimed for trademark infringement and dilution, unfair competition, and violations of Illinois state law.  Juno Lighting now moves to dismiss Counts II, III, and IV of plaintiff's amended complaint and to strike all claims for monetary relief.  For the following reasons, the court grants defendant's motion.  

II.   STANDARD  

 In ruling on a motion to dismiss pursuant to Federal Rule of Civil Procedure 12(b)(6), the court must accept "the well-pleaded allegations in the complaint as true and draw [ ] all reasonable inferences in favor of the plaintiff.  "Porter v.  DiBlasio, 93 F.3d 301, 305 (7th Cir.  1996) (citing Travel All Over the World, Inc.  v.  Kingdom of Saudi Arabia, 73 F.3d 1423, 1429 (7th Cir.  1996)).  Dismissal is only appropriate if there is no set of facts that, if proven true, would entitle plaintiff to relief.  Id.  (citing Travel All Over, 73 F.3d at 1429-30).  Where the court considers evidence outside the pleadings, as the court has in deciding the motion to dismiss Count II, the motion is treated as a motion for summary judgment.  Fed.R.Civ.P.  12(b).  Summary judgment will be granted only if, viewing the facts and inferences in the light most favorable to the non-moving party, the party moving for summary judgment proves the absence of a genuine issue of material fact and establishes its right to judgment as a matter of law.  Matsushita Elec.  Indus.  Co.  v.  Zenith Radio Corp., 475 U.S.  574, 587, 106 S.  Ct.  1348, 1356 (1986).  

III.   TRADEMARK MISUSE  

 In Count II, plaintiff has asserted a claim for trademark misuse, arguing that Juno Lighting misused its trademark by attempting to put Juno Online out of business.  Pl.'s Mem.  in Opposition at 6-7.  According to plaintiff, Juno Lighting not only tried to have NSI cancel Juno Online's domain name, but it also tried to confuse the use of whether this court should recognize an affirmative claim for trademark misuse.  After hearing the arguments and considering the briefs and evidence filed, the court finds that, if, as plaintiff claims, in light of new technology and novel issues surrounding the Internet, an affirmative claim for trademark misuse should be recognized, this is not the proper case in which to do so.  

A.   Background History of the Misuse Defense 

In 1942, the Supreme Court recognized the defense of patent misuse in Morton Salt Co.  v.  G.S.  Suppiger Co., 314 U.S.  488, 62 S.  Ct.  402 [ 52 USPQ 30 ] (1942).  In that case, the plaintiff sued arguing that the defendant's salt depositing machine infringed the plaintiff's patent.  However, the Court found that the plaintiff was leasing its own salt depositing machines to canners on the condition that the licensees use a certain unpatented salt tablet produced by the plaintiff's subsidiary, Id.  at 491, 62 S.Ct.  at 404, and that this tying arrangement was an attempt on the plaintiff's part to use the government granted monopoly to acquire another monopoly in an unpatented product.   Id.  The Court decided that, if it allowed the plaintiff to invoke successfully its patent in the infringement suit, it would be assisting the plaintiff in acquiring a second monopoly and, thus, hurting competition and the public.   Id.  at 493, 62 S.  Ct.  at 405.  Therefore, invoking the "clean hands" doctrine, the Court held that the patentee was not allowed to invoke the protection of the law through an infringement suit, at least until it stopped the offending practice.   Id.  Although courts have continued to apply the patent misuse defense,  see, e.g., Senza-Gel Corp.  v.  Seiffhart , 803 F.2d 661 [ 231 USPQ 363 ] (Fed.  Cir.  1966);  Transitron Elec.  Corp.  v.  Hughes Aircraft Co.  , 487 F.Supp.  885, 892-93, 904-05 [ 205 USPQ 799 ] (D.  Mass.  1980),  aff'd , 649 F.2d 871 [ 210 USPQ 161 ] (1st Cir.  1981), in 1988, Congress limited the reach of this defense.   See The Patent Misuse Reform Act of 1988, Pub.  L.  No.  100-703, 102 Stat.  4676 (1988) (codified at 35 U.S.C.  Section 271(d)(4) & (5)) (conditioning, in part, the misuse defense on a showing of market power in the relevant market).  

The misuse defense has also been extended to other forms of intellectual property.  For instance, while courts are split on whether a copyright misuse defense exists, in 1990, the Fourth Circuit recognized the defense in  Lasercomb America, Inc.  v.  Reynolds , 911 F.2d 970 [ 15 USPQ2d 1846 ] (4th Cir.  190).  The court reasoned that, since patent and copyright have similar origins and purposes, and since the Supreme Court had recognized a patent misuse defense in  Morton Salt , a misuse defense should also be recognized in copyright law.   Id.  at 976.  Summing up the defense, the court stated that " [t]he question is not whether the copyright is being used in a manner violative of antitrust law but whether the copyright is being used in a manner violative of the public policy embodied in the grant of a copyright.'  Id.  at 978.  

The misuse defense has also enjoyed a substantial history in the field of trademarks.  However, courts have taken different approaches in applying the defense in this field.   See generally Stephen J.  Davidson and Nicole A.  Engisch,  Trademark Misuse in Domain Name Disputes , The Computer Lawyer, Aug.  1996, at 13.  Some courts have applied trademark misuse in situations where the mark is being used to violate the antitrust laws.   See, e.g., Carl Zeiss Stiftung v.  V.E.B.  Carl Zeiss, Jena , 298 F.  Supp.  1309, 1315 [ 161 USPQ 414 ] (S.D.N.Y.  1969) ("An essential element of the antitrust misuse defense in a trademark case is proof that the mark itself has been the basic and fundamental vehicle required and used to accomplish the violation.").  For example, in  Phi Delta Theta Fraternity v.  J.A.  Buchroeder & Co. , 251 F.Supp.  968, 975-80 [ 149 USPQ 159 ] (W.D.  Mo.  1966), the court held that, if the defendant could prove that a group of fraternities had conspired with certain companies to restrain trade by (1) scheming to obtain trademarks that allowed the fraternal organizations to control the sale of insignia goods, and (2) granting only a few companies licenses to sell insignia goods, defendant would have shown a valid misuse defense to infringement.  In ruling, the court relied significantly on 15 U.S.C.  Section 1115 (b)(7), which explicitly states that a defense to the presumption granted to incontestable marks is " [t]he the mark has been or is being used to violate the antitrust laws of the United States."  Phi Delta Theta , 251 F.  Supp.  at 978-80.  

Other courts have relied on the "clean hands" doctrine and found misuse even where there was no antitrust violation.  Plaintiff, for instance, points to  Clinton E.  Worden & Co.  v.  California Fig Syrup Co.  , 187 U.S.  516, 539-40, 23 S.Ct.  161, 168 (1903), in which the Supreme Court held that the maker of a certain laxative could not enforce its trademark in "Syrup of Figs", since the laxative did not actually contain fig juice.  According to the Court, such deception deprived the trademark holder of the right to enforce the trademark in a court of equity.  

Over the years, in applying the copyright misuse defense, courts have also differed on whether the defendant must show a relationship or nexus between the alleged misuse and the acquisition or use of the trademark.   See generally  Stephen J.  Davidson and Nicole A.  Engisch,  Trademark Misuse in Domain Name Disputes , The Computer Lawyer, Aug.  1996, at 13 (discussing relevant cases).  Some courts have required such a nexus,  see, e.g., Tveter v.  AB Turn-O-Matic , 633 F.2d 831, 839 [ 209 USPQ 22 ] (9th Cir.  1980),  cert.  denied , 451 U.S.  911, 101 S.  Ct.  1983 [ 210 USPQ 776 ] (1981) ("What is material is not that plaintiff's hands are dirty, but that he dirtied them in acquiring the rights he now asserts, or that the manner of dirtying renders inequitable the assertion of such rights against the defendant.") (quoting  Republic Molding Corp.  v.  B.W.  Photo Utilities , 319 F.2d 347, 349 [ 138 USPQ 101 ] (9th Cir.  1963)), while others have found misuse despite the fact that the misconduct is unrelated to the mark.   See, e.g., United States Jaycees v.  Cedar Rapids Jaycees , 794 F.2d 379 [ 230 USPQ 340 ] (8th Cir.  1986) (refusing to enjoin local Jaycees affiliate from using the trademark "Jaycees" since the national organization was seeking the injunction for an improper reason, even though the improper reason, that the local chapter admitted woman, had nothing to do with the acquisition or use of the trademark).  

B.   Misuse As An Affirmative Claim  

The history of misuse as an affirmative claim has been scarce at best.  At oral argument, plaintiff cited two cases for the proposition that patent misuse has been used affirmatively.  First, plaintiff points to  International Indus.  and Devs., Inc.  v.  Farbach Chem.  Co., Inc.  , 145 F.Supp.  34, 35 [ 110 USPQ 361 ] (S.D.  Ohio 1956),  aff'd , 241 F.2d 246 [ 112 USPQ 349 ] (6th Cir.  1957), in which the patent holder sent 8,000 letters to members of its trade stating that any persons who used any dip-type silver cleaner, other than five specific brands licensed by the plaintiff, would be subject to prosecution, when in fact, the defendant's unlicensed dip-type liquid silver cleaner did not infringe on the plaintiff's patent.  After the plaintiff filed suit for infringement, the defendant counterclaimed, asserting some type of unfair competition claim, and was awarded $100,000 in damages and $15,000 in attorney's fees.   Id.  at 37.  Second, plaintiff points to  Medtronic Inc.  v.  Eli Lilly & Co., 15 U.S.P.Q.2d 1465  (D.  Minn.  1990), in which the plaintiff argued that Eli Lilly had misused its patents on a defibrillator by tying the licensing of the machine to sales of an unpatented product.  The misuse claim was based on state law and the court found that, since federal patent law did not provide for injunctive or monetary relief for misuse, the claims were not preempted.   Id.  at 1468.  Furthermore, the court found that patent misuse may be used to prove the element of improper means in a claim for intentional interference with contract.   Id.   

Both of the above cases are grounded specifically in patent law and rely heavily on concepts of unfair competition rather than exclusively on the concept of misuse.  In fact, in  Medtronic , the court relied exclusively on state interference with contract law, stating that federal law does not allow recovery of compensatory damages for patent misuse.  Medtronic , 15 U.S.P.Q.2d at 1468.  Therefore, Medtronic  appears to stand for the proposition that an affirmative claim of patent misuse does not exist.  Similarly, the  International Industries court based its grant of damages on a finding of "wanton and premeditated acts of unfair trade practice and unfair competition,"  International Indus.  , 145 F.Supp.  at 37, a finding most likely based on state law.  Since the two cases cited by plaintiff appear to have relied on state unfair competition law rather than exclusively on claims of misuse, the cases are inapposite.  

Furthermore, although both parties agreed at oral argument that patent misuse has been used in the past as an affirmative claim, it is not clear to the court that it is proper to allow patent misuse to be used affirmatively.  Looking to cases such as  Morton Salt,  at least one court has held that, since the misuse defense is temporary in that it merely suspends the right of a patent holder to receive compensation for infringement until the offending conduct "has been abandoned,"  Transitron,  487 F.Supp.  at 893 (citing Donald S.  Chisum, Patents 19-91 (1978)), awarding damages pursuant to an affirmative claim of misuse would be improper.   Id.; see also CMI, Inc.  v.  Intoximeters, Inc.,  918 F.Supp.  1068, 1090 (W.D.  Ky.  1995) (following the holding of  Transitron ).  Instead, the court found that patent misuse was purely a defense "developed as an equitable doctrine analogous to the clean hands defense."  Id. (citing Chisum, Patents 19-91 (1978)).  

Plaintiff has also submitted, after oral argument, an additional case from an English court.  The case,  Prince PLC v.  Prince Sports Group, Inc.,  Ch.  1997-P-No.  2355 (High Ct.  of Justice July 30, 1997), involved almost the exact scenario as the present case.  The plaintiff in that case sued the defendant for allegedly threatening infringement proceedings as a result of plaintiff obtaining the domain name "prince.com".  Besides threatening litigation, the defendant had also contacted NSI, resulting in NSI sending the plaintiff a letter indicating that the domain name would be suspended unless it transferred the domain name to the defendant or filed suit.  The Court concluded that a threatening letter that defendant sent to plaintiff did constitute trademark misuse and agreed to issue declaratory and injunctive relief.  However, the Court found that the plaintiff had not proven that it was damaged and declined to order an inquiry into damages.  Importantly, the decision was based on a specific statute passed by Parliament, Section 21 of the Trade Marks Act 1994, which states that any aggrieved person may bring an action for declaratory, injunctive, and/or monetary relief " [w]here a person threatens another with proceedings for infringement of a registered trademark." There is, however, no comparable statute in United States law and no comparable common law right.  Therefore, the case is inapposite.  

Since the affirmative claim for patent misuse has a suspect history to begin with, and since plaintiff has failed to point the court to a single case in which an American court has used trademark misuse affirmatively, the court is quite skeptical to allow an affirmative claim for trademark misuse.  The fear expressed in cases such as Morton Salt  is that the holder of a government monopoly will use the monopoly to the detriment of the public by destroying competition.  By contrast, in trademark law, the mark holder usually does not have the ability to destroy competition.  The holder can only keep competitors from using the mark and, in most circumstances, cannot keep them from selling a directly competing product.  Therefore, there appears to be less of a justification for extending the trademark misuse doctrine than there is in the patent arena.  

[1] Perhaps a court may choose to recognize a new cause of action in a situation in which the ma                                                                                                                                                                                                                                                                tion considering that the two entities are involved in completely different businesses.  Furthermore, while defendant did obtain the domain name "juno-online.com", there is no evidence that would lead a reasonable trier of fact to conclude that Juno Lighting attempted to confuse Internet users by using the domain name "juno-online.com".  

Finally, at oral argument, plaintiff stated that, under Count II, it is requesting four types of relief: declaratory relief, injunctive relief, cancellation of Juno Lighting's registration, and monetary damages.  As to declaratory and injunctive relief, the court finds that, if plaintiff did not infringe or dilute defendant's trademarks, plaintiff will be able to obtain declaratory and injunctive relief through Count I of its complaint, which speaks in declaratory judgment.  Additionally, defendant has counterclaimed for trademark infringement and dilution to which plaintiff has asserted the defense of trademark misuse.  If, as plaintiff claims, cancellation of defendant's trademark is a valid remedy for trademark misuse,  see, e.g., Phi Delta Theta,  251 F.  Supp.  at 974, such a remedy will be available through its defense to the counterclaim.3  

Therefore, the only remedy sought via plaintiff's affirmative claim for trademark misuse that it could not receive otherwise is compensatory damages.  However, even if there was such a cause of action, plaintiff has not sufficiently alleged damages in its amended complaint.  In its amended complaint, plaintiff does claim that Juno Lighting's actions has injured plaintiff, however, it does not state what those injuries are.  While plaintiff surely would be damaged if its domain name "juno.com" is suspended, as of today, the domain name has not been suspended.  Thus, plaintiff has not lost business and its reputation has not suffered.  Conclusory allegations of damage are not enough to support a damage claim and certainly not enough to persuade this court to grant a new cause of action.  

The court does note that plaintiff may claim that it has incurred damage by having to spend money to bring this lawsuit.  However, the general rule in American law is that, unless otherwise indicated by statute, each party bears its own costs of litigation.  Therefore, the court finds that such harm is not enough to persuade the court to create a new cause of action.  

 In conclusion, given the circumstances of this case, the creation of an affirmative cause of action for trademark misuse is unnecessary.  If plaintiff's claim is meritorious, it has adequate remedies at its disposal.  As such, defendant's motion to dismiss Count II of plaintiff's complaint is granted.  

IV.   SECTION 43(a) OF THE LANHAM ACT  

 In Count III of its amended complaint, plaintiff claims that, through defendant's "use or 'warehousing' of the 'juno-online' domain name," Am. Compl. Para.81, defendant has violated Section 43(a) of the Lanham Act, which states that " [a]ny person who, on or in connection with any goods or services, or any container for goods, uses in commerce any word, term, name, symbol, or device" that "is likely to cause confusion or to deceive as to affiliation, connection, or association shall be liable in a civil action." 15 U.S.C.  Section 1125(a) (1994).  Defendant claims, however, that, because it has merely acquired the domain name and has not used it, plaintiff has failed to allege two essential requirements of a Section 43(a) claim: (1) that defendant caused goods and services to enter into commerce; and (2) that defendant used the domain name in commerce.  

The court finds defendant's first argument to be frivolous.  Defendant has cited the case of  Monoflo Int'l, Inc.  v.  Sahm, 726 F.  Supp.  121, 125 [ 13 USPQ2d 1823 ] (E.D.  Va.  1989) for the proposition that Section 43(a) requires that defendant "cause goods or services to enter into commerce." While this statement was true in 1989 when the  Monoflo  decision was handed down, the statute has subsequently been amended.  Today, the trademark violation need only be "in connection with any goods or services." 15 U.S.C.  Section 1125(a).  Defendant is no longer required actually to cause goods or services to be placed into the stream of commerce.  As such, defendant's argument is wholly without merit.  

The court, however, finds defendant's second argument to be persuasive.  To claim successfully a violation of Section 43(a), plaintiff must allege that defendant used the trademark in commerce. Id. "Use in commerce" is defined as "the bona fide use of a mark in the ordinary course of trade, and not made merely to reserve a right in a mark." Id. Section 1127 (emphasis added).  Defendant argues that the mere reservation of a right in the domain name "juno-online.com" is not enough to constitute "use" as defendant has merely reserved the right to use the mark.  

In its complaint, plaintiff does state that Juno Lighting's "use or 'warehousing' " of the domain name is false and misleading.  Am.  Compl.  Para.  81.  However, the conclusory statement that defendant "used" the domain name is insufficient.  "A complaint which consists of conclusory allegations unsupported by factual assertions fails even the liberal standard of Rule 12(b)(6)."  Palda v.  General Dynamics Corp.,  47 F.3d 872, 875 (7th Cir.  1995) (citations omitted).  Instead, plaintiff must offer some factual support in the complaint for a finding of "use." However, in the amended complaint, plaintiff does not allege that defendant ever created a web page for the domain name "juno-online.com".  In fact, in the amended complaint, plaintiff states that Juno Lighting "does not presently intend to become a provider of interactive advertising services." Am.  Compl.  Para.  74.  Furthermore, in plaintiff's brief, plaintiff states that Juno Lighting's web page is "non-existent," Pl.'s Mem.  in Opposition at 11, and admits that Juno Lighting did not use the domain name "juno-online.com" "in connection with its own business."  Id.   at 14.  The only factual allegation in the complaint relating to "use" is that defendant might be "warehousing" the domain name in hopes of reselling it or trading it to Juno Online.  

[2] Plaintiff does argue that the "warehousing" of the name would be enough under Section 43(a).  However, the "use in commerce" requirement would only be fulfilled if defendant were to use the Internet.   See Intermatic,  947 F.Supp.  at 1239-40.  The mere "warehousing" of the domain name is not enough to find that defendant placed the mark on goods or "used or displayed [the mark] in the sale or advertising of services" as required.  15 U.S.C.  Section 1127.  Since the complaint contains no factual allegation supporting an inference that defendant "used" the Internet, the court must dismiss Count III.  

V.   STATE LAW CLAIMS  

In Count IV of the amended complaint, plaintiff alleges that defendant's "bad faith acts constitute unfair competition and deceptive trade practices under the Illinois Deceptive Trade Practices Act, 815 ILCS 510/2, and the Illinois Consumer Fraud and Deceptive Business Practices Act, 815 ILCS 505/2." Am.  Compl.  Para.  86.  While plaintiff does not list the "acts" to which it is referring, based on the amended complaint, the court can only conceive of two "acts" that could possibly support plaintiff's claim: (1) defendant having obtained the domain name "juno-online.com"; and (2) defendant having sent NSI a letter requesting that it cancel Juno Online's domain name "juno.com".  Defendant argues that neither of these acts would support plaintiff's claims.  

[3] Under the Illinois Consumer Fraud and Deceptive Business Practice Act ("ICFA"), 815 ILCS 505/2 (West 1993), a person or corporation can be held liable for "unfair or deceptive acts or practices" used "in the conduct of any trade or commerce." According to the statute, " [t]he terms 'trade' and 'commerce' mean the advertising, offering for sale, sale, or distribution of any services and any property and any other article, commodity, or thing of value." 815 ILCS 505/1(f).  While the Internet can be used for advertising and offering products or services for sale, plaintiff's amended complaint does not allege that defendant used the domain name to set up a web site that would have deceived consumers.  In fact, plaintiff seems to have admitted otherwise in its brief.  Merely obtaining a domain name, without setting up a web site or e-mail service, is not enough to constitute "trade or commerce." Furthermore, sending a letter to NSI asserting rights to the trademark "juno" is also not the type of activity that comes under the definition of "trade or commerce." 

As for its claim under the Illinois Deceptive Trade Practices Act ("UDTPA"), 815 ILCS 510/2 (West 1993), plaintiff relies in its brief on two subsections of the Act, subsections two and five.  In relevant part, the Act states that: A person engages in a deceptive trade practice when, in the course of his business, vocation or occupation, he (2) causes likelihood of confusion or of misunderstanding as to the source, sponsorship, approval or certification of goods or services (5) represents that goods or services have sponsorship, approval, characteristics, ingredients, uses, benefits or qualities that they do not have or that a person has a sponsorship, approval, status, affiliation or connection that he does not have.  1 815 ILCS 510/2(2), (5).

[4] The Act also contains a catch-all provision making it illegal to "engage [] in any other conduct which similarly creates a likelihood of confusion or of misunderstanding." 815 ILCS 510/2(12).  It is clear from the language of the statute and the accompanying comments written by The National Conference of Commissioners on Uniform State Laws that the aim of this law is to prevent misrepresentation via trademark or advertising.  "Implicit (if not explicit) within the twelve enumerated subsections of Section 2 of the UDTPA is that for a violation to occur, the defendant must make some form of a representation (or do something) to the public (or a potential buyer) regarding a good or service."  Lynch Ford, Inc.  v.  Ford Motor Co., Inc., 957 F.  Supp.  142, 147 (N.D.  Ill.  1997).  The focus of this Act is on deception, see  Balsamo/Olson Group, Inc.  v.  Bradley Place Ltd.  Partnership, 950 F.  Supp.  896, 898 [ 42 USPQ2d 1092 ] (C.D.  Ill.  1997), and "the existence of a likelihood of confusion."  S Industries, Inc.  v.  GMI Holdings, Inc.,  No.  96 C 2232, 1996 WL 526792, at *3 (N.D.  Ill.  Sept.  12, 1996).  However, as already discussed, plaintiff does not allege that defendant actually created a web page under the domain name "juno-online.com".  Merely registering the domain name "juno-online.  com" does not create a likelihood of confusion and certainly does not amount to deception.  While the court is mindful of the fact that "a plaintiff need not prove actual confusion or misunderstanding," 815 ILCS 510/2 (emphasis added), plaintiff still must show a  likelihood  of confusion or misunderstanding.  Since defendant has not been accused of representing something to potential buyers or to the public,  see, Lynch, 957 F.  Supp.  at 147, the court cannot infer such a likelihood.  Furthermore, the letter to NSI certainly does not create such a likelihood.  Plaintiff has failed to state a claim under the UDTPA.  

The court notes that plaintiff has argued that defendant obtained the domain name "juno-online.com" in order to "extort concessions from Juno" during settlement.  Pl.'s Mem.  in Opposition at 12.  The court is mindful of the fact that this is a possible and reasonable inference from the pleadings.  However, it does not alter the fact that plaintiff has failed to state a claim in Counts III and IV.  While plaintiff may or may not be able to state a claim under a different theory of unfair competition, " [i]t is not the role of this court to research and construct the legal arguments open to parties, especially when they are represented by counsel."  Sanchez v.  Miller,  792 F.2d 694, 703 (7th Cir.  1986),  cert.  denied,  479 U.S.  1056, 107 S.  Ct.  933 (1987).  As such, the court must dismiss Counts III and IV of the complaint.  

VI.   MONETARY DAMAGES  

[5] Defendant requests that this court strike all claims of monetary relief, including punitive damages, asserted by plaintiff.  After dismissing Counts II, III, and IV, the only remaining claim, Count I, speaks in declaratory judgment.  "It is well-settled that the district court may grant monetary relief in declaratory judgment proceedings, even without a specific request."  Illinois Physicians,  675 F.2d at 158 (citing  Freed,  300 F.2d 395 (7th Cir.  1962)).  However, as discussed in Section III.B, plaintiff has not sufficiently alleged monetary damages.  Therefore, the court grants plaintiff's motion to strike all claims of monetary damages.  

The court also grants defendant's motion to strike plaintiff's claim for punitive damages.  Plaintiff has pointed to no statutory or common law authority that would permit a grant of punitive damages pursuant to Count I and the court has been unable to find such a grant of authority in its own search.  As such, the claim must be stricken.  Of course, this ruling does not affect plaintiff's ability to ask for sanctions pursuant to Rule 11 should it become apparent that defendant's claim of infringement and dilution is frivolous.  

VII.   CONCLUSION  

 Defendant's motion to dismiss Counts II, III, and IV of plaintiff's amended complaint is granted.  Judgment is entered in favor of defendant on Count II and the Court dismisses Counts III and IV.  Defendant's motion to strike plaintiff's prayer for monetary relief is also granted.  The court strikes all claims for monetary relief, including punitive damages, in plaintiff's amended complaint.  

IT IS SO ORDERED.  

Footnotes
Footnote 1.  More precisely, "juno" is the domain name, while "com" is the top level domain.  However, for purposes of this motion, the court will refer to "juno.com" as the domain name.  For a more detailed discussion on how the Internet works and the structure of domain names, see  Intermatic , 947 F.Supp.  at 1230-32.

Footnote 2.  Some of the facts contained in the domain name policy, which are only relevant to the motion to dismiss Count II, are not contained in the complaint.  As such, pursuant to Fed.  R.  Civ.  P.  12, the court treats defendant's motion to dismiss Count II as a motion for summary judgment pursuant to Fed.  R.  Civ.  P.  56.

Footnote 3.  The court reserves final judgment on whether cancellation of a trademark is a valid remedy for trademark misuse for a later date.
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This case presents two novel issues.  We are asked to apply existing rules of personal jurisdiction to conduct that occurred, in part, in "cyberspace." In addition, we are asked to interpret the Federal Trademark Dilution Act as it applies to the Internet.  

Panavision accuses Dennis Toeppen of being a "cyber pirate" who steals valuable trademarks and establishes domain names on the Internet using these trademarks to sell the domain names to the rightful trademark owners.  

The district court found that under the "effects doctrine," Toeppen was subject to personal jurisdiction in California.   Panavision International, L.P.  v.  Toeppen , 938 F.  Supp.  616, 620 (C.D.  Cal.  1996).  The district court then granted summary judgment in favor of Panavision, concluding that Toeppen's conduct violated the Federal Trademark Dilution Act of 1995, 15 U.S.C.  Section 1125(c), and the California Anti-dilution statute, California Business & Professions Code Section 14330.   Panavision International, L.P.  v.  Toeppen , 945 F.  Supp.  1296, 1306 [ 40 USPQ2d 1908 ] (C.D.  Cal.  1996).  

Toeppen appeals.  He argues that the district court erred in exercising personal jurisdiction over him because any contact he had with California was insignificant, emanating solely from his registration of domain names on the Internet, which he did in Illinois.  Toeppen further argues that the district court erred in granting summary judgment because his use of Panavision's trademarks on the Internet was not a commercial use and did not dilute those marks.  

We have jurisdiction under 28 U.S.C.  Section 1291 and we affirm.  The district court's exercise of jurisdiction was proper and comported with the requirements of due process. Toeppen did considerably more than simply register Panavision's trademarks as his domain names on the Internet.  He registered those names as part of a scheme to obtain money from Panavision.  Pursuant to that scheme, he demanded $13,000 from Panavision to release the domain names to it.  His acts were aimed at Panavision in California, and caused it to suffer injury there.  

We also conclude Panavision was entitled to summary judgment under the federal and state dilution statutes.  Toeppen made commercial use of Panavision's trademarks and his conduct diluted those marks.  

I BACKGROUND 

The Internet is a worldwide network of computers that enables various individuals and organizations to share information.  The Internet allows computer users to access millions of web sites and web pages.  A web page is a computer data file that can include names, words, messages, pictures, sounds, and links to other information.  

Every web page has its own web site, which is its address, similar to a telephone number or street address.  Every web site on the Internet has an identifier called a "domain name." The domain name often consists of a person's name or a company's name or trademark.  For example, Pepsi has a web page with a web site domain name consisting of the company name, Pepsi, and .com, the "top level" domain designation: Pepsi.com.1  

The Internet is divided into several "top level " domains: .edu for education; .org for organizations; .gov for government entities; .net for networks; and .com for "commercial" which functions as the catchall domain for Internet users.  

Domain names with the .com designation must be registered on the Internet with Network Solutions, Inc.  ("NSI").  NSI registers names on a first-come, first-served basis for a $100 registration fee.  NSI does not make a determination about a registrant's right to use a domain name.  However, NSI does require an applicant to represent and warrant as an express condition of registering a domain name that (1) the applicant's statements are true and the applicant has the right to use the requested domain name; (2) the "use or registration of the domain name does not interfere with or infringe the rights of any third party in any jurisdiction with respect to trademark, service mark, trade name, company name or any other intellectual property right"; and (3) the applicant is not seeking to use the domain name for any unlawful purpose, including unfair competition.  

 A domain name is the simplest way of locating a web site.  If a computer user does not know a domain name, she can use an Internet "search engine." To do this, the user types in a key word search, and the search will locate all of the web sites containing the key word.  Such key word searches can yield hundreds of web sites.  To make it easier to find their web sites, individuals and companies prefer to have a recognizable domain name.  

 Panavision holds registered trademarks to the names "Panavision" and "Panaflex" in connection with motion picture camera equipment.  Panavision promotes its trademarks through motion picture and television credits and other media advertising.  

 In December 1995, Panavision attempted to register a web site on the Internet with the domain name Panavision.com.  It could not do that, however, because Toeppen had already established a web site using Panavision's trademark as his domain name.  Toeppen's web page for this site displayed photographs of the City of Pana, Illinois.  

 On December 20, 1995, Panavision's counsel sent a letter from California to Toeppen in Illinois informing him that Panavision held a trademark in the name Panavision and telling him to stop using that trademark and the domain name Panavision.com.  Toeppen responded by mail to Panavision in California, stating he had the right to use the name Panavision.com on the Internet as his domain name.  Toeppen stated: 

 If your attorney has advised you otherwise, he is trying to screw you.  He wants to blaze new trails in the legal frontier at your expense.  Why do you want to fund your attorney's purchase of a new boat (or whatever) when you can facilitate the acquisition of 'PanaVision.com' cheaply and simply instead? 

 Toeppen then offered to "settle the matter" if Panavision would pay him $13,000 in exchange for the domain name.  Additionally, Toeppen stated that if Panavision agreed to his offer, he would not "acquire any other Internet addresses which are alleged by Panavision Corporation to be its property." 

After Panavision refused Toeppen's demand, he registered Panavision's other trademark with NSI as the domain name Panaflex.com.  Toeppen's web page for Panaflex.com simply displays the word "Hello." 

 Toeppen has registered domain names for various other companies including Delta Airlines, Neiman Marcus, Eddie Bauer, Lufthansa, and over 100 other marks.  Toeppen has attempted to "sell" domain names for other trademarks such as intermatic.com to Intermatic, Inc.  for $10,000 and american standard.com to American Standard, Inc.  for $15,000.  

Panavision filed this action against Toeppen in the District Court for the Central District of California.  Panavision alleged claims for dilution of its trademark under the Federal Trademark Dilution Act of 1995, 15 U.S.C.  Section 1125(c), and under the California Anti-dilution statute, California Business and Professions Code Section 14330.  Panavision alleged that Toeppen was in the business of stealing trademarks, registering them as domain names on the Internet and then selling the domain names to the rightful trademark owners.  The district court determined it had personal jurisdiction over Toeppen, and granted summary judgment in favor of Panavision on both its federal and state dilution claims.  This appeal followed.  

II DISCUSSION 

A.  Personal Jurisdiction 

A district court's determination that personal jurisdiction can properly be exercised is a question of law reviewable de novo when the underlying facts are undisputed.   Fireman's Fund Ins.  Co.  v.  National Bank of Coops.  , 103 F.3d 888, 893 (9th Cir.  1996).  A district court's factual findings regarding jurisdiction are reviewed for clear error.   Adler v.  Federal Rep.  of Nig.  , 107 F.3d 720, 723 (9th Cir.  1997).  

There is no applicable federal statute governing personal jurisdiction in this case.  Accordingly, we apply the law of California, the state in which the district court sits.   Core-Vent Corp.  v.  Nobel Industries AB , 11 F.3d 1482, 1484 (9th Cir.  1993).  California's long- arm statute permits a court to exercise personal jurisdiction over a defendant to the extent permitted by the Due Process Clause of the Constitution.  Cal.  Code Civ.  P.  Section 410.10;  Gordy v.  Daily News, L.P.  , 95 F.3d 829, 831 (9th Cir.  1996).  The issue we address, therefore, is whether the requirements of due process are satisfied by the district court's exercise of personal jurisdiction over Toeppen.   Core-Vent , 11 F.3d at 1484.  

Personal jurisdiction may be founded on either general jurisdiction or specific jurisdiction.  

1.  General Jurisdiction General jurisdiction exists when a defendant is domiciled in the forum state or his activities there are "substantial" or "continuous and systematic.  "Helicopteros Nacionales de Colombia, S.A.  v.  Hall , 466 U.S.  408, 414-16 (1984).  The district court correctly concluded that it did not have general jurisdiction over Toeppen.  Toeppen is domiciled in Illinois and his activities in California are not substantial or continuous and systematic.  See Toeppen, 938 F.  Supp.  at 620.  

2.  Specific Jurisdiction We apply a three-part test to determine if a district court may exercise specific jurisdiction: 

(1) The nonresident defendant must do some act or consummate some transaction with the forum or per form some act by which he purposefully avails him self of the privilege of conducting activities in the forum, thereby invoking the benefits and protections of its laws; (2) the claim must be one which arises out of or results from the defendant's forum-related activities; and (3) exercise of jurisdiction must be reasonable.  

Omeluk v.  Langsten Slip & Batbyggeri A/S , 52 F.3d 267, 270 (9th Cir.  1995) (quotation omitted).  

The first of these requirements is purposeful availment.  

a.  Purposeful Availment 

The purposeful availment requirement ensures that a nonresident defendant will not be haled into court based upon "random, fortuitous or attenuated" contacts with the forum state.   Burger King Corp.  v.  Rudzewicz , 471 U.S.  462, 475 (1985).  This requirement is satisfied if the defendant "has taken deliberate action" toward the forum state.   Ballard v.  Savage , 65 F.3d 1495, 1498 (9th Cir.  1995).  It is not required that a defendant be physically present or have physical contacts with the forum, so long as his efforts are "purposefully directed" toward forum residents.   Id.   

i.  Application to the Internet 

Applying principles of personal jurisdiction to conduct in cyberspace is relatively new.  "With this global revolution looming on the horizon, the development of the law concerning the permissible scope of personal jurisdiction based on Internet use is in its infant stages.  The cases are scant."  Zippo Mfg.  Co.  v.  Zippo Dot Com, Inc., 952 F.  Supp. 1119, 1123 [ 42 USPQ2d 1062 ] (W.D.  Pa.  1997).  We have, however, recently addressed the personal availment aspect of personal jurisdiction in a case involving the Internet.  See Cybersell, Inc.  v.  Cybersell, Inc., 130 F.3d 414 [ 44 USPQ2d 1928 ] (9th Cir.  1997).  

In Cybersell , an Arizona corporation, Cybersell, Inc. ("Cybersell AZ"), held a registered servicemark for the name Cybersell.  A Florida corporation, Cybersell, Inc.  ("Cybersell FL"), created a web site with the domain name cybsell.com.  The web page had the word "Cybersell" at the top and the phrase, "Welcome to Cybersell!"  Id. at 415.  Cybersell AZ claimed that Cybersell FL infringed its registered trademark and brought an action in the district court in Arizona.  We held the Arizona court could not exercise personal jurisdiction over Cybersell FL, because it had no contacts with Arizona other than maintaining a web page accessible to anyone over the Internet.   Id.   at 419-420.  

In reaching this conclusion in Cybersell, we carefully reviewed cases from other circuits regarding how personal jurisdiction should be exercised in cyberspace.  We concluded that no court had ever held that an Internet advertisement alone is sufficient to subject a party to jurisdiction in another state. Id. at 418.  In each case where personal jurisdiction was exercised, there had been "something more" to "indicate that the defendant purposefully (albeit electronically) directed his activity in a substantial way to the forum state.  "  Id.   Cybersell FL had not done this, and the district court could not exercise personal jurisdiction over it.  

Personal jurisdiction was properly exercised, however, in  CompuServe, Inc.  v.  Patterson , 89 F.3d 1257 [ 39 USPQ2d 1502 ] (6th Cir.  1996).  There, the Sixth Circuit held that a Texas resident who had advertised his product via a computer information service, CompuServe, located in Ohio, was subject to personal jurisdiction in Ohio.  The court found that the Texas resident had taken direct actions that created a connection with Ohio.   Id.   at 1264.  He subscribed to CompuServe, he loaded his software onto the CompuServe system for others to use, and he advertised his software on the CompuServe system.   Id.  

In the present case, the district court's decision to exercise personal jurisdiction over Toeppen rested on its determination that the purposeful availment requirement was satisfied by the "effects doctrine." That doctrine was not applicable in our  Cybersell case.  There, we said: "Likewise unpersuasive is Cybersell AZ's reliance on  Panavision International v.  Toeppen, 938 F.  Supp.  616 [ 40 USPQ2d 1908 ] (C.D.  Cal.  1996), [the district court's published opinion in this case], where the court found the 'purposeful availment' prong satisfied by the effects felt in California, the home state of Panavision, from Toeppen's alleged out-of-state scheme to register domain names using the trademarks of California companies, including Panavision, for the purpose of extorting fees from them.  Again, there is nothing analogous about Cybersell FL's conduct."  Cybersell , 130 F.3d at 420 n.6.  

 Our reference in  Cybersell to "the effects felt in California" was a reference to the effects doctrine.  

ii.  The Effects Doctrine 

[1] In tort cases, jurisdiction may attach if the defendant's conduct is aimed at or has an effect in the forum state.   Ziegler v.  Indian River County , 64 F.3d 470, 473 (9th Cir.  1995);  see Calder v.  Jones , 465 U.S.  783 (1984) (establishing an "effects test" for intentional action aimed at the forum state).  Under  Calder , personal jurisdiction can be based upon: "(1) intentional actions (2) expressly aimed at the forum state (3) causing harm, the brunt of which is suffered -- and which the defendant knows is likely to be suffered -- in the forum state."  Core-Vent Corp.  v.  Nobel Industries AB , 11 F.3d 1482, 1486 (9th Cir.  1993).  

As the district court correctly stated, the present case is akin to a tort case.   Panavision , 938 F.  Supp.  at 621;  see also Ziegler , 64 F.3d at 473 (application of the purposeful availment prong differs depending on whether the underlying claim is a tort or contract claim).  Toeppen purposefully registered Panavision's trademarks as his domain names on the Internet to force Panavision to pay him money.   Panavision , 938 F.  Supp.  at 621.  The brunt of the harm to Panavision was felt in California.  Toeppen knew Panavision would likely suffer harm there because, although at all relevant times Panavision was a Delaware limited partnership, its principal place of business was in California, and the heart of the theatrical motion picture and television industry is located there.   Id.   at 621-622.  

The harm to Panavision is similar to the harm to the Indianapolis Colts football team in  Indianapolis Colts, Inc.  v.  Metropolitan Baltimore Football Club Ltd.  Partnership , 34 F.3d 410 [ 31 USPQ2d 1811 ] (7th Cir.  1994).  There, the Indianapolis Colts brought a trademark infringement action in the district court in Indiana against the Canadian Football League's new team, the "Baltimore CFL Colts."  Id.   at 411.  The Seventh Circuit held that the Baltimore CFL Colts team was subject to personal jurisdiction in Indiana even though its only activity directed toward Indiana was the broadcast of its games on nationwide cable television.   Id.   Because the Indianapolis Colts used their trademarks in Indiana, any infringement of those marks would create an injury which would be felt mainly in Indiana, and this, coupled with the defendant's "entry" into the state by the television broadcasts, was sufficient for the exercise of personal jurisdiction.   Id.   

Toeppen argues he has not directed any activity toward Panavision in California, much less "entered" the state.  He contends that all he did was register Panavision's trademarks on the Internet and post web sites using those marks; if this activity injured Panavision, the injury occurred in cyberspace.2  

[2] We agree that simply registering someone else's trademark as a domain name and posting a web site on the Internet is not sufficient to subject a party domiciled in one state to jurisdiction in another.   Cybersell, 130 F.3d at 418.  As we said in  Cybersell, there must be "something more" to demonstrate that the defendant directed his activity toward the forum state. Id.  Here, that has been shown.  Toeppen engaged in a scheme to register Panavision's trademarks as his domain names for the purpose of extorting money from Panavision.  His conduct, as he knew it likely would, had the effect of injuring Panavision in California where Panavision has its principal place of business and where the movie and television industry is centered.3  Under the "effects test," the purposeful availment requirement necessary for specific, personal jurisdiction is satisfied.  

 b.  Defendant's Forum-Related Activities 

 The second requirement for specific, personal jurisdiction is that the claim asserted in the litigation arises out of the defendant's forum related activities.  Ziegler, 64 F.3d at 474.  We must determine if the plaintiff Panavision would not have been injured "but for" the defendant Toeppen's conduct directed toward Panavision in California.   See Ballard, 65 F.3d at 1500.  

[3] This requirement is satisfied.  Toeppen's registration of Panavision's trademarks as his own domain names on the Internet had the effect of injuring Panavision in California.  But for Toeppen's conduct, this injury would not have occurred.  Panavision's claims arise out of Toeppen's California-related activities.  

 c.  Reasonableness 

Even if the first two requirements are met, in order to satisfy the Due Process Clause, the exercise of personal jurisdiction must be reasonable.   Ziegler , 64 F.3d at 474-75.  For jurisdiction to be reasonable, it must comport with "fair play and substantial justice."  Burger King , 471 U.S.  at 476.  " [W]here a defendant who purposefully has directed his activities at forum residents seeks to defeat jurisdiction, he must present a compelling case that the presence of some other considerations would render jurisdiction unreasonable."  Core-Vent , 11 F.3d at 1487 (citing  Burger King , 471 U.S.  at 476-77).  

 As we have said, Toeppen purposefully directed his activities at Panavision in California.  This placed the burden on him to "present a compelling case that the presence of some other considerations would render jurisdiction unreasonable."  Id.   

 In addressing the question of reasonableness, we consider seven factors: (1) the extent of a defendant's purposeful interjection; (2) the burden on the defendant in defending in the forum; (3) the extent of conflict with the sovereignty of the defendant's state; (4) the forum state's interest in adjudicating the dispute; (5) the most efficient judicial resolution of the controversy; (6) the importance of the forum to the plaintiff's interest in convenient and effective relief; and (7) the existence of an alternative forum.   Burger King , 471 U.S.  at 476-77.  No one factor is dispositive; a court must balance all seven.   Core-   Vent , 11 F.3d at 1488.  

[4] The district court found that Toeppen had not presented a compelling case that jurisdiction was unreasonable.   Panavision, 938 F.  Supp.  at 622.  We agree.  The balance of the  Burger King factors which we articulated in  Core-Vent  tips in favor of the exercise of personal jurisdiction.  

 i.  Purposeful Interjection 

 "Even if there is sufficient 'interjection' into the state to satisfy the purposeful availment prong, the degree of interjection is a factor to be weighed in assessing the overall reasonableness of jurisdiction under the reasonableness prong."  Core-Vent, 11 F.3d at 1488 (citing  Insurance Company of North America v.  Marina Salina Cruz , 649 F.2d 1266, 1271 (9th Cir.  1981)).  Here, the degree of interjection was substantial.  

 Toeppen's acts were aimed at Panavision in California.  He registered Panavision's trademarks as his domain names, knowing that this would likely injure Panavision in California.  In addition, he sent a letter to Panavision in California demanding $13,000 to release his registration of Panavision.  com.  The purposeful interjection factor weighs strongly in favor of the district court's exercise of personal jurisdiction.  

 ii.  Defendant's Burden in Litigating 

 A defendant's burden in litigating in the forum is a factor in the assessment of reasonableness, but unless the "inconvenience is so great as to constitute a deprivation of due process, it will not overcome clear justifications for the exercise of jurisdiction."  Caruth v.  International Psychoanalytical Ass'n , 59 F.3d 126, 128-29 (9th Cir.  1995) (citing  Roth v.  Garcia Marquez , 942 F.2d 617, 623 (9th Cir.  1991)).  

 The burden on Toeppen as an individual living in Illinois to litigate in California is significant, but the inconvenience is not so great as to deprive him of due process.  As the district court stated, " 'in this era of fax machines and discount air travel' requiring Toeppen to litigate in California is not constitutionally unreasonable."  Panavision , 938 F.  Supp.  at 622 (quoting  Sher v.  Johnson , 911 F.2d 1357, 1365 (9th Cir.  1990)).  

 iii.  Sovereignty 

 This factor concerns the extent to which the district court's exercise of jurisdiction in California would conflict with the sovereignty of Illinois, Toeppen's state of domicile.   Core-Vent , 11 F.3d at 1489.  Such a conflict is not a concern in this case.  The allegations in support of Panavision's state law claim and those in support of its federal claim under the Trademark Dilution Act require the same analysis.  The federal analysis would be the same in either Illinois or California.  In this circumstance, the exercise of jurisdiction by a federal court in California does not implicate sovereignty concerns of Illinois.  

 iv.  Forum State's Interest 

 "California maintains a strong interest in providing an effective means of redress for its residents tortiously injured."  Gordy v.  Daily News, L.P.  , 95 F.3d 829, 836 (9th Cir.  1996) (citing  Sinatra v.  National Enquirer, Inc.  , 854 F.2d 1191, 1200 (9th Cir.  1988)).  Panavision's principal place of business is in California.  This factor weighs in Panavision's favor.  

 v.  Efficient Resolution 

 This factor focuses on the location of the evidence and witnesses.   Caruth, 59 F.3d at 129.  It is no longer weighed heavily given the modern advances in communication and transportation.   Id.   In any event, due to the limited amount of evidence and few potential witnesses in the present litigation, this factor is probably neutral.  

 vi.  Convenient & Effective Relief for Plaintiff 

 In evaluating the convenience and effectiveness of relief for the plaintiff, we have given little weight to the plaintiff's inconvenience.   Ziegler , 64 F.3d at 476.  It may be somewhat more costly and inconvenient for Panavision to litigate in another forum, but the burden on Panavision is relatively slight.  This factor is essentially neutral, perhaps weighing slightly in Toeppen's favor.  

 vii.  Alternative Forum 

 Panavision has not demonstrated the unavailability of an alternative forum.  In this case, Illinois is an alternative forum.  As stated above, it may be more costly and inconvenient for Panavision to litigate in Illinois, but this is not an unreasonable burden.  This factor weighs in Toeppen's favor.  

 In balancing the  Burger King factors, we conclude that although some factors weigh in Toeppen's favor, he failed to present a compelling case that the district court's exercise of jurisdiction in California would be unreasonable.  

 We conclude that all of the requirements for the exercise of specific, personal jurisdiction are satisfied.  The district court properly exercised personal jurisdiction over Toeppen.  We next consider the district court's summary judgment in favor of Panavision on its trademark dilution claims.  

B.  Trademark Dilution Claims 

 The Federal Trademark Dilution Act provides: 

The owner of a famous mark shall be entitled to an injunction against another person's commercial use in commerce of a mark or trade name, if such use begins after the mark has become famous and causes dilution of the distinctive quality of the mark.

15 U.S.C.  Section 1125(c).  

The California Anti-dilution statute is similar.  See Cal.  Bus. & Prof. Code Section 14330.  It prohibits dilution of "the distinctive quality" of a mark regardless of competition or the likelihood of confusion.  The protection extends only to strong and well recognized marks.  Panavision's state law dilution claim is subject to the same analysis as its federal claim.  

In order to prove a violation of the Federal Trademark Dilution Act, a plaintiff must show that (1) the mark is famous; (2) the defendant is making a commercial use of the mark in commerce; (3) the defendant's use began after the mark became famous; and (4) the defendant's use of the mark dilutes the quality of the mark by diminishing the capacity of the mark to identify and distinguish goods and services.  15 U.S.C.  Section 1125(c).  

Toeppen does not challenge the district court's determination that Panavision's trademark is famous, that his alleged use began after the mark became famous, or that the use was in commerce.  Toeppen challenges the district court's determination that he made "commercial use" of the mark and that this use caused "dilution" in the quality of the mark.  

 1.  Commercial Use 

 Toeppen argues that his use of Panavision's trademarks simply as his domain names cannot constitute a commercial use under the Act.  Case law supports this argument.   See Panavision International, L.P.  v.  Toeppen , 945 F.  Supp.  1296, 1303 [ 40 USPQ2d 1908 ] (C.D.  Cal.  1996) ("Registration of a trade [mark] as a domain name, without more, is not a commercial use of the trademark and therefore is not within the prohibitions of the Act.");  Academy of Motion Picture Arts & Sciences v.  Network Solutions, Inc. , ____ F.  Supp. ____, 1997 WL 810472 [ 45 USPQ2d 1463 ] (C.D.  Cal.  Dec.  22, 1997) (the mere registration of a domain name does not constitute a commercial use);  Lockheed Martin Corp.  v.  Network Solutions, Inc.  , 985 F.  Supp.  949 [ 44 USPQ2d 1865 ] (C.D.  Cal.  1997) (NSI's acceptance of a domain name for registration is not a commercial use within the meaning of the Trademark Dilution Act).  

 Developing this argument, Toeppen contends that a domain name is simply an address used to locate a web page.  He asserts that entering a domain name on a computer allows a user to access a web page, but a domain name is not associated with information on a web page.  If a user were to type Panavision.com as a domain name, the computer screen would display Toeppen's web page with aerial views of Pana, Illinois.  The screen would not provide any information about "Panavision," other than a "location window " which displays the domain name.  Toeppen argues that a user who types in Panavision.com, but who sees no reference to the plaintiff Panavision on Toeppen's web page, is not likely to conclude the web page is related in any way to the plaintiff, Panavision.  

[5] Toeppen's argument misstates his use of the Panavision mark.  His use is not as benign as he suggests.  Toeppen's "business" is to register trademarks as domain names and then sell them to the rightful trademark owners.  He "act [s] as a 'spoiler,' preventing Panavision and others from doing business on the Internet under their trademarked names unless they pay his fee."  Panavision, 938 F.  Supp.  at 621.  This is a commercial use.   See Intermatic Inc.  v.  Toeppen , 947 F.  Supp.  1227, 1230 [ 40 USPQ2d 1412, 41 USPQ2d 1223] (N.D.  Ill.  1996) (stating that " [o]ne of Toeppen's business objectives is to profit by the resale or licensing of these domain names, presumably to the entities who conduct business under these names.").  

As the district court found, Toeppen traded on the value of Panavision's marks.  So long as he held the Internet registrations, he curtailed Panavision's exploitation of the value of its trademarks on the Internet, a value which Toeppen then used when he attempted to sell the Panavision.com domain name to Panavision.  

In a nearly identical case involving Toeppen and Intermatic Inc., a federal district court in Illinois held that Toeppen's conduct violated the Federal Trademark Dilution Act.   Intermatic , 947 F.  Supp.  at 1241.  There, Intermatic sued Toeppen for registering its trademark on the Internet as Toeppen's domain name, intermatic.com.  It was "conceded that one of Toeppen's intended uses for registering the Intermatic mark was to eventually sell it back to Intermatic or to some other party."  Id.   at 1239.  The court found that "Toeppen's intention to arbitrage the 'intermatic.com' domain name constitute [d] a commercial use."  Id.    See also Teletech Customer Care Management, Inc.  v.  Tele-Tech Co.  , 977 F.  Supp.  1407 [ 42 USPQ2d 1913 ] (C.D.  Cal.  1997) (granting a preliminary injunction under the Trademark Dilution Act for use of a trademark as a domain name).  

Toeppen's reliance on  Holiday Inns, Inc.  v.  800 Reservation, Inc.  , 86 F.3d 619 [ 39 USPQ2d 1181 ] (6th Cir.  1996),  cert.  denied, 117 S.  Ct.  770 (1997) is misplaced.  In  Holiday Inns , the Sixth Circuit held that a company's use of the most commonly  misdialed number for Holiday Inns' 1-800 reservation number was not trademark infringement.   Holiday Inns is distinguishable.  There, the defendant did not use Holiday Inns' trademark.  Rather, the defendant selected the most commonly misdialed telephone number for Holiday Inns and attempted to capitalize on consumer confusion.  

A telephone number, moreover, is distinguishable from a domain name because a domain name is associated with a word or phrase.  A domain name is similar to a "vanity number" that identifies its source.  Using Holiday Inns as an example, when a customer dials the vanity number "1-800Holiday," she expects to contact Holiday Inns because the number is associated with that company's trademark.  A user would have the same expectation typing the domain name HolidayInns.com.  The user would expect to retrieve Holiday Inns' web page.4  

Toeppen made a commercial use of Panavision's trademarks.  It does not matter that he did not attach the marks to a product.  Toeppen's commercial use was his attempt to sell the trademarks themselves.5  Under the Federal Trademark Dilution Act and the California Anti-dilution statute, this was sufficient commercial use. 

2.  Dilution 

"Dilution" is defined as "the lessening of the capacity of a famous mark to identify and distinguish goods or services, regardless of the presence or absence of (1) competition between the owner of the famous mark and other parties, or (2) likelihood of confusion, mistake or deception." 15 U.S.C.  Section 1127.6  

Trademark dilution on the Internet was a matter of Congressional concern.  Senator Patrick Leahy (D-Vt.) stated: 

[I]t is my hope that this anti-dilution statute can help stem the use of deceptive Internet addresses taken by those who are choosing marks that are associated with the products and reputations of others.  

141 Cong.  Rec.  Section 19312-01 (daily ed.  Dec.  29, 1995) (statement of Sen.  Leahy).   See also Teletech Customer Care Management, Inc.  v.  Tele-Tech Co., Inc., 977 F.  Supp. 1407, 1413 [ 42 USPQ2d 1913 ] (C.D.  Cal.  1997).  

To find dilution, a court need not rely on the traditional definitions such as "blurring" and "tarnishment." 7  Indeed, in concluding that Toeppen's use of Panavision's trademarks diluted the marks, the district court noted that Toeppen's conduct varied from the two standard dilution theories of blurring and tarnishment.   Panavision, 945 F.  Supp. at 1304.  The court found that Toeppen's conduct diminished "the capacity of the Panavision marks to identify and distinguish Panavision's goods and services on the Internet."  Id.    See also Intermatic , 947 F. Supp. at 1240 (Toeppen's registration of the domain name, "lessens the capacity of Intermatic to identify and distinguish its goods and services by means of the Internet.").  

This view is also supported by  Teletech . There, TeleTech Customer Care Management Inc., ("TCCM"), sought a preliminary injunction against Tele-Tech Company for use of TCCM's registered service mark, "TeleTech," as an Internet domain name.  Teletech , 977 F.  Supp.  at 1410.  The district court issued an injunction, finding that TCCM had demonstrated a likelihood of success on the merits on its trademark dilution claim.   Id.   at 1412.  The court found that TCCM had invested great resources in promoting its servicemark and Teletech's registration of the domain name teletech.com on the Internet would most likely dilute TCCM's mark.   Id.  at 1413. 

Toeppen argues he is not diluting the capacity of the Panavision marks to identify goods or services.  He contends that even though Panavision cannot use Panavision.  com and Panaflex.com as its domain name addresses, it can still promote its goods and services on the Internet simply by using some other "address" and then creating its own web page using its trademarks.  

[6] We reject Toeppen's premise that a domain name is nothing more than an address.  A significant purpose of a domain name is to identify the entity that owns the web site.8  "A customer who is unsure about a company's domain name will often guess that the domain name is also the company's name."  Cardservice Int'l v.  McGee , 950 F.  Supp.  737, 741 [ 42 USPQ2d 1850 ] (E.D.  Va.  1997).  " [A] domain name mirroring a corporate name may be a valuable corporate asset, as it facilitates communication with a customer base."  MTV Networks, Inc.  v.  Curry , 867 F.  Supp.  202, 203-204 n.2 (S.D.N.Y.  1994).  

Using a company's name or trademark as a domain name is also the easiest way to locate that company's web site.  Use of a "search engine" can turn up hundreds of web sites, and there is nothing equivalent to a phone book or directory assistance for the Internet.   See Cardservice , 950 F.  Supp.  at 741.  

Moreover, potential customers of Panavision will be discouraged if they cannot find its web page by typing in " Panavision.com," but instead are forced to wade through hundreds of web sites.  This dilutes the value of Panavision's trademark.  We echo the words of Judge Lechner, quoting Judge Wood: "Prospective users of plaintiff's services who mistakenly access defendant's web site may fail to continue to search for plaintiff's own home page, due to anger, frustration or the belief that plaintiff's home page does not exist."  Jews for Jesus v.  Brodsky, ____ F.  Supp.  ____, No.  CIV A.  98-274 (AJL), 1998 WL 111676 (D.N.J., Mar.  6, 1998) at *22 (Lechner, J., quoting Wood, J.  in  Planned Parenthood , 1997 WL 133313 at *4);  see also Teletech, 977 F.  Supp.  at 1410 (finding that use of a search engine can generate as many as 800 to 1000 matches and it is "likely to deter web browsers from searching for Plaintiff's particular web site").  

Toeppen's use of Panavision.com also puts Panavision's name and reputation at his mercy.   See Intermatic, 947 F.  Supp.  at 1240 ("If Toeppen were allowed to use'intermatic.  com,' Intermatic's name and reputation would be at Toeppen's mercy and could be associated with an unimaginable amount of messages on Toeppen's web page.").  

We conclude that Toeppen's registration of Panavision's trademarks as his domain names on the Internet diluted those marks within the meaning of the Federal Trademark Dilution Act, 15 U.S.C.  Section 1125(c), and the California Antidilution statute, Cal.Bus.  & Prof.  Code Section 14330.  

III CONCLUSION 

Toeppen engaged in a scheme to register Panavision's trademarks as his domain names on the Internet and then to extort money from Panavision by trading on the value of those names.  Toeppen's actions were aimed at Panavision in California and the brunt of the harm was felt in California.  The district court properly exercised personal jurisdiction over Toeppen.  

We also affirm the district court's summary judgment in favor of Panavision under the Federal Trademark Dilution Act, 15 U.S.C.  Section 1125(c), and the California Anti- dilution statute, Cal.Bus.  & Prof.  Code Section 14330.  Toeppen made commercial use of Panavision's trademarks and his conduct diluted those marks.  

AFFIRMED.  

Footnotes
Footnote 1.  We use the arrow keys ( ) to set out a domain name or a web site.  These arrows are not part of the name or the site.  

Footnote 2.  In a subset of this argument, Toeppen contends that a large organization such as Panavision does not suffer injury in one location.  See Cybersell , 130 F.3d at 420 (A corporation "does not suffer harm in a particular geographic location in the same sense that an individual does.")  However, in  Core-Vent , we stated that  Calder v.  Jones , 465 U.S.  783 (1984), does not preclude a determination that a corporation suffers the brunt of harm in its principal place of business.  Core-Vent , 11 F.3d at 1487.  Panavision was previously a limited partnership and is now a corporation.  Under either form of business organization, however, the brunt of the harm suffered by Panavision was in the state where it maintained its principal place of business, California.  

Footnote 3.  We discuss the nature of Panavision's injury in following Part B.  

Footnote 4.  See Carl Oppedahl,  Analysis and Suggestions Regarding NSI Domain Name Trademark Dispute Policy , 7 Fordham Intell.  Prop.  Media & Ent.  L.J.  73 (1996).  Once the domain name system was established, "nobody would have expected xerox.com to map to anything but the Xerox corporation."  Id.   at 95. 

Footnote 5.   See Boston Pro.  Hockey Assoc., Inc.  v.  Dallas Cap & Emblem Mfg., Inc.  , 510 F.2d 1004 [ 185 USPQ 364 ] (1975), which involved the sale of National Hockey League logos.  The defendant was selling the logos themselves, unattached to a product (such as a hat or sweatshirt).  The court stated: "The difficulty with this case stems from the fact that a reproduction of the trademark itself is being sold, unattached to any other goods or services."  Id.   at 1010.  The court concluded that trademark law should protect the trademark itself.  "Although our decision here may slightly tilt the trademark laws from the purpose of protecting the public to the protection of the business interests of plaintiffs, we think that the two become intermeshed."  Id.   at 1011. "Whereas traditional trademark law sought primarily to protect consumers, dilution laws place more emphasis on protecting the investment of the trademark owners."  Panavision, 945 F.  Supp.  at 1301.  

Footnote 6.  The Lanham Act, 15 U.S.C.  Section 1127, provides definitions for the Trademark Dilution Act, 15 U.S.C.  Section 1125(c).  

Footnote 7.  Blurring occurs when a defendant uses a plaintiff's trademark to identify the defendant's goods or services, creating the possibility that the mark will lose its ability to serve as a unique identifier of the plaintiff's product.   Ringling Bros.-Barnum & Bailey, Combined Shows, Inc.  v.  B.E.  Windows, Corp.  , 937 F.  Supp.  204, 209 [ 40 USPQ2d 1010 ] (S.D.N.Y.  1996) (citing  Deere & Co.  v.  MTD Prods., Inc.  , 41 F.3d 39, 43 [ 32 USPQ2d 1936 ] (2d.  Cir.  1994)); Thomas McCarthy,  McCarthy on Trademarks and Unfair Competition, Section 24:68 at 24-111 (4th ed.  1997);  see also Ringling Bros.-Barnum & Bailey Combined Shows, Inc.  v.  Utah Div.  of Travel Development, 955 F.  Supp.  605, 614-15 [ 42 USPQ2d 1161 ] (E.D.  Va.  1997) (discussing the inadequacies of current definitions of blurring and determining that blurring requires consumers to mistakenly associate a defendant's mark with a plaintiff's famous trademark).   Tarnishment occurs when a famous mark is improperly associated with an inferior or offensive product or service.   McCarthy , Section 24:104 at 24-172 to 173;  Ringling Bros.  , 937 F.  Supp.  at 209 (citing  Hormel Foods Corp.  v.  Jim Henson Prods., Inc.  , 73 F.3d 497, 506 [ 37 USPQ2d 1516 ] (2d.  Cir.  1996)).  

Footnote 8.  This point was made in a recent legal periodical: 

The domain name serves a dual purpose.  It marks the location of the site within cyberspace, much like a postal address in the real world, but it may also indicate to users some information as to the content of the site, and, in instances of well-known trade names or trademarks, may provide information as to the origin of the contents of the site.  

Peter Brown,  New Issues in Internet Litigation,  17th Annual Institute on Computer Law: The Evolving Law of the Internet-Commerce, Free Speech, Security, Obscenity and Entertainment, 471 Prac.  L.  Inst.  151 (1997).
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Academy of Motion Picture Arts and Sciences v. Network Solutions Inc. 

45 USPQ2d 1463 (C.D.Calf 1997)
Decided December 11, 1997

Opinion By: Waters, S.J.  

BACKGROUND: 

This case came before the Court for oral argument on a preliminary injunction motion on November 12, 1997, the Honorable Laughlin E.  Waters, Senior United States District Court Judge presiding.  The Court, having taken the matter under submission following oral argument, now issues its formal order.  

Facts: 

Network Solutions, Inc.  ("Network Solutions") is a private company which performs the function of registering Internet domain names.  1 It is currently under contract with the National Science Foundation ("NSF") and is the leading registrar of domain names.  It is the only organization which is permitted to register domain names ending in ".com", ".org", ".net", ".edu" or ".gov." It registers over 100,000 new domain names each month -- approximately one every 20 seconds.  The process of registration is quite simple.  A person seeking to register a domain name contacts Network Solutions by computer and enters the name sought to be registered.  The name is then compared with all of the existing domain names in Network Solutions' database.  If the name entered has not already been assigned to somebody else, and if it is not screened out because it matches words found by Network Solutions to be obscene or restricted in use by federal statute (  e.g.  , "NASA"), Network Solutions will register the domain name to the individual or entity seeking registration.  The whole process is generally completed without human intervention.  In addition to registering domain names.  Network Solutions also maintains a database which keeps track of who owns each domain name.  

The Academy of Motion Picture Arts and Sciences ("the Academy") owns trademarks in, among other registered marks, "ACADEMY AWARDS" and "OSCAR." The Academy contends that Network Solutions has registered domain names such as,  inter alia , "academyaward.com," "academyawards.net," "theoscars.net," and "oscar.net," to parties other than the Academy.  The Academy claims that Network Solutions, in allowing these names to be registered to individuals and companies other than the Academy, has engaged in unlawful activity.  Specifically, the Academy alleges that Network Solutions is guilty of trademark dilution, contributory trademark dilution, trademark infringement, wrongful use of a registered mark, contributory trademark infringement, contributory wrongful use of a registered mark, false designation or origin and false use, and unfair competition.  The Academy seeks an injunction pending trial requiring Network Solutions to immediately cease and desist its registration of Internet domain names which incorporate or are "confusingly similar to" registered trademarks and service marks owned by the Academy.  

LEGAL STANDARD: 

In order to obtain a preliminary injunction, a party must demonstrate that: 1) there is a strong likelihood that the party will eventually succeed on the merits; 2) there is a possibility it will suffer irreparable injury if injunctive relief is denied; 3) the balance of potential hardships favors the party seeking the injunction; and 4) an injunction would advance the public interest.   Randish v.  City of Tacoma , 123 F.3d 1216.  1219 (9th Cir.  1997);  International Jensen v.  Metrosound U.S.A.  , 4 F.3d 819, 822 [ 28 USPQ2d 1287 ] (9th Cir.  1993).  A test frequently applied in weighing these factors requires the Court to find, either:

1) a combination of probable success on the merits and irreparable injury is likely, or 

2) various questions are raised going to the merits and the balance of hardships tips sharply in favor of the party seeking the injunction.   Randish , 123 F.3d at 1219;  International Soc'y for Christian Consciousness of California v.  City of Los Angeles,  966 F.  Supp.  956, 958 (C.D.  Cal.  1997).  

ANALYSIS: 

I.   Likelihood of Success on the Merits  

Before granting a preliminary injunction the Court must be persuaded that there is a strong probability that the Academy will be successful in one or more of its claims against Network Solutions.   Randish , 123 F.3d at 1219.  It is necessary to start, therefore, with an examination of the specific claims brought by the Academy.  

 A.   Contributory Dilution and Dilution Claims  

1.  Federal Claims 

The Academy first alleges that there is a strong likelihood of success on the merits of their dilution claims.  They claim that Network Solutions' registration of domain names including or similar to the words "ACADEMY AWARDS" and "OSCARS," marks registered by the Academy, violated the Federal Trademark Anti-dilution Act.  That act provides that: 

the owner of a famous mark shall be entitled, subject to the principles of equity .  .  .  to an injunction against another person's commercial use in commerce of a mark or trade name, if such use begins after the mark has become famous and causes dilution of the distinctive quality of the mark.  15 U.S.C.  Section 1125(c).  

Network Solutions does not dispute that the Academy's registered marks may constitute a "famous mark" within the contemplation of the Anti-dilution Act.  Network Solutions instead counters the Academy's claim primarily by asserting that the function they perform in registering and cataloging domain names does not constitute a "commercial use" and thus they cannot be found liable of dilution under the Act.  

[1] This is a compelling argument.  The Academy cites several cases in which defendants have been found liable of trademark dilution as a result of their use of certain domain names.   See ,  e.g., Panavision Int'l v.  Toeppen , 945 F.  Supp.  1296 [ 41 USPQ2d 1310 ] (C.D.  Cal.  1996);  Hasbro v.  Internet Entertainment Group , 1996 WL 84853 [ 40 USPQ2d 1479 ] (W.D.  Wa.  1996);  TeleTech Customer Care Mgmt.  v.  Tele -  Tech Co ., 1997 WL 405898 [ 42 USPQ2d 1913 ] (C.D.  Cal.  1997);  Cardservice Int'l v.  McGee , 950 F.  Supp.  737, 741 [ 42 USPQ2d 1850 ] (E.D.  Va.  1997).  Each one or these cases, however, involves claims against the owner of a certain domain name who was using that domain name in commerce.  None of the cases supports the Academy's contention that the mere registering of a domain name constitutes a use "in commerce." 

Section 45 of the Lanham Act defines "use in commerce" as: 

The bona fide use of a mark in the ordinary course of trade .  .  .  a mark shall be deemed to be in use in commerce-- (1) on goods when; (a) it is placed in any manner on the goods or on their containers or the displays associated therewith or on the tags or labels affixed thereto, or if the nature of the goods makes such placement impracticable, the documents associated with the goods or their sale, and (b) the goods are sold or transported in commerce, and (2) on services when it is used or displayed in the sale or advertising of services and the services are rendered in commerce. 15 U.S.C.  Section 1127. 

There has been no allegation by the Academy which supports a finding by the Court that Network Solutions has directly used any of their protected marks "in commerce".  The mere registration of a domain name does not constitute a commercial use.   Panavision v.  Toeppen 945 F.  Supp.  at 1303.  There is, likewise no evidence that Network Solutions attaches the names to any goods or services that it sells.  The argument that the domain names themselves are goods or services the sale or which may dilute the Academy's marks is not supported by sufficient evidence to lead this Court to find that such an argument would have a strong likelihood of success at trial.  There has been no allegation that Network Solutions markets its registration service or the quality or its service by displaying or otherwise exploiting the Academy's marks.  Without such a showing, the use in commerce requirement is not met.  The Court therefore finds that the Academy has not shown a strong likelihood of success on the merits with respect to their dilution claim.  

[2] The Academy also alleges contributory dilution, but provides the Court with no statute upon which such a claim may be based nor any case in which a party has been found liable of contributory dilution.  The very fact that there is no precedent of success on the merits on a contributory dilution claim weighs strongly against the Court granting a preliminary injunction -- which must be supported by a finding of a strong likelihood of success on the merits -- on such a claim.  

2.  State Claim 

The Academy also seeks relief under the California Business & Professions Code Section 14330 which provides as follows: 

Likelihood of injury to business reputation or of dilution of the distinctive quality of a mark registered under this chapter .  .  .  shall be a ground for injunctive relief notwithstanding the absence of competition between the parties or the absence of confusion as to the source of the goods and services.  Cal.  Bus.  & Prof.  Code Section 14330.  

The Academy claims that Network Solutions should be enjoined under this statute because it "contributes to third parties' dilution through the licensing of infringing domain names." (Motion at p.  14) Nowhere does the Academy allege that such contributory dilution is actionable under California law.  The Academy's state claim is tenuous at best.  The Court finds that the Academy has not exhibited a strong probability of success on the merits on its state law dilution claim.  

B.   Contributory and Direct Infringement  The Academy next claims it is likely to succeed on its Infringement Claims.  

1.  Contributory Infringement 

In order to establish contributory infringement, a plaintiff must show that the defendant had knowledge of infringing activity and induced, caused or materially contributed to the infringing conduct of another.   Universal Studios v.  Sony Corp.  of America, 659 F.2d 963, 975 [ 211 USPQ 761 ] (9th Cir.  1981).  To make such a showing, a plaintiff may either show

(1) that the "defendant intentionally induced another to infringe on a trademark or 

(2) that the defendant continued to supply a product knowing that the recipient was using the product to engage in trademark infringement."  Fonovisa Inc.  v.  Cherry Auction , 76 F.3d 259, 264 [ 37 USPQ2d 1590 ] (9th Cir.  1996) (citing  Inwood Labs.  v.  Ives Lab., 456 U.S.  844, 853-54 [ 214 USPQ 1 ] (1982)).  

[3] The Academy holds that Network Solutions is guilty of contributory infringement under the second theory because it registers domain names to individuals and companies who may participate in infringing activity.  The Court finds that this claim is unlikely to be successful on the merits.  

The Academy has not demonstrated that Network Solutions has the requisite level of knowledge or control to be held liable under this theory.  In  Fonovisa, 76 F.3d 259 (9th Cir.  1996), one of the only cases to extend this theory of recovery beyond application to manufacturers and distributors of products, the Circuit Court held that a swapmeet operator could be guilty of contributory infringement when he had actual knowledge of infringing activities by participants in the swapmeet and continued to provide support services to the infringer.   Id.   The facts here do not mirror those in  Fonovisa .  In  Fonovisa , the swapmeet owner was aware that goods were being sold on its property which violated copyright laws.  The swapmeet grounds had been raided by the sheriff's department and infringing goods had been confiscated.  Here, there has yet to be a determination as to whether or not the domain names at issue infringe the Lanham Act -- therefore Network Solutions could not possibly have actual knowledge that the registered owners of the domain names at issue are involved in infringing activities.  Additionally, Network Solutions has much less reason to be aware of the activities of its registrants than has a swapmeet owner.  The swapmeet owner and its vendors share the same physical space.  Network Solutions and its registrants have no physical contact and no contact even in "cyberspace" following the initial registration.  Thus, the knowledge of infringement requirement which is a prerequisite to a finding of contributory infringement has not been proven adequately to support a finding that such a claim is likely to be successful on the merits.  

2.  Direct Infringement Claim 

[4] The Academy makes a brief argument for its likely success on a claim of direct infringement under the Lanham Act.  They submit that 15 U.S.C.  Section 1114(a) prohibits "the use in commerce of any reproduction, counterfeit, copy or colorable imitation of a registered mark in connection with the sale, offering for sale, distribution, or advertising of any goods or services, on or in connection with which such use is likely to cause confusion, or to cause mistake, or to deceive." It is their contention that Network Solutions violates the statute when it registers as domain names, words which approximate marks registered by the Academy.  In order to succeed on this claim, the Academy must prove that by issuing domain name registrations, Network Solutions has used the Academy's registered marks in connection with the sale, distribution or advertising of goods and services.   See Lockheed Martin Corp.  v.  Network Solutions , No.  96-7438 [ 44 USPQ2d 1865 ] (C.D.  Cal.  Nov.  17, 1997) (Order Granting Defendant's Motion for Summary Judgment) (citing  Planned Parenthood Fed'n of America v.  Bucci ,  42 U.S.P.Q.2d 1430, 1434 (S.D.N.Y.  1997).  The Academy has not made a sufficient showing that such "commercial use" of the marks occurred.  

3.  State Claim 

The Academy has not shown that it would be likely to succeed on its state law claim for injunctive relief as a remedy for trademark infringement.  It has not sufficiently alleged Network Solutions' contribution to potential confusion among consumers.  

C  .  Unfair C  ompetition  

For many of the same reasons discussed previously, it does not seem likely that the Academy's Unfair Competition cause of action would meet with success on the merits.  The Lanham Act, Section 43(a) forbids a person to: 

.  .  .  [A]ffix, apply or annex, or use in connection with any goods or services .  .  .  a false designation of origin, or any false description or representation, including words or other symbols tending falsely to describe or represent the same, and shall cause such goods or services to enter into commerce, and any person who shall with knowledge of the falsity of such designation of origin or description or representation cause or procure the same to be transported or used in commerce .  .  .  shall be liable in a civil action by any person .  .  .  who believes that he or she is or is likely to be damaged by the use of such false description.  

15 U.S.C.  Section 1125(a).  

Once again, the Academy has not presented sufficient evidence to convince the Court that the act of registering a domain name constitutes the causing of "goods or services to enter into commerce." There is no allegation that Network Solutions has any knowledge of how a registrant will use a domain name.  If a company uses a domain name to falsely represent that it is "the Academy" and sends electronic mail to organizations in which it claims to be the Academy and tries to sell official, trademarked Academy merchandise -- the Academy may have a cause of action for unfair competition against that company.  There appears, however, to be no ground for bringing such a cause of action against Network Solutions -- an entity which is not involved in the commercial use of any of the domain names it registers.  

For theses same reasons, it is not probable that the state unfair competition cause of action would succeed on it's merits.  

II.   Irreparable Injury  

[5] The Academy asserts that it will suffer irreparable injury if an injunction is not granted.  It has, however, not convinced the Court that such injury will occur in a magnitude great enough to justify an injunction.  

The Academy's main contention on this point is that irreparable harm is presumed where there has been a likelihood of success on the merits.   Dr.  Seuss Enter.  v.  Penguin Books USA , 109 F.3d 1394 [ 42 USPQ2d 1184 ] (9th Cir.  1997).  This does little to advance their cause in light of the Court's finding that the Academy does not face a strong likelihood of success on the merits of its claims at trial.  The only other injury claimed by Plaintiff is the inconvenience to the Academy of suing the registrants of domain names which infringe its trademarks directly.  According to Plaintiff, this may require that it travel to far flung forums in order to litigate its claims.  The Court finds that this inconvenience is not irreparable.  

III.   Balance of Hardships and Public Interest  

The hardship to Network Solutions of implementing a massive pre-screening process would drastically change the nature of their business.  Network Solutions' evidence leads the Court to believe that such a change in the process would likely drive the cost of registration up and slow the process down.  Moreover, there is no evidence that the pre-screening function the Academy anticipates Network Solutions performing would be a practicable solution to their infringement problems.  

The Court finds that the balance of hardships does not favor the Academy nor would an injunction significantly advance the public interest.  

CONCLUSION: 

For all of the above stated reasons, the court denies the Academy's request for a preliminary injunction.  

Footnotes

Footnote 1.  Domain names are used to locate information on the Internet.  Each computer or network linked to the Internet has a unique numerical address called in Internet Protocol number ("IP number").  An IP number is four groups of digits separated by decimal points, for example, "013.917.114.41." These IP numbers are converted into a more user-friendly, letter based format called a "domain name" by specialized computers called "domain name servers." A typical domain name would appear as follows: winesap.apples.net.   See Lockeed Martin v.  Network Solutions, No.  96-7438 [ 44 USPQ2d 1865 ] (C.D.  Cal.  Nov.  17, 1997) (Order Granting Defendant's Motion for Summary Judgment) for more on domain names, their function and use.
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SF Hotel Co.  L.P.  v.  Energy Investments Inc. 

45 USPQ2d 1308 (DC Kan 1997)

Decided November 19, 1997
Opinion By: Marten, J.  

This declaratory judgment action involving the right to use of the "Sierra Suites" mark is currently before the court on defendants Energy Investments, Inc., Inge Pettersson and Bengt Horenberg's (referred to herein as Sierra Suites).  Motion to Dismiss.  On August 28, 1997, the court denied the motion of plaintiff SF Hotel Company for an injunction preventing defendant Energy Investments from proceeding with a separate action relating to the same subject matter in Florida.  By the same order, the court granted defendant Bengt Horenberg's Motion to set aside a default judgment that had been entered against him.  Notwithstanding the suggestion by the plaintiff in subsequent pleadings that the court has fundamentally misunderstood the nature of the present action (Pltf.  Opposition, at 1), the court's prior order appropriately resolved plaintiff's motion for injunctive relief.  The court has also reviewed carefully the materials submitted by the parties relating to the motion to dismiss and is ready to rule thereon.  

Plaintiff SF Hotel Company operates 23 "Summerfield Suites" hotels in California, Florida, Georgia, Illinois, Missouri, New Jersey, North Carolina, Pennsylvania, Texas, and Virginia.  The plaintiff has undertaken to construct additional hotels under the mark "Sierra Suites" in Orlando, Florida and Atlanta, Georgia.  

Defendant has operated an all-suites hotel under the mark "Sierra Suites" in Daytona Beach, Florida since 1991.  

On July 8, 1997, counsel for defendant wrote to the plaintiff's President demanding plaintiff cease and desist from using the "Sierra Suites" name.  The letter stated that defendant would take appropriate action if it had not received satisfactory assurance by July 15.  

On July 15, John R.  Morris, the Senior Vice-President and General Counsel of SF Hotels, faxed a letter to the defendant stating that it needed an extension until July 21 to respond to the cease and desist letter.  However, on the same day this letter was faxed, SF Hotels instituted the present declaratory judgment action.  Shortly thereafter, the defendant instituted an infringement action against SF Hotels in the United States District Court for the Middle District of Florida.  

The defendants do not own any property in Kansas and have not transacted any business in Kansas.  Sierra Suites has not solicited business in Kansas or entered into any contracts to be performed in Kansas.  

Conclusions of Law  

In their Motion to Dismiss, the defendants argue 

(1) there is no general or specific jurisdiction over them in Kansas, 

(2) even assuming jurisdiction were otherwise appropriate, the court should exercise its discretion under the Declaratory Judgment Act to decline jurisdiction in light of the circumstances present in the case, and 

(3) the plaintiff SF Hotels has failed to perfect service on the individual defendants Bengt Horenberg and Inge Pettersson.  The court must agree with defendants as to these additional points.  The court particularly finds, in light of all circumstances present in the case, that it is appropriate to decline to accept discretionary jurisdiction to hear this action.  However, the court also believes that the matter should in any event be dismissed since Kansas is an inappropriate forum for the litigation.  

To support an exercise for personal jurisdiction in Kansas, the plaintiff must show the defendant's conduct falls within the scope of the long-arm statute and that the exercise of personal jurisdiction does not offend traditional notions of fair play and substantial justice.   Rambo v.  American Southern Ins.  Co., 839 F.2d 1415, 1419 (10th Cir.  1988);  Green Country Crude, Inc.  v.  Avant Petroleum, Inc., 648 F.Supp.  1443 (D.  Kan.  1986).  

A plaintiff may demonstrate a defendant has had sufficient minimum contacts with the forum state in one of two ways.  Specific jurisdiction exists when the defendant purposely avails itself of the privilege of conducting activities within the forum state, thus invoking the benefits and protections of its laws, and the claims against it arise out of those contacts.   Kuenzle v.  HTM Sport-Und Freizeitgerate AG, 102 F.3d 453, 456 (10th Cir.  1996).  General jurisdiction lies when the defendant's contacts with the forum state are so continuous and systematic that the state may exercise personal jurisdiction even when the claims are unrelated to the defendant's contacts with the forum state.   Trierweiler v.  Croxton and Trench Holding Corp., 90 F.3d 1523, 1532-33 (10th Cir.  1996).  

The plaintiff SF Hotels argues alternatively that jurisdiction is appropriate either as specific jurisdiction or general jurisdiction under the Kansas long-arm statute, K.S.A.  60-308(b)(1), (2), and (7).  The court finds plaintiff's specific jurisdiction argument must be rejected in light of the Tenth Circuit's decision in  Far West Capital, Inc.  v.  Towne, 46 F.3d 1071 (10th Cir.  1995).  In that case the court held that the mere fact of injury in the forum state due to allegedly tortious activities will not confer specific jurisdiction.  

The Kansas long-arm statute is construed liberally to allow jurisdiction to the full extent permitted by due process.   Federated Rural Elec.  Ins.  v.  Kootenai Elec., 17 F.3d 1302, 1305 (10th Cir.  1994).  However, the court finds under the facts of the case that SF Hotels' general jurisdiction argument must be rejected as well.  SF Hotels fails to demonstrate either that the defendant's conduct falls within the scope of the long-arm statute, or that an exercise of jurisdiction under the statute would be consistent with due process.  

[1] In addition to the Sierra Suites' web site, which is discussed below, SF Hotels has identified a number of other facts which it alleges supports an exercise of jurisdiction over defendants in Kansas.  First, it argues that defendant has transacted business in Kansas, an argument based upon one Kansas resident having stayed at the Sierra Suites hotel.  There is no evidence as to what drew this single individual to stay in the hotel.  1 Moreover, the court finds this single contact is simply too minimal to alone support an exercise of jurisdiction over defendant.  

SF Hotels also argues in its response brief that "the  Daytona Beach Visitor's Guide is specifically distributed to Kansas residents." To the extent that the argument implies intentional and routine solicitation and targeting of Kansas residents by either Sierra Suites or the Daytona Beach Visitors Bureau, it misstates the evidence.  The affidavit of Janet Zinn of the Visitors Bureau, which SF Hotels has attached to its response, instead merely indicates that the  Guide is sent to "anyone who requests it," and that Ms.  Zinn has further checked her records and found that the  Guide had "been sent to Kansas residents in Kansas in response to their requests." 

[2] There is no evidence defendant Sierra Suites targeted Kansas residents.  Rather, the only evidence before the court is that the defendant placed an advertisement in a local tourist brochure.  The brochure is delivered to Kansas residents by the local tourist board, but only when those residents take active steps to acquire the additional information.  The  Daytona Beach Visitor's Guide constitutes a general, national advertisement, and supplies no additional basis for imposing personal jurisdiction in Kansas.  

[3] This leaves the Sierra Suites web site.  The "Internet" is a general term for the modern development of communications among the nationwide and indeed worldwide network of computers.  "The Internet is not a physical or tangible entity, but rather a giant network which interconnects innumerable smaller groups of linked computer networks.  It is thus a network of networks."  ACLU v.  Reno, 929 F.  Supp.  824, 830 (E.D.  Pa.  1996).  As with other forms of communication, communications over the Internet may vary extensively in terms of purpose, depth, and responsiveness.  The court in  Zippo Mfg.  Co.  v.  Zippo Dot Com, Inc., 952 F.Supp.  1119 [ 42 USPQ2d 1062 ] (W.D.  Pa.  1997) recently summarized the nature of Internet communications in relation to traditional standards governing personal jurisdiction.  

The Internet makes it possible to conduct business throughout the world entirely from a desktop.  With this global revolution looming on the horizon, the development of the law concerning the permissible scope of personal jurisdiction based on Internet use is in its infant stages.  The cases are scant.  Nevertheless, our review of the available cases and materials reveals that the likelihood that personal jurisdiction can be constitutionally exercised is directly proportionate to the nature and quality of commercial activity that an entity conducts over the Internet.  This sliding scale is consistent with well developed personal jurisdiction principles.  At one end of the spectrum are situations where a defendant clearly does business over the Internet.  If the defendant enters into contracts with residents of a foreign jurisdiction that involve the knowing and repeated transmission of computer files over the Internet, personal jurisdiction is proper.   E.g.  CompuServe,   Inc.  v.  Patterson, 89 F.3d 1257 [ 39 USPQ2d 1502 ] (6th Cir.  1996).  At the opposite end are situations where a defendant has simply posted information on an Internet Web site which is accessible to users in foreign jurisdictions.  A passive Web site that does little more than make information available to those who are interested in it is not grounds for the exercise personal jurisdiction.   E.g.  Bensusan Restaurant Corp.  v.  King, 937 F.Supp.  295 [ 40 USPQ2d 1519 ] (S.D.N.Y.  1996).  The middle ground is occupied by interactive Web sites where a user can exchange information with the host computer.  In these cases, the exercise of jurisdiction is determined by examining the level of interactivity and commercial nature of the exchange of information that occurs on the Web site.   E.g.  Maritz, Inc.  v.  Cybergold, Inc., 947 F.Supp.  1328 [ 40 USPQ2d 1729 ] (E.D.Mo.  1996).  

952 F.Supp.  1119, 1123-24 [ 42 USPQ2d 1062 ] (footnote omitted).  

Applying these general principles to the present case, jurisdiction should be declined.  The only evidence presented here is that defendant has maintained a passive web site which provides general information about its hotel.  There is no provision for direct communications between the defendant and the person accessing the web site.  

Generally, the cases cited by SF Hotels in support of exercising jurisdiction all involve a level of Internet activity far beyond what is presented here.  These cases either involve active communications across the Internet, or trademark infringement actions directly connected with the Internet activity of the defendant.   See, e.g., Heroes, Inc.  v.  Heroes Foundation, 958 F.Supp.  1 [ 41 USPQ2d 1513 ] (D.D.C.  1996);  Inset Systems, Inc.  v.  Instruction Set, Inc., 937 F.Supp.  161 (D.  Conn.  1996);  Zippo Mfg., 952 F.Supp.  at 1119 (defendant sent targeted solicitations via the Internet to forum residents);  Maritz, Inc.  v.  Cybergold, Inc., 947 F.Supp.  1328 [ 40 USPQ2d 1729 ] (E.D.  Mo.  1996).  

The results in these cases are similar to other, more recent decisions which were not cited by plaintiff but which also involve more than passive Internet advertising.   See American Network Inc.  v.  Access America/Connect Atlanta, Inc., 975 F.Supp.  494 (S.D.N.Y.  1997) (court found "tangible manifestations that defendant was attempting to reach a New York market" through its Internet activity and had signed up subscribers in the New York market);  Digital Equipment Corp.  v.  AltaVista Technology, Inc., 960 F.Supp.  456, 463 (D.Mass.  1997) (noting case presented "no issue of parties being haled into the courts of a given jurisdiction solely by virtue of a Web-site, without meaningful notice that such an outcome was likely");  Resuscitation Technologies, Inc.  v.  Continental Health Care Corp., Case No.  96-1457-C-M/S, 1997 WL 148567, at *5 (S.D.  Ind.  March 24, 1997) (initial Internet solicitation resulted in reply and extensive ongoing communications through e-mail).  

On the other hand, there are a number of recent decisions with facts very similar to those presented here.  These cases would support a finding that jurisdiction is inappropriate in Kansas.  In  Bensusan Restaurant Corp.  v.  King, 937 F.Supp.  295, 301 [ 40 USPQ2d 1519 ] (S.D.N.Y.  1996),  aff'd, 126 F.3d 25 [ 44 USPQ2d 1051 ] (2nd Cir.  1997), the court concluded that the defendant, the operator of a Missouri nightclub, could not be haled into court in New York in a trademark infringement action, merely because the defendant had created a web site: 

Creating a site, like placing a product into the stream of commerce, may be felt nationwide -- or even worldwide -- but, without more, it is not an act purposefully directed toward the forum state.  .  .  .  There are no allegations that King actively sought to encourage New Yorkers to access his site, or that he conducted any business -- let alone a continuous and systematic part of its business -- in New York.  There is in fact no suggestion that King has any presence of any kind in New York other than the Web site that can be accessed worldwide.  

937 F.Supp.  at 301 (citations omitted).  

The court reached a similar conclusion in  Hearst Corp v.    Goldberger, Case No.  96-Civ.-3620, 1997 WL 97097 (S.D.N.Y.  Feb.  26, 1997).  In that case Hearst Corporation, the owner of Esquire Magazine, sued a provider of legal information services which had created an Internet domain name and web site entitled "ESQWIRE.COM." After reviewing the background of the Internet and the evolving standards of personal jurisdiction, the court concluded jurisdiction in New York did not exist over the defendant, who operated in New Jersey and Philadelphia.  The defendant's web site, the court found, "is most analogous to an advertisement in a national magazine" which was "not targeted at the residents of New York or any other particular state." 1997 WL 97097 at *10.  

The United States District Court for the Western District of Arkansas recently reached a similar conclusion in  Smith v.  Hobby   Lobby Stores, Inc., 968 F.Supp.  1356 (W.D.  Ark.  1997).  The court stated that the defendant's Internet activity was insufficient to impose personal jurisdiction over defendant in Arkansas.  

In this case, at the most, Boto's advertisement in a trade publication appears on the Internet.  Boto did not contract to sell any goods or services to any citizens of Arkansas over the Internet site.  Thus, the court finds that the alleged Internet posting by or in behalf of Boto is simply an insufficient "contact" with Arkansas to support haling this Hong Kong business into the courts of Arkansas.  .  .  .  The courts have not abandoned the notion that jurisdiction must be premised on activity deliberately directed toward the forum state or on proof of purposeful availment of the privilege of doing business in the forum state.  

968 F.Supp.  at 1365.  

In September, the District of New Jersey decided a case which perhaps is the one most closely on point.   Weber v.  Jolly Hotels,  ___ F.  Supp.  ___, 1997 WL 574950 (D.N.J.  September 12, 1997).  The plaintiff, a New Jersey resident, was allegedly injured when she fell at a hotel in Sicily, and brought suit against the hotel in New Jersey.  The plaintiff argued in part that jurisdiction was appropriate because the hotel had advertised on the Internet.  The court rejected the argument, finding the defendant "placed information about its hotels on the Internet as an advertisement, not as a means of conducting business." 1997 WL 574950 at *10.  Comparing the defendant's action to a nationwide magazine advertisement, the court ultimately concluded: 

exercising jurisdiction over a defendant who merely advertises its services or product on the Internet would violate the Due Process Clause of the Fourteenth Amendment.  Exercising jurisdiction in such a case would be unjust and would disrespect the principles established by  International Shoe and its progeny.  

  Id.  at *10.  

This court agrees.  Given the extremely tenuous connections between defendants and the State of Kansas, any exercise of jurisdiction over defendants in this forum is clearly inappropriate on any basis.  

IT IS ACCORDINGLY ORDERED this 19th of November, 1997, that defendants' Motion to Dismiss (Dkt.  No.  12) is hereby granted.  

Footnotes

Footnote 1.  Plaintiff also stresses contentions advanced in the Florida litigation that Sierra Suites has established nationwide recognition of its brand.  This sort of general allegation is simply insufficient to establish contacts between defendants  and the State of Kansas.  As noted above, the only evidence in the case reflecting such a connection is indication that one Kansas resident has stayed in the defendant's Florida hotel.

----------------------

Lockheed Martin Corp. v. Network Solutions Inc. 

44 USPQ2d 1865 (C.D. Calf 1997)

Decided November 17, 1997

Opinion By:  Pregerson, J.  

The motion by defendant Network Solutions, Inc. ("NSI") for summary judgment came before the Court on October 6, 1997.  After reviewing and considering the materials submitted by the parties and hearing oral argument, the Court grants the motion in its entirety.  

I.  Background 

The issue presented by this litigation is whether NSI violated federal trademark law by accepting registrations of Internet domain names that are identical or similar to Lockheed Martin Corporation's ("Lockheed") SKUNK WORKS service mark.  Lockheed asserts that NSI directly infringed and diluted its mark by accepting the registrations.  Lockheed also asserts that NSI is Liable as a contributory infringer because NSI did not comply with Lockheed's demands to cancel the registrations.  

As to direct infringement, the Court concludes that NSI has not used Lockheed's service mark in connection with the sale, offering for sale, distribution or advertising of goods or services, and therefore cannot be liable for infringement under 15 U.S.C.  Section 1114(1)(a) or for unfair competition under 15 U.S.C.  Section 1125(a).  

As to dilution, the Court finds that NSI has not made a commercial use of domain names as trademarks, and therefore cannot satisfy the commercial use element of dilution under 15 U.S.C.  Section 1125(c).  

As to contributory infringement, there are two potential bases for liability.  First, a defendant is liable if it intentionally induced others to infringe a mark.   Inwood Labs., Inc.  v.  Ives Labs., Inc.,  456 U.S.  844, 853-54, 102 S.  Ct.  2182, 2188 [ 214 USPQ 1 ] (1982);  Fonovisa, Inc.  v.  Cherry Auction, Inc.,  76 F.3d 259, 264 [ 37 USPQ2d 1590 ] (9th Cir.  1996).  Second, a defendant is liable if it continued to supply a product to others when the defendant knew or had reason to know that the party receiving the product used it to infringe a mark.   Inwood,  456 U.S.  at 853-54, 102 S.  Ct.  at 2188;  Fonovisa,  76 F.3d at 264.  

Lockheed has not presented evidence that NSI induced others to infringe Lockheed's service mark.  Therefore, NSI is not liable under the first basis.  

As to the knowledge basis, the Court concludes that NSI's limited role as a registrar of domain names coupled with the inherent uncertainty in defining the scope of intellectual property rights in a trademark militates against finding that NSI knew or had reason to know of potentially infringing uses by others.  Furthermore, contributory infringement doctrine does not impose upon NSI an affirmative duty to seek out potentially infringing uses of domain names by registrants.  

A.   The Parties 

"For over 50 years, plaintiff Lockheed and its predecessors have operated "Skunk Works," an aerospace development and production facility.  Lockheed owns the federally registered "SKUNK WORKS" service mark.  

Defendant NSI is a publicly traded corporation with its principal place of business in Herndon, Virginia.  Under a contract with the National Science Foundation, NSI is the exclusive registrar of most Internet domain names.  

B.   The Internet  

The Internet is an international "super- network" connecting millions of individual computer networks and computers.  The Internet is not a single entity.  It is a highly diffuse and complex system over which no entity has authority or control.   See generally American Civil Liberties Union of Georgia v.  Reno,  929 F.  Supp.  824, 830-45 (E.D.  Pa.  1996),  aff'd,  117 S.  Ct.  2329 (1997).  Although the Internet is now widely known for one of its ways of presenting information -- the World Wide Web ("Web") -- the Internet supports many other forms of communication.  The Internet allows one-to-one communication via electronic mail ("e-mail").  In addition, one person can reach many other users through bulletin board services, newsgroups and numerous other Internet-based means of communication.   Id.   at 834.  All of these forms of Internet communication depend on the use of domain names to locate specific computers and networks on the Internet.  

For commercial users, the Web is the most important part of the Internet.  Unlike previous Internet-based communications formats, the Web is easy to use for people inexperienced with computers.  Information on the Web can be presented on "pages" graphics and text that contain "links" to other pages either within the same set of data files ("Web site") or within data files located on other computer networks.  Users access information on the Web using "browser" programs.  Browser programs process information from Web sites and display the information using graphics, text, sound and animation.  Because of these capabilities, the Web has become a popular medium for advertising and for direct consumer access to goods and services.  At the same time, the Web, like the rest of the Internet, is an important medium of non-commercial communications.  The Web has made it easier for individuals and small organizations to publish information to the general public.  Publication on the Web simply requires placing a formatted file on a host computer.  

Web standards are sophisticated and flexible enough that they have grown to meet the publishing needs of many large corporations, banks, brokerage houses, newspapers and magazines which now publish "online" editions of their material, as well as government agencies, and even courts, which use the Web to disseminate information to the public.  At the same time, Web publishing is simple enough that thousands of individual users and small community organizations are using the Web to publish their own personal "home pages," the equivalent of individualized newsletters about that person or organization, which are available to everyone on the Web.  Id.   at 837.  Much of the Web's usefulness derives from its use of links.  A link is an image or a short section of text referring to another document on the Web.  A user interested in accessing the referenced document selects the link, causing the document to be displayed automatically, along with a new set of links that the user may follow.   Id.   at 836.  

While the linked structure of the Web is well-suited to allow users to browse among many sites, following whatever links happen to draw their interest, it is poorly suited for users who want to find a single Web site directly.  Users searching for a specific Web site have two options.  First, if users know or can deduce the address of a Web site, they can type the address into a browser and connect directly to the Web site as if dialing a telephone number.   Panavision Int'l, L.P.    v.  Toeppen,  945 F.  Supp.  1296, 1299 [ 40 USPQ2d 1908 ] (C.D.  Cal.  1996).  More often, users do not know the exact address and must rely on "search engines" available on the Web to search for key words and phrases associated with the desired Web site.  Because of the quantity of information on the Web, searches often yield thousands of possible Web sites.  Such a cumbersome process is rarely satisfactory to businesses seeking to use the Web as a marketing tool.  Instead, businesses would prefer that customers simply be able to find a Web site directly using a corporate name, trademark or service mark.   Panavision,  945 F.  Supp.  at 1299.

1.   The Domain Name System  

Web sites, like other information resources on the Internet, are currently addressed using the Internet "domain name system." A numbering system called the "Internet Protocol" gives each individual computer or network a unique numerical address on the Internet.  The "Internet Protocol number," also known as an "IP number," consists of four groups of digits separated by periods, such as "192.215.247.50." For the convenience of users, individual resources on the internet are also given names.  Specialized computers known as "domain name servers" maintain tables linking domain names to IP numbers.  

Domain names are arranged so that reading from right to left, each part of the name points to a more localized area of the Internet.  For example, in the domain name "cacd.  uscourts.gov," "gov" is the top-level domain, reserved for all networks associated with the federal government.  The "uscourts" part specifies a second-level domain, a set of the networks used by the federal courts.  The "cacd" part specifies a sub-network or computer used by the United States District Court for the Central District of California.  

If a user knows or can deduce the domain name associated with a Web site, the user can directly access the Web site by typing the domain name into a Web browser, without having to conduct a time-consuming search.  Because most businesses with a presence on the Internet use the ".com" top-level domain, Internet users intuitively try to find businesses by typing in the corporate or trade name as the second-level domain name, as in "acme.com." Second-level domain names, the name just to the left of ".com," must be exclusive.  Therefore, although two companies can have non-exclusive trademark rights in a name, only one company can have a second-level domain name that corresponds to its trademark.  

1 For example, Juno Lighting, a maker of lamps, sought to establish a Web site with the address "juno.com," a domain name already in use by Juno Online Services, which uses the domain name as part of e-mail addresses for hundreds of thousands of e-mail customers.   See Juno Online Servs., L.P.    v.  Juno Lighting, Inc.,  ___ F.  Supp.  ___, 1997 WL 613021 [ 44 USPQ2d 1913 ] (N.D.  Ill.  Sept.  29, 1997).  In short, the exclusive quality of second-level domain names has set trademark owners against each other in the struggle to establish a commercial presence on the Internet, and has set businesses against domain name holders who seek to continue the traditional use of the Internet as a non-commercial medium of communication.  

2.   NSI's Role in the Domain Naming System  Under a contract with the National Science Foundation, NSI manages domain name registrations for the ".com," ".net," ".org," ".edu," and ".gov" top-level domains.  The contract authorizes NSI to charge $100 for an initial two-year registration and $50 annually starting the third year.  NSI registers approximately 100,000 Internet domain names per month.  (Graves Decl.  Para.  5.) Registration applications are made via e-mail and in more than 90% of registrations no human intervention takes place.  (Graves Depo.  at 54.) On average, a new registration occurs approximately once every 20 seconds.  (  Id.  at 47-48.) 

NSI performs two functions in the domain name system.  First, it screens domain name applications against its registry to prevent repeated registrations of the same name.  Second, it maintains a directory linking domain names with the IP numbers of domain name servers.  The domain name servers, which are outside of NSI's control, connect domain names with Internet resources such as Web sites and e-mail systems.  

NSI does not make an independent determination of an applicant's right to use a domain name.  Nor does NSI assign domain names; users may choose any available second-level domain name.  In 1995, NSI responded to the problem of conflicting claims to domain names by instituting a domain name dispute policy.  Under the current policy, in effect since September 9, 1996, NSI requires applicants to represent and warrant that their use of a particular domain name does not interfere with the intellectual property rights of third parties.  (Graves Decl.  Ex.  1.) Under the policy, if a trademark holder presents NSI with a United States Patent and Trademark Office registration of a trademark identical to a currently registered domain name, NSI will require the domain name holder to prove that it has a pre-existing right to use the name.  If the domain name holder fails to do so, NSI will cancel the registration.  (  Id.  ) NSI's policy has been criticized as favoring trademark owners over domain name holders, and favoring owners of federally registered marks over owners of non-registered marks, because owners of federally registered marks can invoke NSI's policy to effectively enjoin the use of identical domain names without having to make any showing of infringement or dilution.  2 Jerome Gilson & Jeffrey M.  Samuels,  Trademark Protection and Practice,  Sections 5.11 [4][B], at 5-239, 5.11 [5], at 5-243 (1997) (noting that NSI's policy is tilted in favor of trademark owners, who can deprive registrants of domain names without meeting the likelihood of confusion test for infringement or showing that the domain name dilutes the mark); Gayle Weiswasser,  Domain Names, the Internet   and Trademarks: Infringement in Cyberspace,  13 Santa Clara Computer & High Tech.  L.  J.  137, 172-73 (1997).  

If a trademark holder and domain name registrant take their dispute to court, NSI will deposit the domain name in the registry of the court.  This process maintains the status quo; the domain name remains active while in the registry of the court.  2  

C.   Factual Background  

Most of the underlying facts of this case are not in dispute.  The dispute at summary judgment is over the interpretation of the law and the application of the law to the facts.  The Court finds that there is no genuine issue as to the following facts: 

1.  Lockheed owns the federally registered SKUNK WORKS service mark for "engineering, technical consulting, and advisory services with respect to designing, building, equipping, and testing commercial and military aircraft and related equipment." (Land Decl.  Exs.  A & B (Certificate of Registration Nos.  968,861 & 1,161,482).) 

2.  In August 1994, Seng-Poh Lee registered the domain name "skunkworks.com" with NSI.  Lee did not associate the domain name with a Web site.  In March 1996, Lockheed demanded that Lee cancel his registration.  In May 1996, Lee complied.  However, Lockheed did not apply to NSI for registration of the name.  It became generally available and was registered by Grant Smith, a resident of the United Kingdom, in December 1996.  (Graves Decl.  Para.  14; Quinto Decl.  Ex.  H.) 

3.  In September 1995, Kathy Huber, a resident of New York, registered "skunkwrks.com" with NSI for the use of her employer Skunkworks Marketing Lab, Inc ("SML").  SML used the domain name for e-mail only; it did not associate a Web site with the domain name.  (Jones Decl.  Ex.  4.) On March 21, 1996, Lockheed sent a cease-and-desist letter to SML.  (Heeg Decl.  Ex.  C.) SML filed a petition in the United States Patent and Trademark Office seeking to cancel registration of the SKUNK WORKS mark on the grounds that "skunk works" was generic.  SML has since moved to withdraw its petition.  (Quinto Decl.  Paragraphs 9-11.) 

4.  In January 1996, Ken Hoang, a resident of California, registered the domain name "skunkwerks.com" with NSI for use by his company Skunk Works Multimedia, Inc.  Lockheed sued Hoang's company for trademark infringement in May 1996.   Lockheed Martin Corp.  v.  Clayton Jacobs,  CV 96-3422 (C.D.  Cal.  filed May 13, 1996).  On July 23, 1996, that action resulted in a consent judgment under which the parties agreed that the domain name would be assigned to Lockheed.  (Jones Decl.  Ex.  7.) Lockheed claims that it provided NSI with a file-stamped copy of the consent judgment and requested that NSI transfer the infringing domain name registrations to Lockheed, but NSI took no action.  (Quinto Decl.  Paragraphs 6, 7.) NSI, however, asserts that Lockheed has failed to complete the necessary form to effect the transfer, despite offers of assistance by NSI's counsel.  (Heeg Decl.  Para.  2, Ex.  A.).  

5.  In January 1996, Roger Barski, an Illinois resident, registered the domain name "skunkwerks.com" with NSI.  Barski used the domain name in association with a Web site offering his services as a Web site designer.  (Jones Decl.  Ex.  5.) After receiving a cease-and-desist letter from Lockheed, Barski canceled his "skunkwerks.com" account with his Internet service provider, essentially deactivating the domain name.  He did not, however, request to have the name removed from NSI's registry.  

6.  On May 7, 1996, Lockheed sent NSI a letter advising NSI that Lockheed owned the SKUNKWORKS mark and requesting that NSI cease registering domain names that referred to or included the names "skunkworks" or "skunkworks" or otherwise infringed Lockheed's mark.  (Quinto Decl.  Ex.  A.) Lockheed also requested that NSI provide Lockheed with a list of registered domain names that contain the words "skunk works" or any variation thereof.  Lockheed's letter did not include a certified copy of its trademark registration.  (  Id.  ; Graves Decl.  Para.  11.) 

7.  On June 18, 1996, Lockheed sent NSI a second letter, informing NSI that the registrant of "skunkworks.com" had agreed to stop using the domain name, and that the registrant of "skunkworks.net" was being sued in federal district court.  (Quinto Decl.  Ex.  C.) The letter did not refer to the lawsuit by docket name, number or caption, nor did it include a copy of the complaint or other pleading.  (  Id.  ) 8.  In September 1996, James McBride, a Missouri resident, acting as the administrative contact for SkunkWorx Industries, Ltd, registered the domain name "skunkworx.  com" with NSI.  (Quinto Decl.  Ex.  K.) The parties have not presented evidence of use of this domain name in connection with Web sites or other forms of communication.  

9.  On September 18, 1996, NSI's Internet business manager, David Graves, wrote to Lockheed's counsel in response to the May 7 and June 18 letters.  NSI informed Lockheed that NSI could not provide a list of all domain names that included "skunk works" or any variation thereof, but that Lockheed could use the public "Whois" database of domain name registrations to find this information.  NSI further informed Lockheed that upon receipt of a file-stamped copy of the complaint in the "skunkworks.net" case, NSI would immediately deposit the domain name in the registry of the court, maintaining the status quo until the court ordered otherwise.  (Graves Decl.  Ex.  5.) 

10.  In December 1996, Terry Robinson, a Texas resident, registered the domain name "the-skunkwerks.com" with NSI.  (Quinto Decl.  Ex.  L.) The parties have not presented evidence of use of this domain name in connection with Web sites or other forms of communication.  

11.  On January 3, 1997, Peter Pasho, a resident of Canada, registered the domain name "theskunkworks.com, with NSI.  (Quinto Decl.  Ex.  M.) Pasho has associated the domain name with a Web site offering his services as a Web site designer.  (Quinto Decl.  Ex.  N.) As of April 9, 1997, this Web site included a page depicting a Lockheed- designed aircraft and briefly discussing its design at the Lockheed Skunk Works.  (  Id.  ) 

D.   Procedural Background  

Lockheed filed this action on October 22, 1996, alleging infringement, unfair competition, dilution and contributory infringement under the Lanham Act, and seeking injunctive and declaratory relief.  NSI answered the complaint and counterclaimed for declaratory relief.  

On March 19, 1997, this Court denied NSI's motion to dismiss for failure to join the domain name registrants as indispensable parties under Federal Rule of Civil Procedure 19(b).   Lockheed Martin Corp.  v.  Network Solutions ,   Inc.,  43 U.S.P.Q.2d 1056  (C.D.  Cal.  1997).  

On September 29, 1997 [ 44 USPQ2d 1521 ], this Court denied Lockheed's motion to file a first amended complaint adding a causeof action for "contributory dilution." The Court denied the motion on the bases of futility, undue delay and prejudice.  

NSI's present motion seeks summary judgment on all of Lockheed's claims.  

II.  Discussion 

This Court has subject matter jurisdiction over Lanham Act claims pursuant to 28 U.S.C.  Sections 1331 and 1338(a).  NSI has consented to personal jurisdiction by appearing in this action.  Fed.  R.  Civ.  P.  12(h)(1).  

A.   Standard for Summary Judgment  

Summary judgment is appropriate when there is no genuine issue of material fact and the moving party is entitled to a judgment as a matter of law.  Fed.  R.  Civ.  P.  56(c);  see Celotex Corp.  v.  Catrett,  477 U.S.  317, 106 S.  Ct.  2548 (1986).  

In order to defeat a motion for summary judgment, there must be facts in dispute that are both genuine and material, i.e., there must be facts upon which a fact finder could reasonably find for the non-moving party.   See Anderson v.  Liberty Lobby, Inc.,  477 U.S.  242, 252, 106 S.  Ct.  2505, 2512 (1986).  The court does not weigh the evidence or make credibility determinations; rather, the court only determines whether there are any disputed issues and, if so, whether those issues are both genuine and material.   Id.   The initial burden of establishing that there is no genuine issue of material fact lies with the moving party.  Fed.  R.Civ.  P.  56(c);  Celotex,  477 U.S.  at 323, 106 S.Ct.  at 2552-53;  British Airways Board v.  Boeing Co.,  585 F.2d 946, 951 (9th Cir.  1978).  Once the movant has met this burden by producing evidence that, if left uncontroverted, would entitle the moving party to a directed verdict at trial, the burden shifts to the non-movant to present specific facts showing that there is a genuine issue of material fact.   See  Fed.  R.Civ.  P.  56(e);  Celotex,  477 U.S.  at 324, 106 S.  Ct.  at 2553;  Lake Nacimiento Ranch Co.  v.  San Luis Obispo,  841 F.2d 872, 876 (9th Cir.  1987).  

Summary judgment is disfavored in trademark cases because of the inherently factual nature of most trademark disputes.   See Levi Strauss & Co.  v.  Blue Bell, Inc.,  778 F.2d 1352, 1355 [ 228 USPQ 346 ] (9th Cir.  1985).  Nonetheless, summary judgment is appropriate "where the party opposing the motion fails to demonstrate the existence of any material issues of fact for trial."  Sykes Laboratory ,   Inc.  v.  Kalvin,  610 F.  Supp.  849, 860 (C.D.  Cal.  1985).  

B.   Trademark Infringement Under Lanham Act Section 32,   15 U.S.C.  Section   1114(1)  

Section 32 of the Lanham Act prohibits any person from using another's mark without permission "in connection with the sale, offering for sale, distribution or advertising of any goods or services on or in connection with which such use is likely to cause confusion, or to cause mistake, or to deceive.  .  .  ." 15 U.S.C.  Section 1114(1).  To be liable under section 32, a person must use the mark on competing or related goods in a way that creates a likelihood of confusion.   AMF Inc.  v.  Sleekcraft Boats,  599 F.2d 341, 348 [ 204 USPQ 808 ] (9th Cir.  1979).  Before considering the likelihood of confusion, however, the Court must determine whether NSI, by accepting registrations, has used the SKUNK WORKS mark in connection with the sale, distribution or advertising of goods or services.   See Planned Parenthood Fed'n of America, Inc.  v.  Bucci,  42 U.S.P.Q.2d 1430, 1434 (S.D.N.Y.  1997).  

Domain names present a special problem under the Lanham Act because they are used for both a non-trademark technical purpose, to designate a set of computers on the Internet, and for trademark purposes, to identify an Internet user who offers goods or services on the Internet.   See  2 Gilson,  supra,  Sections 5.11[3], at 5-235, 5.11 [5], at 5-243-44 (distinguishing the technical use of domain names from the trademark use to identify goods or services).  When a domain name is used only to indicate an address on the Internet, the domain name is not functioning as a trademark.  3  See   Walt-West Enters., Inc.  v.  Gannett Co., Inc.,  695 F.2d 1050, 1059-60 [ 217 USPQ 1206 ] (7th Cir.  1982) (radio station frequency used in "utilitarian sense of calling the listener's attention to a location on the FM dial" is not protectable under trademark law).  Like trade names, domain names can function as trademarks, and therefore can be used to infringe trademark rights.   See Accuride Int'l, Inc.  v.  Accuride   Corp.,  871 F.2d 1531 [ 10 USPQ2d 1589 ] (9th Cir.  1989).  Domain names, like trade names, do not act as trademarks when they are used merely to identify a business entity; in order to infringe they must be used to identify the source of goods or services.   Cf .   In re Unclaimed Salvage & Freight Co.,  192 U.S.P.Q.  165, 168 (T.T.A.B.  1976) (affirming refusal of registration of trade name as trademark where specimen demonstrated use only to identify applicant as a business); U.S.  Dept.  of Commerce, Patent and Trademark Office, Trademark Manual of Examining Procedure Section 1202.02, at 1202-4 (2d ed.  May 1993) (directing examiners to refuse registration of material that functions only to identify a business).  

[1] NSI's acceptance of domain name registrations is connected only with the names' technical function on the Internet to designate a set of computers.  By accepting registrations of domain names containing the words "skunk works," NSI is not using the SKUNK WORKS mark in connection with the sale, distribution or advertising of goods and services.  NSI merely uses domain names to designate host computers on the Internet.  This is the type of purely "nominative" function that is not prohibited by trademark law.   See New Kids on the Block v.  News America Pub.  ,   Inc.,  971 F.2d 302, 307 [ 23 USPQ2d 1534 ] (9th Cir.  1992) (noting that laws against infringement do not apply to "non-trademark use of a mark");  Lucasfilm ,  Ltd.  v.  High Frontier,  622 F.  Supp.  931, 933 [ 227 USPQ 931 ] (D.D.C.  1985) (holding that property rights in a trademark do not extend to the use of the trademark to express ideas unconnected with the sale or offer for sale of goods or services).  

This is not to say that a domain name can never be used to infringe a trademark.  However, something more than the registration of the name is required before the use of a domain name is infringing.  In  Planned Parenthood Fed'n of America, Inc.  v.  Bucci,  for example, the defendant registered the domain name "plannedparenthood.com" and used it as the address of a Web site promoting his book on abortion.  42 U.S.P.Q.2d 1430, 1432 (S.D.N.Y.  1997).  The defendant admitted that he used the domain name hoping that people looking for the Planned Parenthood's site would findhis site.   Id.   at 1433.  The defendant argued that registration without more is not a commercial use of a mark.   Id.   at 1436-37.  The court, however, found that the defendant did "more than merely register a domain name; he has created a home page that uses plaintiff's mark as its address, conveying the impression to Internet users that plaintiff is the sponsor of defendant's web site."  Id.   at 1437.  The infringing use in  Planned Parenthood  was not registration of the plaintiff's mark with NSI, but rather the use of the plaintiff's trademark "as a domain name to identify his web site" in a manner that confused Internet users as to the source or sponsorship of the products offered there.   Id.   at 1440;  cf .   TeleTech Customer Care Management (California), Inc.  v.  Tele-Tech Co.,  42 U.S.P.Q.2d 1913, 1919 (C.D.  Cal.  1997) (finding that the plaintiff was not likely to prevail on the merits of an infringement claim because the plaintiff demonstrated only that customers were likely to be confused as to location of Web site, not as to source of goods or services).  

The cases dealing with vanity telephone numbers are consistent with the conclusion that registration of a domain name, without more, does not constitute use of the name as a trademark.  A toll-free telephone number with an easy-to-remember letter equivalent is a valuable business asset.  As with domain names, courts have held that the promotion of a confusingly similar telephone number may be enjoined as trademark infringement and unfair competition.   Dial-a-Mattress Franchise Corp.  v.  Page,  880 F.2d 675, 678 [ 11 USPQ2d 1644 ] (2d Cir.  1989);  American Airlines, Inc.  v.  A 1-800-A-M-E-R-I-C-A-N Corp.,  622 F.  Supp.  673 [ 228 USPQ 225 ] (N.D.  Ill.  1985).  The infringing act, however, is not the mere possession and use of the telephone number.  If it were, trademark holders would be able to eliminate every toll-free number whose letter equivalent happens to correspond to a trademark.  In  Holiday Inns, Inc.  v.  800 Reservation, Inc.,  86 F.3d 619 [ 39 USPQ2d 1181 ] (6th Cir.  1996), the district court held that the defendant's use of 1-800 H [zero]LIDAY infringed the plaintiff's trademark in the telephone number 1-800-HOLIDAY.   Id.   at 620.  The court of appeals reversed, holding that Holiday Inns's trademark rights in its vanity telephone number did not allow it to control use by others of confusingly similar telephone numbers.  Although the defendant's toll-free number was often misdialed by customers seeking 1-800-HOLIDAY, the defendant never promoted the number in connection with the HOLIDAY trademark; but only promoted it as 1-800-405-4329.   Id.   at 623.  Because the defendant had used the number only as a telephone number, and not as a trademark, the court of appeals held that the defendant had not infringed the plaintiff's trademark.   Id.   at 625-26.  

Domain names and vanity telephone numbers both have dual functions.  Domain names, like telephone numbers, allow one machine to connect to another machine.  Domain names, like telephone numbers, are also valuable to trademark holders when they make it easier for customers to find the trademark holder.  Where the holder of a vanity telephone number promotes it in a way that causes a likelihood of confusion, the holder has engaged in an infringing use.   American Airlines,  622 F.  Supp.  at 682 (mere use of telephone number is not infringing, but misleading use of trademarked term in yellow pages advertisement is infringing).  But, where, as with NSI, the pure machine- linking function is the only use at issue, there is no trademark use and there can be no infringement.  

In the ordinary trademark infringement case, where there is no question that the defendant used the mark, the analysis proceeds directly to the issue of whether there is a likelihood of confusion.  Here, however, because NSI has not used Lockheed's service mark in connection with goods or services, the Court need not apply the test for likelihood of confusion.  NSI, therefore, is entitled to judgment as a matter of law on the section 32 claim.  

1.   Printer and Publisher Liability Under 15 U.S.C .   Section 1114(2)(A) ,   (B)  

[2] Lockheed asserts that NSI has infringed its service mark as a "printer" of the mark under 15 U.S.C.  Section 1114(2)(A).  This assertion misapprehends NSI's function as a domain name registrar.  To the extent that registrants of SKUNK WORKS-type domain names infringed the mark, they did so by using it on Web sites or other Internet resources in a way that created a likelihood of confusion as to source or sponsorship.  NSI is not an Internet service provider.  It does not provide host computers for Web sites or other Internet resources.  NSI's role is restricted to publishing a list of domain names, their holders, and the IP numbers of the domain name servers that perform the directory functions associated with the domain names.  (Graves Decl.  Para.  10.) 

 NSI's role is fundamentally dissimilar from that of telephone directory publishers whose conduct has been found enjoinable under Section 1114(2)(A).   See Century 21 Real Estate Corp.  of Northern Illinois v.  R.M.  Post Inc.,  8 U.S.P.Q.2d 1614, 1617 (N.D.  Ill.  1988) (denying motion to dismiss where yellow pages' publishers were alleged to have printed infringing trademark in listing of former licensee who no longer had right to use trademark).  There, the telephone directory printers supplied the material that directly caused the likelihood of confusion.  In the domain name context, the domain name registration itself does not infringe the trademark.  Infringement occurs when the domain name is used in certain ways.  For example, a domain name may infringe trademark rights when it is used in connection with a Web site that advertises services in competition with those of the trademark owner.   See, e.g., Cardservice International, Inc.  v.  McGee,  950 F.  Supp.  737, 738 [ 42 USPQ2d 1850 ] (E.D.  Va.  1997);  Comp Examiner Aqency, Inc.  v.  Juris., Inc.,  1996 WL 376600 (C.D.  Cal.  1996).  Where domain names are used to infringe, the infringement does not result from NSI's publication of the domain name list, but from the registrant's use of the name on a Web site or other Internet form of communication in connection with goods or services.  NSI is not a "printer or publisher" of Web sites, or any other form of Internet "publication." As discussed below in the section on contributory infringement, NSI's involvement with the use of domain names does not extend beyond registration.  NSI's liability cannot be premised on an argument that it prints or publishes the list of domain names, because the list is not the instrument or forum for infringement.  NSI's liability, if it exists at all, would stem from registrants' use of domain names in connection with other services not provided by NSI.  This type of liability is properly analyzed under contributory liability doctrine, not as printer and publisher liability under Section 1114(2)(A).  

C.   Unfair Competition Under Lanham Act Section 43(a),   15 U.S.C.  1125(a)  

[3] Lockheed has followed the common practice of alleging unfair competition under section 43(a) of the Lanham Act along with trademark infringement under section 32.  Both causes of action depend on a demonstration of a likelihood of confusion.  1 J.  Thomas McCarthy,  McCarthy on Trademarks and Unfair Competition  Section 2:8 (1997).  Federal unfair competition requires use of the mark in connection with goods or services.  15 U.S.C.  Section 1125(a)(1).  As discussed above, NSI's acceptance of registrations for domain names resembling SKUNK WORKS is not a use of the mark in connection with goods or services.  

A recent district court decision illustrates the application of federal unfair competition law to the domain name context.   Juno Online Servs., L.P.  v.  Juno Lighting, Inc.,  ___ F.  Supp.  ___, 1997 WL 613021 [ 44 USPQ2d 1913 ] (N.D.  Ill.  Sept.  29, 1997).  During a dispute over the domain name "juno.com," Juno Lighting registered the domain name "juno-online.  com" in the hopes of persuading Juno Online Services to switch its e-mail service to that domain name.  Juno Online sued Juno Lighting for federal unfair competition.  The district court dismissed the unfair competition claim because Juno Online alleged only that Juno Lighting registered the name with NSI, and did not allege further use of the name to create a Web site or to advertise its services.   Id.   at *8-*9.  The court held that registration of a trademark as a domain name does not constitute use of the trademark on the Internet in connection with goods or services, and therefore was not prohibited by section 43(a).   Id.   This reasoning applies more strongly to NSI, which has not registered domain names resembling SKUNK WORKS for its own use, but has merely accepted domain name registrations from others.

D.   Trademark Dilution Under the Federal Trademark Dilution   Act of 1995, Lanham Act Section 43(c), 15 U.S.C.    Section   1125(c)  

Trademark dilution laws protect "famous" marks from certain unauthorized uses regardless of a showing of competition, relatedness or likelihood of confusion.  The federal dilution statute entitles the owner of a famous mark to enjoin "another person's commercial use in commerce of a mark or trade name, if such use begins after the mark has become famous and causes dilution of the distinctive quality of the mark.  .  .  ." 15 U.S.C.  Section 1125(c)(1).  Dilution is defined as "the lessening of the capacity of a famous mark to identify and distinguish goods or services, regardless of the presence or absence of -- 

(1) competition between the owner of the famous mark and other parties, or 

(2) likelihood of confusion, mistake or deception." 15 U.S.C.  Section 1127.  The Federal Trademark Dilution Act specifically excludes non-commercial use of a mark from its coverage.  15 U.S.C  .   Section 1125(c)(4)(B).  

[4] NSI's acceptance of domain name registrations is not a "commercial use" within the meaning of the Federal Trademark Dilution Act.  Lockheed argues that NSI engages in commercial use because the registration of SKUNK WORKS-type domain names inhibits Lockheed's ability to use its service mark as a domain name.  (Opp'n at 29.) Lockheed contends that NSI's conduct is similar to that of the defendant in  Panavision Int'l, L.P.  v.  Toeppen,  945 F.  Supp.  1296, 1299 [ 40 USPQ2d 1908 ] (C.D.  Cal.  1996).  In  Panavision,  the defendant, Toeppen, was a "cybersquatter," an entrepreneur who made a business of registering trademarks as domain names for the purpose of selling them later to the trademarks' owners.   Panavision,  945 F.  Supp.  at 1303.  The court held that Toeppen "traded on the value of the marks as marks by attempting to sell the domain names to Panavision."  Id.   The court found that " this conduct injured Panavision by preventing Panavision from exploiting its marks and it injured customers because it would have been difficult to locate Panavision's web site if Panavision had established a web site under a name other than its own."  Id.; see also Intermatic Inc.  v.  Toeppen,  947 F.  Supp.  1227, 1239 [ 40 USPQ2d 1412, 41 USPQ2d 1223] (N.D.  Ill.  1995) (holding that defendant's use of the mark was diluting because it prevented plaintiff from using it).  Lockheed's argument implies that any conduct that makes it more difficult for Lockheed to establish a presence on the Internet is diluting conduct.  This argument is flawed.  In  Panavision  and  Intermatic,  the fact that the defendant's conduct impeded plaintiff's use of its trademark as a domain name was not the determining factor in finding that the defendant's use was diluting.  If impeding use of the trademark as a domain name were the only factor, the court in  Panavision  would not have asserted that registration of a trademark "as a domain name, without more, is not a commercial use of the trademark and therefore not within the prohibitions of the Act."  Panavision , 945 F.  Supp.  at 1303.  All prior domain name registrations corresponding to words in a trademark impede the trademark owner's use of the same words for use as a domain name.  The Internet, however, is not exclusively a medium of commerce.  The noncommercial use of a domain name that impedes a trademark owner's use of that domain name does not constitute dilution.  4 In  Intermatic  and  Panavision,  the defendant's use was commercial because the defendant sought to "arbitrage" the trademarks for their value as domain names.   Intermatic,  947 F.  Supp.  at 1239;  Panavision,  945 F.  Supp.  at 1303.  Lockheed argues that NSI is engaged in commercial use of its service mark because NSI seeks to maximize the number of domain names registered in order to maximize its revenue and profits.  (Opp'n at 27.) Lockheed cites statements in NSI's Initial Public Offering registration statement ("IPO") 5 to the effect that part of NSI's strategy for growth is to stimulate demand for domain names in targeted customer segments, including among trademark owners.  (  Id.; see  Rierson Decl.  Ex.  B.) Lockheed contends that like Toeppen, NSI trades on the value of domain names by "selling" registrations to as many people as possible.  (  Id.  ) NSI, however, does not trade on the value of domain names as trademarks.  NSI's use of domain names is connected to the names' technical function on the Internet to designate computer addresses, not to the names' trademark function to distinguish goods and services.  The fact that NSI makes a profit from the technical function of domain names does not convert NSI's activity to trademark use.   See New Kids,  971 F.2d at 309.  The Court does not question that a domain name which is easily deducible from a trademark is a valuable asset to the trademark owner.  Such a domain name makes it easier for the trademark owner's customers to find the trademark owner's Internet resources such as Web sites.  But a domain name's correspondence to a trademark does not make the domain name any more valuable to NSI, whose only interest in a domain name is as a pointer to an IP number.  NSI, unlike the defendant in  Intermatic  and  Panavision,  does not make a commercial use of domain names by trading on their value as trademarks.  

Because the Court finds as a matter of law that NSI does not make commercial use of domain names as trademarks, Lockheed cannot prevail on its dilution claim.  The Court therefore does not address the other dilution elements.  

E.   Contributory Infringement  

Lockheed asserts that NSI is liable for contributory infringement of the SKUNK WORKS mark because NSI accepted registrations of domain names similar to the mark and refused to cancel the registrations in response to Lockheed's demands.  Contributory infringement doctrine extends liability to reach manufacturers and distributors who do not themselves use the mark in connection with the sale of goods, but who induce such use by supplying goods to direct infringers.  Liability for contributory infringement requires that the defendant either 

"(1) intentionally induces another to infringe on a trademark or 

(2) continues to supply a product knowing that the recipient is using the product to engage in trademark infringement."  Fonovisa, Inc.  v.  Cherry Auction, Inc.,  76 F.3d 259, 264 [ 37 USPQ2d 1590 ] (9th Cir.  1996) (citing the test set forth in  Inwood Laboratories, Inc.  v.  Ives Laboratories, Inc.,  456 U.S.  844, 853-54, 102 S.  Ct.  2182, 2188 [ 214 USPQ 1 ] (1982)).  Lockheed does not contend that NSI induced infringement.  No evidence has been presented to indicate inducement.  The issue, therefore, is whether Lockheed has created a genuine issue as to the knowledge prong of the  Inwood  test.  

Following  Inwood,  courts have extended liability for trademark infringement beyond direct infringers, but only under certain circumstances.   Mini Maid Servs.  Co.  v.  Maid Brigade Svs., Inc.,  967 F.2d 1516, 1521 [ 23 USPQ2d 1871 ] (11th Cir.  1992).  The clearest circumstances for extending liability are those presented by  Inwood  itself.  There, a pharmaceutical manufacturer supplied generic drugs that some pharmacists mislabeled as brand-name drugs.  Each extension of contributory liability doctrine beyond defendants who manufacture or distribute a mislabeled product has required careful examination of the circumstances to determine whether knowledge of infringement should be imputed to the alleged contributory infringer.   See Hard Rock Cafe Licensing Corp.  v.  Concession   Servs., Inc.,  955 F.2d 1143, 1148 [ 21 USPQ2d 1764 ] (7th Cir.  1992) (holding that the landlord/tenant relationship between a flea market operator and vendors provides a basis for extending contributory trademark infringement doctrine in circumstances indicating willful blindness of the flea market operator toward the vendors' blatantly infringing acts);  Fonovisa,  76 F.3d at 265 (same);  Mini Maid,  967 F.2d at 1522 (extending contributory liability doctrine to a franchisor/franchisee relationship but holding that the district court erred in finding contributory liability based on the franchisor's failure to supervise the franchisee with reasonable diligence).  Lockheed now asks that the Court extend contributory liability to the relationship between a domain name registrar and domain name registrants who are alleged to have directly infringed Lockheed's mark.  

[5] NSI is involved only in the registration of domain names, not in the use of domain names in connection with goods and services on the Internet.  (Graves Decl.  Para.  10);  cf.    Intermatic , 947 F.  Supp at 1231-32 (noting that there is no technical connection between domain name service and contents of Web sites or other Internet resources).  NSI does not provide the other services needed to use the domain name in association with a Web site or other means of communication on the Internet.  The services necessary to maintain a Web site, such as an IP address, communications, computer processing and storage are performed by Internet service providers ("ISP") who provide the host computers and connections necessary for communications on the Internet.  It is not necessary to secure a second-level domain name registration in order to establish a presence on the Internet.  Users may simply use the second-level domain name of the ISP.  Where domain name registration is necessary, the ISP usually acts as an agent to secure and maintain the registration.   See Domain Name System, Hearings Before the Subcomm.  on Basic Research of the House Science Comm.,  105th Cong., 1997 WL 14151463 (September 30, 1997) (testimony of Barbara A.  Dooley, Executive Director, Commercial Internet Exchange Association) (noting that most users rely on ISPs to act as agents to secure and maintain registrations, and that ISPs are the primary providers with a close relationship to end users).  

The registration of a domain name, without more, does not amount to infringement of a mark similar to the name.   Panavision,  945 F.  Supp.  at 1303.  Infringing acts occur when a domain name is used in a Web site or other Internet form of communication in connection with goods or services.   Planned Parenthood Fed'n of America v.  Bucci,  42 U.S.P.Q.2d 1430, 1437 (S.D.N.Y.  1997).  After a domain name is registered, NSI's involvement is over.  NSI is not part of the process of linking domain names with potentially infringing resources such as Web sites.  NSI does not require holders to use domain names for Web sites or any other form of Internet communication.  6 Nor do domain name holders need NSI's permission to do so.  

Because NSI's involvement with the Internet is remote from domain name uses that are capable of infringement, Lockheed's reliance on the flea market cases,  Fonovisa  and  Hard Rock,  is misplaced.  In  Hard Rock,  the Seventh Circuit noted that the common law of landlord/tenant relations imposes vicarious liability on a landlord who knows or has reason to know of the tortious activity of those whom the landlord permits on the landlord's premises.   Hard Rock,  955 F.2d at 1149.  Because the landlord/tenant standard is similar to the  Inwood  standard for contributory infringement by manufacturers, the court held that the  Inwood  standard should apply to flea market operators who lease space to vendors.   Id.,  This holding was further supported by the district court's finding that the flea market operator not only rented space, but also advertised and promoted the activity on its premises, sold tickets and directly supervised the premises.   Id.   at 1148.  In  Fonovisa,  the Ninth Circuit adopted  Hard Rock's  analogy between landlord/tenant vicarious liability and trademark law contributory liability in order to extend the  Inwood  standard to the flea market context.   Fonovisa,  76 F.3d at 265.  There, too, the court found that the flea market operator provided more than space, and was directly and substantially involved in the businesses of the infringing vendors.   Id.  , at 264.  

The flea market operators directly controlled and monitored their premises.  NSI neither controls nor monitors the Internet.  A domain name, once registered, can be used in connection with thousands of pages of constantly changing information.  While the landlord of a flea market might reasonably be expected to monitor the merchandise sold on his premises, NSI cannot reasonably be expected to monitor the Internet.   See American Civil Liberties Union of Georgia v.  Reno,  929 F.  Supp.  824, 832 (E.D.  Pa.  1996),  aff'd,  117 S.  Ct.  2329 (1997) ("There is no centralized storage location, control point, or communications channel for the Internet, and it would not be technically feasible for a single entity to control all of the information conveyed on the Internet.").  NSI's role in the Internet is distinguishable from that of an Internet service provider whose computers provide the actual storage and communications for infringing material, and who therefore might be more accurately compared to the flea market vendors in  Fonovisa  and  Hard Rock.   7  See Religious    Technology   Center v.  Netcom On-Line Communication Services, Inc.  , 907 F.  Supp.  1361, 1373 [ 37 USPQ2d 1545 ] (N.D.  Cal.  1995).  

Because NSI's involvement with potentially infringing uses of domain names is remote, the Court finds that it is inappropriate to extend contributory liability to NSI absent a showing that NSI had unequivocal knowledge that a domain name was being used to infringe a trademark.  

1.   NSI's Knowledge  

[6] The mere assertion by a trademark owner that a domain name infringes its mark is not sufficient to impute knowledge of infringement to NSI.  The use of an identical or similar mark does not necessarily constitute infringement.  In order to be infringing, such use must be in connection with goods or services that are competitive with, or at least related to, the goods or services for which the trademark has been registered or used in commerce.   AMF Inc.  v.  Sleekcraft Boats , 599 F.2d 341, 348 [ 204 USPQ 808 ] (9th Cir.  1979).  the use must also cause a likelihood of confusion as to origin or sponsorship.   Id.  Whether a use is likely to cause confusion depends on numerous variables including the strength of the mark, the proximity of the goods, the similarity of the marks, evidence of actual confusion, marketing channels used, the type of goods and degree of care used by purchasers, the defendant's intent in selecting the mark, and the likelihood of expansion of product lines.   Eclipse Associates Ltd.  v.  Data General Corp.  , 894 F.2d 1114, 1117 [ 13 USPQ2d 1885 ] (9th Cir.  1990).  

NSI's registration form requires the applicant to state the purpose of the domain name registration.  Lockheed contends that NSI receives sufficient information on the form to know whether a domain name registration will be used to infringe a mark, and that the use of the form satisfies the knowledge element of contributory infringement doctrine.  The form instructs the applicant to " [b]riefly describe the domain name Registrant and the purpose for which this domain name is being applied." (Quinto Decl.  in Opp'n to Ex Parte Application for Order Finding Civil Contempt, Ex.  C.) Infringement depends on likelihood of confusion.  The likelihood of confusion test examines the totality of circumstances under which a mark is used.   See Eclipse , 894 F.2d at 1118.  The outcome of the test cannot be predicted from an examination of the mark and the domain name in connection with a brief statement of the purpose for which the mark is being used.  A reasonable person in NSI's position could not presume infringement even where the domain name is identical to a mark and registered for use in connection with a similar or identical purpose.   See Taj Mahal Enterprises, Ltd.  v.  Trump , 745 F.  Supp.  240 [ 16 USPQ2d 1577 ] (D.N.J.  1990) (finding insufficient likelihood of confusion between TAJ MAHAL mark as used by restaurant and TAJ MAHAL mark as used by casino and hotel complex which included several restaurants);  Church of the Larger Fellowship, Unitarian Universalist v.  Conservation Law Foundation of New England, Inc.  ,  221 U.S.P.Q.  869  (D.  Mass.  1983) (finding insufficient likelihood of confusion between plaintiff's use of CLF mark for direct mail charitable solicitation and defendant's use of CLF mark for same purpose in same city);  Pump, Inc.  v.  Collins Management, Inc.  , 746 F.  Supp.  1159 [ 15 USPQ2d 1716 ] (D.  Mass.  1990) (granting defendant's motion for summary judgment, finding insufficient likelihood of confusion between plaintiff's use of PUMP for purpose of promoting rock band and defendant's use of PUMP for same purpose).  The receipt of a brief statement of purpose from domain name applicants does not give NSI sufficient information for the Court to impute knowledge of future infringing uses to NSI.  

An owner's rights in a trademark do not remain stable over time.  The scope of the owner's rights is subject to contraction if the trademark is abandoned or becomes generic for all or part of the goods or services identified.  This dynamic nature of trademark rights increases their inherent uncertainty.  Lockheed concedes that the Lanham Act recognizes that a mark may become generic for a portion of the goods or services for which it is registered, causing the owner to lose trademark protection against use of the mark in connection with such goods.  (Lockheed's Separate Statement of Genuine Issues at 11); 15 U.S.C.  Section 1064 (providing for cancellation of trademark registration with respect to goods and services for which mark has become generic).  NSI submits evidence of numerous third-party uses of the term "skunk works" to describe a type of corporate management style.  (Jones Decl.  Exs. 14-44 (newspaper, magazine and trade journal articles describing "skunk works" at companies including IBM, Chrysler, General Motors, Buick, Compaq, Patagonia and Bell Atlantic).  "Skunkworks" is defined in the 1996 American Heritage Dictionary as " [a] small loosely structured corporate research and development unit or subsidiary formed to foster innovation." (Jones Decl.  Ex.  9.) Parallel generic meanings do not remove trademark protection over uses of the trademarked term to distinguish the source of goods.  2 McCarthy Section 12:3.  The trademark owner, however, does not have protection against purely generic or nominative uses of the term that do not serve to distinguish goods or services.  8 15 U.S.C.  Section 1064;  New Kids on the Block v.  News America Pub.  Inc.  , 971 F.2d 302 [ 23 USPQ2d 1534 ] (9th Cir.  1992);  Lucasfilm, Ltd.  v.  High Frontier , 622 F.  Supp.  931 [ 227 USPQ 931 ] (D.D.C.  1985).  The existence of numerous legitimate, non-infringing uses of the term "skunk works" further illustrates the uncertainty inherent in the question of whether NSI knew or had reason to know of infringing uses of domain name registrations.  9  

Additionally, trademark law permits multiple parties to use and register the same mark for different classes of goods and services.  NSI points to United States Trademark Registration 1,941,484 for SKUNKWORKS PUBLISHING for use on printed publications relating to business.  (Jones Decl.  Ex.  45.) The applicant was required to disclaim any rights to PUBLISHING apart from the mark as shown.  (  Id.   Ex.  46.) Where a party disclaims portions of the mark, the un-disclaimed portions are considered "dominant" for purposes of customer confusion.   In re Dixie Restaurants, Inc.  , 105 F.3d 1405, 1407 [ 41 USPQ2d 1531 ] (Fed.  Cir.  1997) (holding that there was a likelihood of confusion between THE DELTA CAFE and DELTA where the owner of the former trademark disclaimed CAFE).  Therefore, for purposes of determining possible infringement by the domain name "skunkworks.com," SKUNK WORKS and SKUNKWORKS PUBLISHING are the same mark.  If NSI had received letters from both Lockheed and the registered owner of SKUNKWORKS PUBLISHING, it would have no basis for deciding which party's rights placed NSI at greater risk of liability for contributory infringement.  The proper course of action in such a situation would be for NSI to initiate an interpleader action, placing the domain name in the registry of the court and allowing the claimants to adjudicate the question of whether one claimant's trademark rights allowed exclusive use of the mark as an Internet domain name.  (  See Grave Decl.  Ex.  1 (domain name dispute policy).) 

In holding that the degree of uncertainty over infringing uses of domain names makes it inappropriate to impose contributory liability on NSI, the Court is not making new trademark rules for the Internet.  Contributory infringement doctrine has always treated uncertainty of infringement as relevant to the question of an alleged contributory infringer's knowledge.   See Mini Maid , 967 F.2d at 1521 (instructing district court to consider extent and nature of alleged infringement in determining whether to impute knowledge to alleged contributory infringer); Restatement (Third) of Unfair Competition Section 26 cmt.  a (1993) (noting that a person's liability for contributory infringement "depends upon the nature of the business relationship between the person and the direct infringer and the knowledge attributable to the person on the basis of that relationship").  A trademark owner's demand letter is insufficient to resolve this inherent uncertainty.   Coca-Cola Co.  v.  Snow Crest Beverages , 64 F.  Supp.  980 [ 68 USPQ 437 ] (D.  Mass.  1946),  aff'd , 162 F.2d 280 [ 73 USPQ 518 ] (1st Cir.  1947), a seminal contributory infringement case, addressed the contention offered here by Lockheed that an attorney's demand letter should be sufficient to impute knowledge of infringement.  There, Coca-Cola asserted that Snow Crest had contributorily infringed its mark by selling "Polar Cola" to bartenders who sometimes mixed the soda into customers' "rum and Coke" drinks.   Coca-Cola , 64 F.  Supp.  at 989.  Coca-Cola asserted that Snow Crest should have known about the infringement because Coca-Cola's counsel had told Snow Crest's president of the bartending practice.  The court found that such "lawyer's argumentative talk" was insufficient to establish that a reasonable business person in Snow Crest's position should have concluded that its products were being used to infringe.   Id.   at 990.  The court reasoned that if it imputed knowledge to the defendant based on Coca- Cola's blanket demand, the court would be expanding Coca-Cola's property right in its trademark, allowing Coca-Cola to secure a monopoly over the entire mixed drink trade.   Id.   The same reasoning applies here.  Lockheed's argument would require the Court to impute knowledge of infringement to NSI in circumstances where the use of the term "skunk works" in a domain name may or may not be infringing.  Such an expansion of contributory liability would give Lockheed a right in gross to control all uses of "skunk works" in domain names.  

Lockheed relies on a copyright contributory infringement case,  Religious Technology Center v.  Netcom On-Line Communication Servs., Inc.  , 907 F.  Supp.  1361 [ 37 USPQ2d 1545 ] (N.D.  Cal.  1995), for the proposition that only a low level of certainty as to infringement should be required to impute knowledge to NSI.  There, the court rejected an Internet service provider's argument that its knowledge of infringement must be unequivocal in order for it to face contributory liability.   Id.   at 1374.  At the same time the court noted that a "mere unsupported allegation of infringement by a copyright owner" is not enough to impute knowledge to an Internet service provider.   Id.  The court noted that where infringement is uncertain for a variety of reasons such as lack of copyright notice or a colorable fair use defense, the Internet service provider's "lack of knowledge will be found reasonable and there will be no liability for contributory infringement.  .  .  ."  Id.   Because the property right protected by trademark law is narrower than that protected by copyright law, liability for contributory infringement of a trademark is narrower than liability for contributory infringement of a copyright.   Sony Corp.  v.  Universal City Studios,   Inc.  , 464 U.S.  417, 439 n.19, 104 S.  Ct.  774, 787 n.19 [ 220 USPQ 665 ] (1984).  Unlike trademark law, copyright law gives owners a generalized right to prohibit all copying, provided that the owner's rights are valid and the material copied is original.   Feist Publications, Inc.  v.  Rural Tel.  Serv.  Co.  , 499 U.S.  340, 360, 111 S.  Ct.  1282, 1296 [ 18 USPQ2d 1275 ] (1991).  Trademark law, on the other hand, tolerates a broad range of non-infringing uses of words that are identical or similar to trademarks.  

2.   Knowledge as to Specific Registrations  

Lockheed's complaint alleges contributory infringement in connection with four specific registrations of SKUNK WORKS-type domain names.  In addition, Lockheed has submitted evidence in opposition to summary judgment of four subsequent registrations of domain names similar to SKUNK WORKS.  (Qinto Decl.  Exs.  H, K, L, M.) As to all of the domain name registrations, the Court finds that the alleged infringing activity did not give NSI knowledge or reason to know that its domain name registration service was being used to infringe Lockheed's service mark.  

[7] Two of the four original registrants never used their domain name in connection with a Web site or other form of Internet communication that would create a likelihood of confusion.  10 The other two registrants used their domain names, one in association with a Web site, 11 and one as an e-mail address.  12 As discussed above, however, NSI is not involved with uses of domain names in connection with Internet resources such as Web sites and e-mail.  Therefore, the Court cannot impute knowledge of potential infringement merely from the fact that such uses occurred.  NSI, as a domain name registrar, has no affirmative duty to police the Internet in search of potentially infringing uses of domain names.   Hard Rock , 955 F.2d at 1149 (flea market operator had no affirmative duty to take precautions against infringement by vendors);  MDT Corp.  v.  New York Stock Exchange, Inc.  , 858 F.  Supp.  1028, 1034 [ 30 USPQ2d 1849 ] (C.D.  Cal.  1994).  Lcokheed's May 7, 1996 and June 18, 1996 demand letters do not notify NSI of any post-registration uses such as Web sites or e-mail, but merely assert that the domain names have been registered and demand their cancellation.  (Quinto Decl.  Exs.  A & C.) Considering the uncertainty inherent in any determination that use of a domain name is infringing, the Court finds that Lockheed has failed to raise a triable issue as to NSI's knowledge of infringing uses of its services.  

The parties have presented no evidence regarding use on the Internet of three of the four domain names registered since Lockheed filed its complaint.  The remaining registration, that of Peter Pasho, was used in connection with a Web site.  Lockheed has presented a print-out of a Web page associated with the domain name "theskunkworks.  com," registered to Pasho.  (Quinto Decl.  Ex.  N.) The Web site includes a depiction of Lockheed's SR-71 spy plane and a definition of the term "skunk works" that refers to the Lockheed facility.  (  Id.  ) Lockheed argues that the use of the domain name "theskunkworks.com" in connection with this Web site raises the possibility of confusion over possible sponsorship by Lockheed.  This argument is tenuous given the fact that the services promoted on the page are Web site design, not aerospace design.  But Lockheed makes a colorable claim that where a strong mark is concerned, the use of a trademark on different products can be infringing if customers would be led to infer sponsorship.   HMH Publishing Co.  v.  Brincat , 504 F.2d 713, 717 [ 183 USPQ 141 ] (9th Cir.  1974).  

Lockheed, however, has not demonstrated that NSI was involved with or had reason to know about this Web site.  NSI's management of the domain name registration process does not include a content review of Web sites and other Internet resources associated with a domain name.  Although the use of the domain name "theskunkworks.  com" might contribute to a likelihood of confusion as to sponsorship, NSI did not supply the domain name to Pasho.  Registrants choose their own domain names.  NSI, therefore, cannot be compared to a manufacturer who chooses to make generic pills that can be easily substituted for pills with protected trade dress,  Inwood , 456 U.S.  at 848-50, 102 S.  Ct.  at 2185-86, or a mattress manufacturer who chooses to cover box springs with fabric pattern identical to that retailed by another company.   Sealy, Inc.  v.  Easy Living, Inc.  , 743 F.2d 1378, 1382 [ 224 USPQ 364 ] (9th Cir.  1984).  Nor can NSI be compared to the flea market operators who provide space, parking, food service and advertising to vendors selling infringing merchandise.  If Pasho's use of the domain name "theskunkworks.com" creates a likelihood of confusion, it does so only in combination with the content of the Web page.  The Web page exists on Pasho's computer or on an Internet service provider's computer.  NSI does not provide computer storage, processing or communications for Web sites.  NSI's role in Pasho's possible infringement is therefore not similar to the role of the flea market vendors, who provided a substantial portion of the services needed for the vendor's infringing activities, and on whose premises the infringing activities occurred.   Fonovisa , 76 F.3d 259, 265 [ 37 USPQ2d 1590 ];  Hard Rock , 955 F.2d at 1149.  

3.   Conclusion as to Contributory Infringement  

Lockheed bears the burden of proving that NSI induced infringement, or continued to supply a product when it knew or should have known that its customers were using the product to infringe Lockheed's mark.   See Inwood , 456 U.S.  at 853-54, 102 S.  Ct.  at 2188.  Lockheed asserts in its Separate Statement of Genuine Issues that NSI is not entitled to summary judgment because NSI "has not adduced any evidence" regarding infringement by its registrants.  (Plaintiff's Separate Statement Para.  23.) It is not NSI's burden on summary judgment to negate the elements of Lockheed's case.  The moving party on summary judgment need not produce evidence showing the absence of a genuine issue of material fact with respect to issues on which the non-moving party bears the burden of proof at trial.   Celotex Corp.  v.  Catrett , 477 U.S.  317, 325, 106 S.  Ct.  2548, 2554 (1986).  The moving party need only point out to the district court that there is an absence of evidence to support the non-moving party's case.   Id.   

[8] NSI has met this burden.  Lockheed's evidence would only establish liability for contributory infringement if NSI had an affirmative duty to police the Internet for infringing uses of Lockheed's service mark.  No such duty exists.  Lockheed's evidence does not show that NSI was involved in infringing activity or that it knew or reason to know that its services were being used to infringe Lockheed's service mark.  The Court finds that knowledge of infringement cannot be imputed to NSI because of the inherent uncertainty of trademark protection in domain names.  Even after receiving Lockheed's demand letters NSI would not have reason to know that the holders of SKUNK WORKS-type domain names were infringing.  Trademark law does not give Lockheed the right to interfere with all uses of the term "skunk works" by current domain name holders.  Because of the inherent uncertainty of a trademark owner's right to stop others from using words corresponding to the owner's trademark in a domain name, the Court finds that an extension of contributory liability here would improperly broaden Lockheed's property rights in its service mark.  

III.  Conclusion 

The Court finds that NSI's use of domain names is connected with their technical function to designate computers on the Internet, not with their trademark function to identify the source of goods and services.  Because Lockheed cannot establish that NSI has used its service mark in connection with goods or services or with the sale, offer for sale, distribution or advertising of goods and services, the Court grants summary judgment for NSI on the direct infringement and unfair competition claims under 15 U.S.C.  Sections 1114(1), 1125(a).  

Because the Court finds that NSI's acceptance of domain name registrations is not a commercial use within the meaning of the Federal Trademark Dilution Act, 15 U.S.C.  Section 1125(c), the Court grants summary judgment for NSI on the dilution claim.  

Because NSI has demonstrated that Lockheed cannot establish that NSI knew or had reason to know that its domain name registration service was used to infringe Lockheed's mark, the Court grants summary judgment for NSI on the contributory infringement claim.  

Because summary judgment on the above claims is based on Lockheed's lack of a legal right to control the domain name registration process, there is no case or controversy between these parties.  Therefore, the Court grants NSI's motion for summary judgment as to Lockheed's declaratory judgment cause of action.  

If the Internet were a technically ideal system for commercial exploitation, then every trademark owner would be able to have a domain name identical to its trademark.  But the parts of the Internet that perform the critical addressing functions still operate on the 1960s and 1970s technologies that were adequate when the Internet's function was to facilitate academic and military research.  Commerce has entered the Internet only recently.  In response, the Internet's existing addressing systems will have to evolve to accommodate conflicts among holders of intellectual property rights, and conflicts between commercial and non-commercial users of the Internet.  "In the long run, the most appropriate technology to access Web sites and e-mail will be directories that point to the desired Internet address.  Directory technology of the necessary scale and complexity is not yet available, but when it is developed it will relieve much of the pressure on domain names."  Domain Name System, Hearings Before the Subcommittee on Basic Research of the House Science Committee, 105th Cong., 1997 WL 14151463 (September 30, 1997) (testimony of Barbara A.  Dooley, Executive Director, Commercial Internet Exchange Association).  No doubt trademark owners would like to make the Internet safe for their intellectual property rights by reordering the allocation of existing domain names so that each trademark owner automatically owned the domain name corresponding to the owner's mark.  Creating an exact match between Internet addresses and trademarks will require overcoming the problem of concurrent uses of the same trademark in different classes of goods and geographical areas.  Various solutions to this problem are being discussed, such as a graphically-based Internet directory that would allow the presentation of trademarks in conjunction with distinguishing logos, new top-level domains for each class of goods, or a new top-level domain for trademarks only.  The solution to the current difficulties faced by trademark owners on the Internet lies in this sort of technical innovation, not in attempts to assert trademark rights over legitimate non-trademark uses of this important new means of communication.  

Footnotes

Footnote 1.  One solution to this problem is for businesses to stake their claims on higher level domain names.  For example, a business could use an Internet service provider's second-level domain and place its trademark in the third-level domain.  Thus, if Acme Plumbing uses the Microsoft Network, its Web site could be at "acme.msn.com." Acme Electrical could house its Web site on America Online with the address "acme.aol.  com." The drawback of this solution is that it requires customers to guess as to the second-level domain.  

Footnote 2.  Although NSI's policy does not refer explicitly to interpleader actions, NSI has attempted to deposit domain names in the registry of the court by bringing interpleader actions.  None of the actions have been successful.  (Graves Depo.  at 104-05.) In the one reported case arising from this interpleader policy, the district court dismissed NSI's interpleader action.   Network Solutions, Inc.  v.  Clue Computing, Inc.  , 946 F.  Supp.  858 [ 41 USPQ2d 1062 ] (D.  Colo.  1996).  Clue Computing had sued NSI in state court to prevent cancellation of its domain name registration, "clue.com," at the behest of Hasbro, Inc., which sought to use the domain name for a Web site based on the board game "Clue." Hasbro had presented NSI with the federal registration of Hasbro's CLUE trademark, and demanded that NSI cancel Clue Computing's domain name registration.  NSI attempted to extricate itself from between the two claimants by filing an interpleader action.  However, the district court found that NSI was not a disinterested stakeholder because Clue Computing had accused it of breaching the domain name registration contract.  946 F.  Supp.  at 861.  

Footnote 3.  The Court takes judicial notice of a draft document prepared by the staff in the Office of the Assistant Commissioner for Trademarks of the United States Patent and Trademark Office entitled "Observations concerning the Examination of Applications for Registration of Domain Names in the Trademark Office." This document directs trademark examiners to determine whether a domain name submitted for trademark registration functions only as a locator of a business on the Internet, in which case registration should be refused because the domain name is not serving a trademark function.  While the Court's conclusion does not depend on this document or on any Patent and Trademark Office policy that it might reflect, the Court notes that trademark examiner practice is consistent with the view that the registration of a domain name with NSI for use on the Internet, without more, is not a commercial use of the name as a trademark under the Lanham Act.   See also , 2 Gilson,  supra , Section 5.11 [5], at 5-243-44 (noting Patent and Trademark Office practice regarding use-based registration of domain names as trademarks).  

Footnote 4.  It is important to note that impeding access to a domain name is not the same thing as impeding access to the Internet.  Even if a trademark owner cannot establish a "vanity" domain name, the owner remains free to promote the trademark on the Internet by using the trademark in the content of a Web site.  A Web site's content is not connected to or restricted by the domain name under which it is accessed.   See David J.  Loundy,  A Primer on Trademark Law and Internet Addresses , 15 J.  Marshall, J.  Computer & Info.  L.  465, 480 n.86 (1997).  In addition, the trademark owner may use the trademarked words as a third-level domain name, or as a second-level domain name in combination with letters that distinguish it from previously registered second-level domains.  A domain name dispute between Acme Plumbing and Acme Pizza, for example, can be resolved by adding more information to the second-level domain names, as in "acmeplumbing.com" and "acmepizza.com." 

Footnote 5.  NSI objects to the IPO as inadmissible hearsay.  The IPO is admissible as an admission of a party opponent.  Fed.  R.  Evid.  801(d)(2).  

Footnote 6.  Lockheed asserts that NSI's domain name dispute policy requires registrants to use their domain names.  (Quinto Decl.  in Opp'n to Ex Parte Application for Civil Contempt Para.  8.) Lockheed points to the section of the policy that requires registrants "to have operational name service from at least two operational domain name servers.  .  .  ." (  Id.  , Ex.  E.) This language is quoted from a section of the policy under the heading "Connectivity." This section does not require the registrant to connect the domain name with any content on the Internet, such as a Web site.  It merely requires the registrant to secure the use of two domain name servers to list the domain name in connection with an IP number.  Requiring registrants to link their domain names with IP numbers is not the same thing as requiring registrants to use their domain names on the Internet.  

Footnote 7.  The Court notes, however, that the tort law analogy used in  Fonovisa  and  Hard Rock  probably would not apply to Internet service providers any better than it applies to NSI.  Even though Internet service providers directly provide the storage and communications facilities for Internet communication, they cannot be held liable merely for failing to monitor the information posted on their computers for tortious content.   See Zeran v.  America Online ,   Inc.,  ___ F.3d ___, 1997 WL 701309, at *3 (4th Cir.  Nov.  12, 1997) (noting that Congress created a tort immunity for Internet service providers in the Communications Decency Act of 1996, 47 U.S.C.  Section 230, because " [i]t would be impossible for service providers to screen each of their millions of postings for possible problems");  but see  47 U.S.C.  Section 230 (d)(2) (providing that the tort immunity does not limit or expand any law pertaining to intellectual property).  

Footnote 8.  The uncertainty of Lockheed's rights over potentially generic uses of words similar to its mark is made greater in this case by the breadth of the preemptive rights asserted by Lockheed.  NSI propounded an interrogatory asking Lockheed to identify all alphanumeric strings whose inclusion in a domain name would infringe Lockheed's service mark.  Lockheed objected to the interrogatory as unduly burdensome, and answered with 24 phrases that would infringe, including the word "skunk." (Jones Decl.  Ex.  1.).  

Footnote 9.  Internet users may also have a free speech interest in non-infringing uses of domain names that are similar or identical to trademarks.   See American Civil Liberties Union of Georgia v.  Miller,  ___ F.  Supp.  ___, 1997 WL 552487, at *4 (N.D.  Ga.  June 23, 1997) (invalidating as overbroad statute that criminalized certain uses of trademarks on the Internet by persons other than trademark owner because statute would have prohibited "use of trade names or logos in non-commercial educational speech, news, and commentary -- a prohibition with well-recognized First Amendment problems").  

Footnote 10.  Seng-Poh Lee's "skunkworks.com" name was used to establish an e-mail forwarder.  Mr.  Lee never received or sent e-mail using the domain name.  (Jones Decl.  Ex.  3.) After receiving a cease-and-desist letter from Lockheed, Mr.  Lee canceled his domain name registration.  The domain name became generally available and was registered to a new user, Grant Smith, in 1996.  Ken Hoang's "skunkworks.net" was not used in association with a Web site or any other Internet form of communication.  (Jones Decl.  Ex.  6.) 

Footnote 11.  Roger Barski's "skunkwerks.com" domain name was associated with a Web site offering Mr.  Barski's services as a Web site designer.  (Jones Decl.  Ex.  5.) After receiving Lockheed's cease-and-desist letter, Mr.  Barski canceled the Internet service provider account that had supplied domain name service for "skunkwerks.  com." Without domain name service, the domain name is effectively removed from the Internet, because users who attempt to access Internet resources associated with the domain name receive only an error message.  (  Id.  ).  

Footnote 12.  Kathy Huber's "skunkwrks.com" was not associated with a Web site, but was associated with an e-mail address for Ms.  Huber's former company, Skunkworks Marketing Labs.  (Jones Decl.  Ex.  4.).

__________________________________________________________________________________
Domain Squatting, No More?
Name Plan Would Nix Others Claiming Names 
See http://wipo2.wipo.int/process/eng/processhome.html for additional details.
G E N E V A, Jan. 13, 1999  

A new system aimed at ending “cybersquatting” on Internet address sites could be in place by the middle of this year, an official of the World Intellectual Property Organization indicated today.  The United Nations agency’s Legal Counsel Francis Gurry told a news conference proposals would be presented for approval in March to the California-based body ICANN, now the Internet’s manager for domain names, or addresses.   “The ICANN Board will decide on whether to adopt it. I imagine a decision will be rapid,” said Gurry.  The Geneva-based WIPO, closely involved in earlier efforts to resolve the problem, was asked last year to draft a plan for a legal framework to protect trademark names on the Internet and ensure order in the registration process.

 
System Needed Soon 

As use of the Internet booms for both trade and private use, the new system is required to tackle disputes over the exploding number of domain names—the combination of letters and other characters that identify a site.  WIPO spokeswoman Samar Shamoun said 4.8 million domain names are presently registered around the world, with 70,000 new ones being added each week.  At present, any name not already in use can be registered on-line for around $100—and effectively cornered by individuals or organizations who have no intention of actually using it and who have become known as “cybersquatters.”  These register a well-known name—or a close variant —and then offer to sell the right to their site’s use at a much higher price to the owner of the name outside cyberspace, or to any other taker.


Squatter Hits Even WIPO
Gurry said even WIPO, the main world body for registering and protecting trademarks and copyright, had such a problem on its hands. While its domain name was wipo.int, a site had been set up by a “squatter” as wipo.com.  The owner of this site was offering it for sale at $5,000, he said. 
Another site using the name of the residence of the President of the United States provided pornographic material.  Although the squatters can be pursued in national courts for copyright infringement, this can be very costly. “The real owners are in fact subjected to blackmail to buy back their own names,” said Gurry.

 
Dispute System Would Mediate
Under the new proposals, circulated on the Internet over the past three weeks, an on-line dispute system would be set up under ICANN—the Internet Corporation for Assigned Names and Numbers. 
New names would only be accepted on condition of recognition of the dispute system, whose rulings would be obligatory and would be enforced by ICANN who could cancel sites found to be breaking copyright. 


A much more watertight system for registering names, which can be done through national centers in most countries, would be introduced, ensuring that applicants provided accurate contact details. 
Gurry said response to the proposals from both public and private sectors had been generally positive, and regional consultations would continue over the next two months in Europe, Asia, Africa, North and South America to finalize the draft. 

_____________________________________________________________________

Porsche Files Lawsuit Against 130 Internet Domain Names
ATLANTA, Jan. 13, 1999 /PRNewswire/-- In an action taken to protect the Porsche name and trademark, Porsche AG and Porsche Cars North America have filed an unprecedented lawsuit against approximately 130 Internet domain names that use the trademark Porsche or a variation of the trademark Porsche. The in rem (i.e., against the thing) complaint was filed on Jan. 6, 1999, in the United States District Court for the Eastern District of Virginia.

In an in rem lawsuit, a plaintiff sues property or things rather than persons or entities.  Therefore, Porsche is not suing the individuals or entities that registered the domain names, but the domain names themselves.

Upon filing the lawsuit, Network Solutions will deposit the domain name registry certificates with the Clerk of the Court and the Court will then have complete dominion and jurisdiction over the domain names. The Court will then be requested to allow Porsche to give notice to the registrants of the domain names who can then appear in Court and explain why they should be allowed to continue to use the domain names. If a domain name is not claimed by a registrant who has a legitimate reason for registering and/or using the domain name, Porsche will request that the Court delete or transfer the domain name to Porsche.

Porsche is proceeding in an in rem lawsuit because it has discovered that many of the registrants of the domain names infringing on the trademark Porsche use fictitious names and addresses, and provide other false information in registering the domain names to insulate themselves from service of process.

_________________________________________________________

Ruling Against Domain Name Speculator Could Set Precedent

New York Times,  9 April 1999

http://www.nytimes.com/library/tech/99/04/cyber/cyberlaw/09law.html

For years people and companies have been buying Internet domain names in the same way they purchase cars, golf clubs or meatballs. The buyer says: Here's some money, now give me that thing you own.

But as so often happens with Internet-related legal matters, the law has lagged behind the marketplace. Now, a state court judge in Virginia has confirmed what most people have long assumed: domain names are a type of property that is owned by domain name holders and may be sold by them. But he also ruled that domain names can be seized to help pay off a debt or a legal judgement. 

The case has no legal force beyond a judicial district in Virginia, and one of the parties has asked the Virginia Supreme Court to hear an appeal. But legal experts say that if the ruling stands, it will serve as a precedent and could affect many areas of cyberspace law. 

For example, the ruling could be used as a new weapon by trademark holders against domain name speculators, also known as "cybersquatters," some lawyers said. 

The ruling could also bring into question the role of Network Solutions, Inc.  -- the exclusive registrar for ".com" domain names -- as an arbiter of some domain name disputes. The case also raises the question of whether states at some point might tax domain names, as they do other forms of property. 

The facts of the legal story are simple enough. Two years ago, Umbro International Inc., a marketer and distributor of soccer equipment, discovered that the domain name "umbro.com" had been registered by a small Canadian company. The firm had also registered at least 27 other domain names, many sex-related, including "sexxx.com" and "pornplaza.com." 

Umbro contacted the Canadian company and told it to hand over the domain name. But the holder of the name, 3263851 Canada Inc., demanded that Umbro pay its sole shareholder $50,000, give $50,000 to a charity and provide the shareholder with a lifetime supply of Umbro soccer equipment, according to legal papers. 

Umbro, figuring it was dealing with a classic domain name speculator, sued for trademark infringement in Federal court in Greenville, South Carolina, where the Italian company's United States subsidiary is based. The shareholder of the Canadian corporation, named in court papers as James Tombas, did not appear in court, and Umbro received a default judgment directing him to turn over control of "umbro.com." The court also ordered the defendant to pay $23,489.98 in legal fees. 

But the speculator had no assets in the United States that Umbro or its lawyers could find. Indeed, Alston & Bird, Umbro's law firm, did not even know where the he lived. So how to collect on the $23,489.98? 

The solution was a novel one. Umbro started a proceeding against Network Solutions to force the judicial sale of the speculator's 27 domain names. Network Solutions denied that it held any money or property belonging to the speculator, so Umbro sued to force the company to turn the domain names over to the court so that the court sheriff could auction them off to the highest bidder. The suit was brought before the Circuit Court of Fairfax County, Virginia, home of Network Solutions.

In a nutshell, the basic issue before the court was whether domain names are "property" of the domain name holder that can be garnished or seized by the sheriff for judicial sale.

In a ruling in early February, Judge M. Langhorne Keith said that domain names were property under Virginia law, and that Network Solutions was obligated to transfer the domain names into the court's control.

Philip L. Sbarbaro, a lawyer for Network Solutions, declined to comment on the case except to say that the company had filed an appeal with the Virginia Supreme Court.

David Stewart, a partner at Alston & Bird, said one major effect of the case is that it will help trademark owners in their battles with domain name speculators. The case suggests that when a speculator demands money from a large company, the company can threaten a suit for trademark infringement, he said. And the suit could be worthwhile, because if the company wins, it can go after every other domain name that the speculator owns to cover the court award or legal fees.

"It does give you extra leverage," said Stewart, referring to the ruling. "Before, most domain name pirates without assets assumed they would not be sued because of the legal expense and the difficulty of collecting on a judgment." He added that in the last two months, he has "persuaded" domain name speculators in two unrelated cases to turn over infringing domain names after threatening to go after all of their domain names.

Another implication of the ruling, said Stewart, is that frustrated trademark owners may finally be able to obtain jurisdiction over far-flung speculators even though their whereabouts are unknown. That is because a court can obtain jurisdiction over the property of a defendant even if the defendant is out of the state or the country. The ruling indicates that the property of the speculators -- the domain names themselves -- are located in Network Solution's computers in Virginia. Stewart said that Porsche recently sued a speculator in Virginia, arguing that the court had jurisdiction over the property of the speculator.

Other implications of the Umbro case are even more tantalizing. Carl Oppedahl, a Colorado-based lawyer with experience in Internet issues, said that if domain names are considered property, "then one day some state legislator will wake up and realize he can tax domain names just like he taxes other intangible property, like leases."

Oppedahl noted that there is a federal law in force imposing a ban on new state Internet-related taxes for two more years. "But after that, who knows?" he said. "And if there is a tax, which state can levy it? There are a lot of questions."

Network Solutions has previously maintained that domain name registrants sign a contract and are given licenses to use domain names, but do not in fact own them. The company has a lot to lose if the Virginia case stands, legal experts said. The competitors it will face when it loses its monopoly on domain name registrations later this year will face similar issues.

For one thing, Network Solutions could be deluged with similar demands for compensation through the seizure and sale of domain names, creating administrative havoc.

Also, the ruling could put into question the propriety of the company's dispute policy, which dictates that a domain name be automatically withdrawn from its holder when Network Solutions receives a complaint from a trademark owner charging that the domain name infringes its mark. If the charge turned out to be a false one, the domain name holder might be able to sue, saying that Network Solutions had wrongfully taken away his property, some experts say.

"If domain names are property, then it puts into question NSI's role of withdrawing domain names" in certain circumstances, said Oppedahl. Bret Fausett, a lawyer with the firm of Fausett, Gaeta & Lund in Boston, which has a large Internet practice, added: "For a small percentage of cases, I think NSI could now be liable for taking property away and giving it to someone else."

Ian Ballon, a lawyer in Palo Alto who specializes in Internet law, disagreed, however: "Even if there is a property right in a domain name, that doesn't mean you can go after NSI."

________________________________________________________

Archie Comics fights parent for domain 
15 January 1999

See http://www.news.com/News/Item/0,4,31027,00.html

Archie drops Veronica domain dispute 
Reuters, 20 January 1999, 8:05 a.m.

http://www.news.com/News/Item/0,4,31150,00.html

LOS ANGELES--Yes, Veronica, there is a fairy godmother. 

A comic book publisher said it was dropping its efforts to shut down the website of 22-month-old Veronica Sams over alleged trademark infringement.

As previously reported by CNET News.com, the little girl's site, at "www.veronica.org," incurred the wrath of Archie Comic Book Publications because the company claims it has a copyright on the name "Veronica," a character in its "Archie" comic strip.

Veronica Sams's Web site was established by her father, David Sams of Los Angeles, to celebrate her birth in 1997.

It features two photographs of Veronica, one of her playing in a bathtub and the other of her sitting in a high chair with food smeared all over her face. 

Now it is Archie who has egg on his face.

The company said it had asked Network Solutions, with which Sams had registered the "Veronica.org" domain name, to put it on hold to protect young Web surfers "from the possibility that the 'Veronica.org' domain name might be used for a Web site containing inappropriate, unsavory, or explicit material."

But after being assured by Sams that "Veronica.org" was for his daughter and the most explicit thing shown would be the bathtub snapshot, the company, based in Mamaroneck, New York, has dropped its threat to take Veronica to court.

"We did not take this action to challenge a child," Michael Silberkleit, chairman and copublisher of Archie Comic Publications, said in a statement.

"We did it to protect the millions of children who read our comic magazines and look for our Web site. Now that Mr. Sams has publicly stated that the 'Veronica.org' Web site will be devoted to his daughter, we have withdrawn our request."

Little Veronica herself professed to be surprised by all the fuss. "I don't understand…How can a company own my name? It's a common first name. Veronica, in Archie comics, is a brunette. I'm a blonde. How could the world confuse me with her? She's much older than I am. I'm still a baby!…I'm confused and very hurt," she--or, rather, her father--wrote on the Web page.

Sams could not be reached for comment yesterday, but in a letter to Archie Comic attorneys that he posted on his daughter's page, he pointed out that the firm would have to take little Veronica to court, as the Web site was registered in her name.

It is not the first time that children's Web sites have incurred the wrath of big companies. Last year a Pennsylvania boy nicknamed Pokey set up a web site at "www.pokey.org" featuring himself, his puppy, and his favorite video games.

The Prema Toy company of San Rafael, California, sought control of the site, saying they owned the trademark for Pokey, a line of toy. The dispute was resolved when Pokey creator Art Clokey stepped in and said the boy was welcome to his site.

________________________________________________________________________

Mattel sues ISP over Barbie domains  
Special to CNET News.com
4 February 1999

http://www.news.com/News/Item/0,4,31990,00.html

Mattel, the world's largest toymaker, has sued an Oregon Internet service provider for infringing on its trademarked "Barbie" doll line by attempting to sell domain names that include the Barbie moniker.
In a suit filed in U.S. District Court in Los Angeles, Mattel officials contend Internet Host, a Portland, Oregon-based ISP, has registered names like "barbiesplace.com" and "badbarbies.com." Mattel claims Internet Host is demanding that Mattel buy the names or they'll be sold to companies and individuals looking to set up Web sites.

Suits over domain names are becoming more frequent as the number of companies touting their products on the Web has exploded in recent years. 

"Defendants have adopted and used the Barbie trademarks with the intent to trade on the enormous goodwill that Mattel has earned in the Barbie products, and to extort a payment from Mattel for the transfer of the domain names," Mattel officials said in the suit.

Host Internet officials weren't available for comment. 

Mattel has spent millions of dollars promoting Barbies, one of the world's most popular toys. Sales of the 40-year-old doll line top $1 billion annually, the suit said. The company also has a popular web site (www.barbie.com) for the doll, the suit adds.

Internet Host officials will mislead consumers searching for information about the dolls if they use the Barbie names for sites or sell them to other Internet providers, the suit charged.

"The damage to Mattel includes harm to its reputation in the marketplace that money cannot compensate," the toymaker's executives said in the suit. They are asking a judge to bar Internet Host from using the names.

The move to protect the Barbie name comes as Mattel said a cut in retailers' orders prompted a 67 percent drop in fourth- quarter profits.

_______________________________________________________________________
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RANDOLPH, Circuit Judge:

 *1 This is an appeal from the judgment of the district court dismissing a complaint filed against the National Science Foundation ("NSF") and its private contractor, Network Solutions, Inc. Plaintiffs are individuals and entities who registered Internet domain names through Network Solutions, Inc., paying a one‑ time registration fee and yearly renewal fees thereafter, a portion of which the company paid over to NSF according to the terms of a government contract. The complaint alleged, among other things, that NSF had imposed and collected an unconstitutional tax, that Network Solutions had violated the antitrust laws, and that the amount of the fees charged pursuant to the contract exceeded a limitation imposed by statute.

The Internet, "an international network of interconnected computers," Reno v. ACLU, 521 U.S. 844, 117 S.Ct. 2329, 2334, 138 L.Ed.2d 874 (1997), developed from the ARPANET, a network the United States military created in 1969 to link its computers with those of defense contractors and universities. See 63 Fed.Reg. 31,741 (1998). The ARPANET, which no longer exists, served as a model for similar nonmilitary networks. See id.; see also 63 Fed.Reg. 8826 (1998). These networks eventually linked with each other and coalesced into the backbone of the modern Internet, see 63 Fed.Reg. at 8826, enabling tens of millions of people to communicate with one another and to gain access to vast amounts of information from around the world, see ACLU, 117 S.Ct. at 2334.

Internet use has grown dramatically in the past two decades. The number of networked "host" computers‑‑those that store information and relay communications‑‑increased from about 300 in 1981 to approximately 9.4 million in 1996. See id. Roughly 60 percent of these host computers are located in the United States. See id. About 40 million people used the Internet in 1996, a number expected to rise to 200 million this year. See id.

Individuals generally obtain access to the Internet through these host computers, each of which has a numerical address, or Internet Protocol number, such as "98.37.241.30," that allows other host computers to identify and locate it. [FN1] See 63 Fed.Reg. at 8826; see also 63 Fed.Reg. at 31,741. When the Internet was in its infancy, Internet Protocol numbers were assigned and maintained by the late Dr. Jon Postel, then a UCLA graduate student working under a contract between the Defense Department and the university. See 63 Fed.Reg. at 31,741. When Dr. Postel moved from UCLA to the Information Sciences Institute at the University of Southern California, he continued to maintain the lists pursuant to contracts with the Defense Department. See id. As the lists grew, Dr. Postel delegated certain aspects of the list maintenance to what eventually became known as the Internet Assigned Numbers Authority. See id.

 *2 Because many numerical sequences are difficult to remember, the Internet community created a system allowing an Internet computer to be identified by a "domain name." See 62 Fed.Reg. 35,896 (1997). The domain name system is a hierarchy. See 63 Fed.Reg. at 8826. Top‑level domains are divided into second‑level domains, and so on. See id. More than 200 national, or country‑ code, top‑level domains‑‑e.g., ".us" for the United States, ".pa" for Panama, ".uk" for the United Kingdom, and so on‑‑are administered by their corresponding governments or by private entities with the government's permission. See 63 Fed.Reg. at 31,742. A small set of generic top‑level domains carry no national identifier, but denote the intended function of that portion of the domain space: ".com" for commercial users; ".org" for non‑profit organizations; ".net" for network service providers; ".edu" for educational institutions; ".gov" for United States government institutions; ".mil" for United States military institutions; and ".int" for international institutions. See 63 Fed.Reg. at 31,742.

 Domain names‑‑e.g., bettyandnicks.com‑‑consist of at least two groups of alphanumeric characters, each known as a string, separated by a period or dot. The last string‑‑the farthest to the right‑‑denotes the top‑level domain. The second‑to‑last string is the second‑level domain name and identifies the person's or organization's Internet computer site. See Albert, supra note 1, at 783. Each string may contain up to 63 characters but the overall domain name must be less than 256 characters. See PGMedia, Inc., No. 97 Civ.1946, slip op. at 3.

 For the domain name system to function, each domain name must be unique and correspond to a unique Internet Protocol number. See 63 Fed.Reg. at 8826; see also Goldfoot, supra note 1, at 913. A new user who wishes to have an Internet site with a domain name address first obtains an Internet Protocol number (e.g., 1.23.456.7). See PGMedia, Inc., No. 97 Civ.1946, slip op. at 5. The user then registers a domain name and it becomes linked with that Internet Protocol number. See id. at 5‑6.

 Before using a domain name to locate an Internet computer site in  "cyberspace," a computer must match the domain name to the domain name's Internet Protocol number. [FN2] The match information is stored on various Internet‑connected computers around the world known as domain name servers. The computer attempts to find the match information by sending out an address query. [FN3] The goal of the address query is to find the particular domain name server containing the match information the user seeks. See id. at 4‑5.

 When ordered to translate an unknown domain name into an Internet Protocol number, a computer will ask its Internet Service Provider's server if it knows the domain name and corresponding Internet Protocol number. See Albert, supra note 1, at 785. If that server lacks the information, it will pass the query to a "root server," also called a "root zone" file, the authoritative and highest level of the domain name system database. [FN4] See 63 Fed.Reg. at 8826. The root zone file directs the query to the proper top‑level domain zone file, which contains the domain names in a given domain and their corresponding Internet Protocol numbers. See 63 Fed.Reg. at 8828. In the case of someone searching for the "bettyandnicks.com" home page, the root zone file sends the query to the top‑level domain zone file with information about ".com" domain names. The ".com" zone file then refers the query to a second‑level domain name file with all the second‑level domain names under ".com." This is where the "bettyandnicks.com" query ends: the second‑level domain name file has the information matching the domain name to its associated Internet Protocol number. With the Internet Protocol number, the user's computer can connect the user to the requested Internet site. The "bettyandnicks.com" home page will appear, just as if the user had typed in the Internet Protocol number instead of the domain name. See PGMedia, Inc., No. 97 Civ.1946, slip op. at 5.

 *3 Initially, the Internet Assigned Numbers Authority retained responsibility for both Internet Protocol number allocation and domain name registration. See id. at 7. In 1991 and 1992, NSF, an independent agency of the federal government, assumed responsibility for coordinating and funding the management of the nonmilitary portion of the Internet infrastructure. [FN5]

 In March 1992, NSF solicited competitive proposals to provide a variety of infrastructure services, including domain name registration services. NSF issued the solicitation pursuant to the National Science Foundation Act of 1950, 42 U.S.C. §§ 1861‑1887, as amended, and the Federal Grant and Cooperative Agreement Act, 31 U.S.C. §§ 6301‑6308. [FN6] In December 1992, after an independent review of the proposals responsive to the solicitation, NSF selected the bid from, and entered into a cooperative agreement with, Network Solutions, Inc., a private company.

B

 The dispute in this case turns partly on the terms of the cooperative agreement, which took effect January 1, 1993, and, as amended, runs through September 30, 2000, at the latest. Network Solutions became the exclusive registry and exclusive registrar for the ".com," ".org," ".net," and ".edu" top‑level domains. See 63 Fed.Reg. at 8828. As a registry, Network Solutions maintains a top‑level domain's zone files, the directory databases listing domain names and their Internet Protocol numbers. See 63 Fed.Reg. at 8828. As registrar, Network Solutions acts as go‑between for domain‑name holders and the registry, providing various services, including the registration of domain names on a first‑come, first‑served basis. See 63 Fed.Reg. at 8828. The company also currently maintains the "A" root server, see supra note 4.

 The agreement provided that NSF would compensate Network Solutions in accordance with a cost‑plus‑fixed‑fee arrangement. The cost‑plus‑fixed‑fee arrangement ended on September 14, 1995. Pursuant to an amendment to the agreement, Network Solutions started charging domain name registrants a one‑ time registration fee of $100 for registration services for the first two‑year period, and $50 per year thereafter, with 70 percent of the fees going to Network Solutions as "consideration for the services provided" and 30 percent set aside, in a custodial account held by Network Solutions on NSF's behalf, for preserving and enhancing the "Intellectual Infrastructure of the Internet." The 30 percent portion‑‑the "Preservation Assessment"‑‑was discontinued for registrations made on or after April 1, 1998. [FN7]

 Plaintiffs are individuals and companies (collectively "registrants") who paid fees to Network Solutions to register and maintain their domain names. They sued Network Solutions and NSF claiming that the domain name fees violated the Constitution, the Sherman Act, the Independent Offices Appropriation Act, and the Administrative Procedure Act. They sought damages, declaratory and injunctive relief, refund of the fees earmarked for the Preservation Assessment, and return of the above‑cost portion of the fees they paid to Network Solutions between September 14, 1995, and March 31, 1998, for registration services.

 *4 On April 6, 1998, the district court dismissed most of the claims, but held that the Preservation Assessment was an above‑cost tax Congress had not authorized and hence was unconstitutional. See Thomas v. Network Solutions, Inc., 2F.Supp.2d 22, 31‑32 (D.D.C.1998). Within weeks, Congress passed and the President signed into law § 8003 of the Fiscal Year 1998 Supplemental Appropriations and Rescissions Act, Pub.L. No. 105‑174, 112 Stat. 58. Section 8003 is as follows:

Ratification Of Internet Intellectual Infrastructure Fee. (a) The 30 percent portion of the fee charged by Network Solutions, Inc. between September 14, 1995 and March 31, 1998 for registration or renewal of an Internet second‑level domain name, which portion was to be expended for the preservation and enhancement of the intellectual infrastructure of the Internet under a cooperative agreement with the National Science Foundation, and which portion was held to have been collected without authority in William Thomas et al. v. Network Solutions, Inc. and National Science Foundation, Civ. No.97‑2412, is hereby legalized and ratified and confirmed as fully to all intents and purposes as if the same had, by prior act of Congress, been specifically authorized and directed.

(b) The National Science Foundation is authorized and directed to deposit all money remaining in the Internet Intellectual Infrastructure Fund into the Treasury and credit that amount to its Fiscal Year 1998 Research and Related Activities appropriation to be available until expended for the support of networking activities, including the Next Generation Internet.

 112 Stat. 58, 93‑94. Holding that § 8003 ratified the Preservation Assessment and thus mooted the sole surviving claim, the district court dismissed the entire case on August 28, 1998. On October 23, 1998, plaintiffs moved for reconsideration under Fed. R. Civ. P. 60(b). The district court heard argument on the Rule 60(b) motion on November 24, 1998, ruling from the bench in defendants' favor. Registrants now appeal portions of the April 1998 and August 1998 district court orders. [FN8]

II

 To begin, we shall assume, arguendo, that the 30 percent portion of the domain name registration fee Network Solutions collected and held for NSF constituted an illegal tax because, as the district court decided, NSF lacked congressional authorization. As all parties agree, this is not necessarily fatal because legislation may confirm and render lawful otherwise unlawful federal agency actions imposing charges on others. An old Supreme Court case‑‑rarely cited but never overruled‑‑stands for the proposition that Congress "has the power to ratify the acts which it might have authorized" in the first place, so long as the ratification "does not interfere with intervening rights." United States v. Heinszen & Co., 206 U.S. 370, 384, 27 S.Ct. 742, 51 L.Ed. 1098 (1907). [FN9]

 In view of Heinszen, registrants pose two questions: did Congress, in § 8003 of the 1998 supplemental appropriations act, mean to ratify the Preservation Assessment; and, if so, was Congress barred from ratifying NSF's action on the ground that it could not have authorized NSF to impose the assessment at any time.

 *5 As to the first question, the argument against ratification proceeds on the basis that if Congress had wanted to confirm the assessment § 8003 would have said "tax" rather than "fee." We think this difference between § 8003's description and the district court's is inconsequential. The effect of § 8003 is the same as if it had used the word "tax." In Heinszen, Congress called the "tax" at issue there a "duty," yet the Supreme Court still found a valid ratification. 206 U.S. at 378, 381‑82. In Skinner v. Mid‑America Pipeline Co., 490 U.S. 212, 214‑15, 222‑23, 109 S.Ct. 1726, 104 L.Ed.2d 250 (1989), the Court sustained Congress's delegation of its taxing power in a provision, entitled "Pipeline safety user fees," directing the Secretary of Transportation to establish a system of "user fees" to cover costs of administering federal pipeline safety programs. See also Florida Power & Light Co. v. United States, 846 F.2d 765, 769, 776 (D.C.Cir.1988). Here, although the district court found the Preservation Assessment to be a "tax," we are certain that § 8003 addresses the resulting fund of money collected for NSF's benefit between September 1995 and March 1998. Section 8003 identifies this case by name and by its district court docket number; it accurately describes the district court's holding; it specifies the precise period when the Preservation Assessment was collected; and it mirrors the language the district court used in suggesting ratification. The section's caption‑‑"RATIFICATION OF INTERNET INTELLECTUAL INFRASTRUCTURE FEE"‑‑makes Congress's intent unmistakable, and the accompanying Conference report states that § 8003 "serve[s] to ratify and confirm Congressional intent with respect to the collection and use of funds by the National Science Foundation....and the language included in this new section will statutorily correct the lack of authority perceived by the court." [FN10] On the other hand, plaintiffs' reading of § 8003 renders the provision nonsensical. The district court had not held any "fee" illegal and so, if § 8003 ratified only user fees, it ratified nothing.

 Registrants cannot, as they suppose, derive support for their interpretation of § 8003 from the Internet Tax Freedom Act, Title XI of the Omnibus Consolidated and Emergency Supplemental Appropriations Act, 1999, Pub.L. No. 105‑277, 112 Stat. 2681 (1998). The Internet Tax Freedom Act became law after the district court's dismissal of this case; it does not repeal § 8003; in fact it does not even mention § 8003; the tax moratorium it enacts deals with prospective taxes imposed by states or political subdivisions thereof; it excludes from its coverage "liability for taxes accrued and enforced before the date of enactment of this Act"; and it specifically exempts "ongoing litigation relating to such taxes."

 *6 This brings us to the second question raised in light of Heinszen‑‑ whether Congress could have authorized NSF to collect the assessment from the beginning (if it could not have done so, it cannot ratify NSF's actions after the fact). Registrants start this part of their argument with the proposition that "Congress can never delegate the unfettered power to legislate," from which they conclude that Congress could not have delegated to NSF the power "to fix Internet taxes" before the 30 percent assessment went into effect. Appellants' Brief at 23‑24. We think registrants' argument miscasts not only what Congress did, but also what Congress could have done initially. Section 8003 delegated to NSF no discretionary authority, much less the power to enact tax legislation or to fix tax rates. When Congress passed this provision in May 1998, the rate had already been set, the assessments already collected. Congress then knew how much Network Solutions had been charging registrants, the period during which the charges had been imposed (September 14, 1995, through March 31, 1998), and what portion of the charges‑‑30 percent‑‑had gone to NSF and for what purpose. It was this "fee" that, in the words of § 8003, Congress "legalized and ratified and confirmed as fully to all intents and purposes as if the same had, by prior act of Congress, been specifically authorized and directed." If a prior act of Congress had directed NSF to collect $30 for each new registration and $15 thereafter and to retain the funds in order to support the Internet, we perceive no reason‑‑registrants have offered none‑‑why such legislation would not have been within Congress's constitutional power under Article I, § 8. See Federal Power Comm'n v. New England Power Co., 415 U.S. 345, 349, 94 S.Ct. 1151, 39 L.Ed.2d 383 (1974); Seafarers Int'l Union of N. Am. v. United States Coast Guard, 81 F.3d 179, 182‑83 (D.C.Cir.1996).

III

 Count 10 of the amended complaint charges that Network Solutions, in violation of § 2 of the Sherman Act, 15 U.S.C., abused its alleged monopoly power in the domain name registration market by refusing to allow potential competitors to introduce additional top‑level domains into the "Configuration File"‑‑the "A" root server‑‑"the Essential Facility controlled by [Network Solutions]." [FN11] The district court dismissed this claim for failure to state a cause of action, on the ground that a "federal instrumentality doctrine" gave Network Solutions the same immunity from antitrust liability as that enjoyed by NSF.

 Whether there is, or should be, any such "federal instrumentality doctrine" in this context is not clearly settled. The Department of Justice, representing NSF in this appeal, has taken no position on the question. Network Solutions, seeking to convince us of its immunity, starts with the point that NSF is itself outside the reach of the Sherman Act. This is clear enough. NSF is part of the federal government. The Supreme Court has interpreted the word "person" in § 2 of the Sherman Act to exclude the United States from liability. See United States v. Cooper Corp., 312 U.S. 600, 61 S.Ct. 742, 85 L.Ed. 1071 (1941). We therefore held in Sea‑Land Service, Inc. v. Alaska Railroad, 659 F.2d 243 (D.C.Cir.1981), that the Alaska Railroad, an entity wholly owned and operated by the federal government, was not subject to Sherman Act liability. Given NSF's antitrust immunity, Network Solutions maintains that it also has immunity so long as its alleged anti‑competitive actions were "taken pursuant to the Cooperative Agreement." Network Solutions' Brief at 34. In agreeing with this conclusion, the district court relied on Southern Motor Carriers Rate Conference, Inc. v. United States, 471 U.S. 48, 58‑65, 105 S.Ct. 1721, 85 L.Ed.2d 36 (1985). But as Network Solutions now acknowledges, Southern Motor Carriers arose in a different setting. The Supreme Court was there interpreting the effect of Parker v. Brown, 317 U.S. 341, 352, 63 S.Ct. 307, 87 L.Ed. 315 (1943), which recognized the immunity of States under the Sherman Act for imposing a restraint on trade "as an act of government." As to entities under State regulation, Southern Motor Carriers held that if they take action pursuant to a "clearly articulated and affirmatively expressed" State policy, even a policy simply permitting the anticompetitive conduct, and if the State actively supervises the conduct, such private parties are also immune from antitrust liability. 471 U.S. at 62. The Court's reasoning rested, in part, on considerations of federalism, considerations obviously not present when federal regulation is involved. See id. at 61; compare Ricci v. Chicago Mercantile Exch., 409 U.S. 289, 300‑01, 93 S.Ct. 573, 34 L.Ed.2d 525 (1973), with IA PHILLIP E. AREEDA & HERBERT HOVENCAMP, ANTITRUST LAWS § 248, at 116‑18 (1997 ed.).

 *7 Just as important, Southern Motor Carriers dealt only with state regulation of private entities. See also Greensboro Lumber Co. v. Georgia Power Co., 844 F.2d 1538 (11th Cir.1988). Here we have instead a contractual relationship between a federal government agency and a private party. [FN12] It is not obvious to us, particularly in view of Otter Tail Power Co. v. United States, 410 U.S. 366, 93 S.Ct. 1022, 35 L.Ed.2d 359, reh'g denied, 411 U.S. 910, 93 S.Ct. 1523, 36 L.Ed.2d 201 (1973), that a private contractor automatically shares the federal agency's immunity simply because the contractor's allegedly anti‑competitive conduct occurred‑‑as Network Solutions puts it and some courts suggest [FN13]‑‑"pursuant" to a government contract. A contractor might be free to perform the contract in any number of ways, only one of which is anticompetitive. [FN14]

 Whether and under what circumstances a federal contractor has antitrust immunity are questions we leave to another day. A firmer ground for resolving this aspect of the case is presented; although it was neither raised nor decided in the district court, it has been argued on appeal and prudence dictates that we consider it. Count 10 of the complaint states, as the registrants agree, an "essential facilities" claim. See generally 3A PHILLIP E. AREEDA & HERBERT HOVENCAMP, ANTITRUST LAWS §§ 771‑774, at 172‑228 (1996); PHILLIP E. AREEDA & HERBERT HOVENCAMP, ANTITRUST LAWS 654‑60 (1995 Supp.). Network Solutions, for the first time on appeal, contends that plaintiffs lack "standing" to raise their "essential facilities" claim. Caribbean Broadcasting System, Ltd. v. Cable & Wireless PLC, 148 F.3d 1080, 1088 (D.C.Cir.1998), decided after the district court's decision in this case, held that among the "elements of an antitrust claim for denial of access to an essential facility are (1) a monopolist who competes with the plaintiff controls an essential facility" and "(3) the monopolist denied the plaintiffs use of the facility...." The plaintiffs here are those who registered their domain names for a fee. They are not, according to their amended complaint, competitors of Network Solutions. It follows that they have failed to satisfy two of the elements set forth in Caribbean Broadcasting. Does this mean they lack "antitrust standing," see Associated General Contractors of California, Inc. v. California State Council of Carpenters, 459 U.S. 519, 535 n. 31, 103 S.Ct. 897, 74 L.Ed.2d 723 (1983), as Network Solutions claims, or does it mean that have they failed to state a cause of action? Our decision in Caribbean Broadcasting holds that competitor status is simply an element of the cause of action, in the absence of which the claim should be dismissed under Rule 12(b)(6), Fed. R. Civ. P. See 148 F.3d at 1089. While this does not necessarily preclude also treating the matter in terms of standing, [FN15] and thus as a question that may be raised at any time, we have determined to rely on Caribbean Broadcasting and its treatment of non‑competitor status even if we are dealing not with standing but with a defense on the merits. As we have said, Caribbean Broadcasting came down after the decision below. If we ignored Caribbean Broadcasting and sent the case back to the district court, either because we disagreed with the district court's finding of immunity, or because we thought further factual development was in order, see Otter Tail Power Co., 410 U.S. at 379, Network Solutions would be free to invoke Caribbean Broadcasting in its answer, which it has not yet filed, or in a motion for summary judgment, or both. The district court would then have to rule in favor of Network Solutions because the plaintiffs are not competitors. There is no reason to postpone the inevitable. In these rather exceptional circumstances we have discretion to consider a claim neither raised nor decided in the district court. See Granfinanciera, S.A. v. Nordberg, 492 U.S. 33, 38‑39, 109 S.Ct. 2782, 106 L.Ed.2d 26 (1989); Heckler v. Campbell, 461 U.S. 458, 468‑69 n. 12, 103 S.Ct. 1952, 76 L.Ed.2d 66 (1983); Animal Legal Defense Fund v. Espy, 23 F.3d 496, 499 (D.C.Cir.1994). On the basis of Caribbean Broadcasting we therefore will affirm the district court's judgment dismissing Count 10.

IV

 *8 The final issue deals with the Independent Offices Appropriation Act  ("Act"), 31 U.S.C. § 9701, a statute requiring that fees charged for federal agency services comport with set criteria. [FN16] Registrants claim that the above‑cost portion of the fees Network Solutions charged for its registration and renewal services violated the Act.

 Government agencies cannot escape responsibility for failing to perform their statutory duties by hiring private parties to perform those duties. If a statute required NSF to register domain names, and NSF farmed this out to Network Solutions, the Act might apply. But that is not the situation before us. The key governing statute is 42 U.S.C. § 1862(g). While § 1862(g) may, or may not, permit NSF to register and renew domain names‑‑we do not need to reach this question‑‑we are certain that it does not require NSF to do so. It merely directs NSF "to foster and support access ... to computer networks." 42 U.S.C. § 1862(g). One way to fulfill such a broad mandate, NSF apparently decided, was to enter into a cooperative agreement with Network Solutions to have the company register and maintain second‑level domain names.

 Registrants argue that because a federal agency hired Network Solutions, the Act must cover the domain name fees. By its terms, the Act applies only to "a service or thing of value provided by an agency." 31 U.S.C. § 9701(a) (emphasis added). Here, a private party (Network Solutions) performed the domain name registration services‑‑and did so as it saw fit. Registrants' amended complaint acknowledges Network Solutions' near total command over domain name registrations: "NSF has not and does not directly supervise or manage any NSI activities pertaining to the Domain Name registration process. The only 'control' and 'oversight' exercised by NSF over NSI and the Domain Name registration process is the contractual requirement that NSF submit certain limited quarterly and annual reports." [FN17] This might seem sufficient to indicate that the Act does not apply. But if we give the section a broader interpretation, see Ayuda, Inc. v. Attorney General, 848 F.2d 1297, 1299‑1300 (D.C.Cir.1988), the question becomes whether domain name registration is a government service or thing of value within the Act's meaning. The answer, we believe, is no. As we said, Congress chose not to require NSF or any other agency of the federal government to register domain names. Simply because NSF might have been able to perform domain name registration does not transform this activity into a government service or thing of value. A recent and novel function such as domain name registration hardly strikes us as a "quintessential" government service, as registrants suppose. [FN18] Indeed, it was not the government but the Internet Assigned Numbers Authority‑‑headed by the late Dr. Postel at USC, see 63 Fed.Reg. at 8826‑‑that originally maintained host computer name lists.

 *9 The two Comptroller General decisions registrants cite do not alter this conclusion. In In re: FEC‑Sales of Microfilm Copies of Candidate and Committee Reports, 61 Comp. Gen. 285 (1982), and In re: Retention of Fees Received by EPA Contractors Providing Information Services to the Public, 1975 WL 7967 (Comp. Gen. Oct. 20, 1975), federal agencies hired private firms to produce agency records on the agencies' behalf. Both cases involved services that statutes required the agencies to perform. There is no such statutory mandate here.

 The Act is a nonfit in other ways. The Act applies to monies bound for the federal treasury. In its original form, the Act stated that "any amount" from fees or charges for government services "shall be collected and paid into the Treasury" as miscellaneous receipts. Pub.L. No. 137, tit. V, 65 Stat. 268, 290, formerly codified at 31 U.S.C. § 483a, recodified at 31 U.S.C. § 9701. The 1982 recodification of the Act omitted this requirement but only because § 3302(a) made it "unnecessary." 31 U.S.C. § 9701, Explanatory Notes. Section 3302 provides that any official or agent who receives money for the government from any source shall keep the money safe, see § 3302(a), and deposit the money in the Treasury, see § 3302(b). The monies at issue here‑‑the 70 percent portion of the domain name fees‑‑were paid to Network Solutions for its services. The company is under no duty to turn over any portion to the federal government. To the contrary, according to the cooperative agreement and federal law, see 58 Fed.Reg. 62,992, 62,995, 62,998 (1993), as amended by 62 Fed.Reg. 45,934 (1997), the monies belong to Network Solutions. Any remaining doubt is laid to rest by considering the penalty for noncompliance with § 3302. An official or agent who receives money for the government and does not deposit such money promptly in the Treasury may be removed from office. See id. § 3302(d). This sanction makes no sense with respect to a private actor like Network Solutions.

 For all these reasons we hold that the Independent Offices Appropriation Act does not cover the fees Network Solutions charged for its services.

* * *

 We have considered and rejected registrants' other contentions.

 Affirmed.

FN1. An Internet Protocol address consists of four numbers, each between 0 and 255, separated by periods. See PGMedia, Inc. v. Network Solutions, No. 97 Civ.1946, slip op. at 3 (S.D.N.Y. Mar. 16, 1999); see also Josh A. Goldfoot, Note, Antitrust Implications of Internet Administration, 84 VA. L. REV. 909, 913 (1998). The first number signifies the computer's geographic region; the second number a specific Internet Service Provider; the third a specific group of computers; and the fourth a specific computer within that group. See G. Peter Albert, Jr., Eminent Domain Names: The Struggle to Gain Control of the Internet Domain Name System, 16 J. MARSHALL J. COMPUTERS & INFO. L. 781, 784 (1998).

FN2. A domain name does not signal where a computer is physically located. A computer may be moved from one place to another while retaining the same domain name. Thus a domain name is not an address as typically understood but instead is a mark identifying a specific person's or organization's site on the Internet. See Albert, supra note 1, at 785.

FN3. A computer user typically initiates an address query by typing a domain name into an application such as a web browser. See Albert, supra note 1, at 785.

FN4. There are 13 root servers, named A through M, which together contain authoritative domain name databases. See 63 Fed.Reg. at 31,742. Information that a domain name is associated with a certain Internet Protocol number goes on the A root server. See PGMedia, Inc., No. 97 Civ.1946, slip op. at 6. Servers B through M download new domain name registration and Internet Protocol number information on a voluntary and daily basis from the A root server. See 63 Fed.Reg. at 31,742; see also PGMedia, Inc., No. 97 Civ.1946, slip op. at 6. In this way, no matter which root server a user's computer utilizes to commence an address inquiry, the query can be completed successfully. See PGMedia, Inc., No.
 97 Civ.1946, slip op. at 6.

FN5. The NSF's role in the Internet's evolution began even earlier. In 1987, the NSF awarded grants to IBM, MCI, and Merit to develop the NSFNET, a national high‑speed network based on Internet protocols. See 63 Fed.Reg. at 31,742. The NSFNET, the largest of the governmental networks, provided the "backbone" to connect other networks serving more than 4,000 research and educational institutions throughout the country. See id. In 1992, Congress gave the NSF statutory authority to allow commercial activity on the NSFNET. See id. This facilitated connections between NSFNET and newly forming commercial network service providers, paving the way for today's Internet. See id.

FN6. The solicitation did not anticipate the explosion in the volume of domain name registrations that would occur. Only 3,950 nonmilitary domain names were registered at the time of the solicitation, and monthly registrations averaged 229. By September 1997, the rate of registrations reached 125,000 per month, and there were roughly 1.9 million names registered.

FN7. At that time, Network Solutions started charging $70 for registration
 services for the first two‑year period, and $35 per year thereafter. Later in 1998, NSF transferred responsibility for administering its cooperative agreement with Network Solutions to the Department of Commerce.

FN8. Registrants have not appealed the district court's dismissal of their claims concerning the Administrative Procedure Act and Article IV, § 3 of the Constitution. At oral argument, they also withdrew their appeal of the district court's dismissal of their claim under § 1 of the Sherman Act. See Kickapoo Tribe of Indians v. Babbitt, 43 F.3d 1491, 1496 n. 7 (D.C.Cir.1995).

FN9. No party has drawn a distinction between congressional ratification before a judicial decision and ratification‑‑as here‑‑after a decision (but before a final judgment) declaring the agency action unlawful. Cf. Plaut v. Spendthrift Farm, Inc., 514 U.S. 211, 219‑25, 115 S.Ct. 1447, 131 L.Ed.2d 328 (1995). We will therefore assume that the two situations should be treated the same.

FN10. Registrants also make much of a letter from a Member of the House of Representatives and a letter from three Senators written after Congress passed § 8003. Such isolated post‑enactment statements, to the extent that
 they are legislative history, carry little weight, see Landgraf v. USI Film Products, 511 U.S. 244, 262, 262‑63 n. 15 (1994), and in any event, do not alter the plain meaning of this statute. It is clear that Congress meant to ratify the Preservation Assessment. Even these legislators do not appear to contest this. All they dispute is the Preservation Assessment's label‑‑tax or fee.

FN11. Count 10 might be read to allege another, distinct claim‑‑namely, that Network Solutions denied access to the Configuration File to some unnamed potential competitors purportedly seeking to register domain names containing the customary top level domains. At oral argument registrants seemed to eschew such a reading. In any event, our treatment of Count 10 applies equally to this potentially distinct claim.

FN12. The complex subject of antitrust immunity for private parties, after the Supreme Court's decision in Parker v. Brown, is discussed at length in 1 PHILLIP E. AREEDA & HERBERT HOVENCAMP, ANTITRUST LAWS §§ 221‑231, at 356‑540 (revised ed.1997).

FN13. See, e.g., PGMedia, Inc., No. 97 Civ.1946, slip op. at 20; Beverly v. Network Solutions, Inc., No. C‑98‑0337, 1998 WL 320829, at *
 4 (N.D. Cal. June 12, 1998); Medical Ass'n of Ala. v. Schweiker, 554 F.Supp. 955, 966 (M.D.Ala.1983).

FN14. In Otter Tail, an electric utility company sought to avoid Sherman Act liability partly on the ground that its anti‑competitive actions were pursuant to its contract with the Bureau of Reclamation, a federal agency. The Court rejected this defense, agreeing with the Solicitor General that "government contracting officers do not have the power to grant immunity from the Sherman Act." 410 U.S. at 378‑79. To this firm statement, the Court added what might be perceived as qualifiers:

Such contracts stand on their own footing and are valid or not, depending on the statutory framework within which the federal agency operates. The Solicitor General tells us that these restrictive provisions [in the contract] operate as a "hindrance" to the Bureau and were "agreed to by the Bureau only at Otter Tail's insistence," as the District Court found. The evidence supports that finding.

Id. at 379.

FN15. See Steel Co. v. Citizens for a Better Env't, 523 U.S. 83, 118 S.Ct. 1003, 1013 n. 2, 140 L.Ed.2d 210 (1998): "The question whether this plaintiff has a cause of action under the statute, and the question whether
 any plaintiff has a cause of action under the statute are closely connected‑‑indeed, depending upon the asserted basis for lack of statutory standing, they are sometimes identical, so that it would be exceedingly artificial to draw a distinction between the two."

FN16. Section 9701 states in full:

Fees and charges for Government services and things of value[:]

(a) It is the sense of Congress that each service or thing of value provided by an agency (except a mixed‑ownership Government corporation) to a person (except a person on official business of the United States Government) is to be selfsustaining to the extent possible.

(b) The head of each agency (except a mixed‑ownership Government corporation) may prescribe regulations establishing the charge for a service or thing of value provided by the agency. Regulations prescribed by the heads of executive agencies are subject to policies prescribed by the President and shall be as uniform as practicable. Each charge shall be‑‑(1) fair; and (2) based on‑‑(A) the costs to the Government; (B) the value of the service or thing to the recipient; (C) public policy or interest served; and (D) other relevant facts.

(c) This section does not affect a law of the United States‑‑(1) prohibiting the determination and collection of charges and the disposition
 of those charges; and (2) prescribing bases for determining charges, but a charge may be redetermined under this section consistent with the prescribed bases.

FN17. Registrants' admission that Network Solutions‑‑not NSF‑‑controlled the domain name registration process negates registrants' claim that Network Solutions was merely NSF's agent.

FN18. Registrants also stress the "public purpose" of domain name registration. But as the Supreme Court has said, albeit in a slightly different context: "[T]hat a private party performs a function which serves the public does not make its acts governmental." San Francisco Arts & Athletics, Inc. v. United States Olympic Comm., 483 U.S. 522, 543‑44, 107 S.Ct. 2971, 97 L.Ed.2d 427 (1987) (citation omitted).

​​​​​​____________________________________________________________________

NSI Gets Antitrust Pass
The private company that's handled registration of Internet domain names since 1993 under a cooperative agreement with the U.S. government is entitled to the same kind of antitrust immunity the government enjoys, a federal judge in Manhattan ruled Wednesday. Judge Robert Patterson Jr.'s opinion in pgMedia Inc. v. Network Solutions Inc. and the National Science Foundation rejected antitrust and First Amendment challenges raised by the small New York Internet company pgMedia. (New York Law Journal, 19 March 1999)
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CHAPTER ELEVEN

Crime; Spam

Taxation of Internet Transaction (including GST)

Updated 21 April 2000
Introduction

This topic will focus on two issues.  The first is GST and how it relates to the Internet.  The second is spamming.  For those interested, there are links in this chapter to items of interest on Internet-related computer crime and international tax issues.

Questions and Exercises

1. You operate a website that sells plastic plates.  If a customer refers another customer to your site, the first customer receives a free plastic mug.  A customer in New Jersey sends out 100,000 emails to random people referring them to your website.  You receive many complaints relating to this.  Your ISP threatens to close your site down.  Spamcop threatens you.  (See www.spamcop.net ).  What should you do?

2. Bobbie runs a website in Utah that allows people to visit my site and download photographs of mountains and skiers.  Users can pay either (a) 40 cents to download a copy of the photograph, along with a license to reproduce the photograph in one paper product (e.g., a brochure, newsletter, invitation); or (b) 10 cents to view the photograph and include a link to the photograph on the user’s website.  Bobbie’s website has a database of 10,000 photos, that can be searched by a description of what is in the photo and photographic style.  On the website is free information about taking photographs in the snow.  Characterise what Bobbie is supplying.

Readings

Essential Readings

GST

An article on GST relating to e-commerce and the Internet will be emailed to you.

Spam

Losing A Taste For Spam, IP Magazine May 1999




www.ipmag.com/monthly/99-may/everett.html



Lawmakers try new spam bill




CNET News.com, 31 March 1999


www.news.com/News/Item/0%2C4%2C34461%2C00.html

Spam Law Unconstitutional (14 March 2000)


http://news.cnet.com/news/0-1007-200-1572322.html

First Amendment Issues


http://www.utdallas.edu/~pauls/spam_law.html

Cases


Concentric Networks v. Cyber Promotions Order



http://legal.web.aol.com/decisions/dljunk/concenor.html
Statutes - Spam

Computer Crimes Act (Virgina)



http://leg1.state.va.us/cgi-bin/legp504.exe?ses=991&typ=bil&val=sb881

Washington State Law



http://www.jmls.edu/cyber/statutes/email/wah2752b.html
Internet Consumer Protection Act (California)



http://www.jmls.edu/cyber/statutes/email/ca1629-1.html


see also



http://www.jmls.edu/cyber/statutes/email/ca1676-1.html
Other Useful Materials - Spam


Spam – How to Fight It




www.elsop.com/wrc/nospam.htm

Spam Killer Software




http://www.spamkiller.com/



Coalition Against Unsolicited Commercial Email




www.cauce.org




www.caube.org.au

Fortune 500 Company Subject of Spam Complaint


Seattle Times, 20 May 1999

www.seattletimes.com/news/technology/html98/spam_19990520.html

Lawsuit Filed Under Washington Spam Law




www.computerworld.com/home/news.nsf/all/9810235spam

AOL’s Junk Email Page




http://legal.web.aol.com/email/index.html

Other Useful Materials – Crime and Consumer Protection

Computer Fraud and Abuse Act of 1986


www.usdoj.gov/criminal/cybercrime/1030_new.html
U.S. v. LaMacchia (Ma. 1994)


www.loundy.com/CASES/US_v_LaMacchia.html
A Policy Framework for Consumer Protection in Electronic Commerce


October 1999



www.treasury.gov.au 

then go to Publications, then to Electronic Commerce

Jurisdiction to Prosecute Crimes Committed by Use of the Internet by Jack Brown




38 Jurimetrics J. 611 (1998)



Computer Crime Research Resources



http://mailer.fsu.edu/~btf1553/ccrr/infosec.htm


Hack Leads to Point to California Universities  (12 February 2000)



http://news.cnet.com/news/0-1005-200-1548087.html

Denial of Service Attacks


http://www.cert.org/advisories/CA-2000-01.html


http://news.cnet.com/news/0-1007-200-1546362.html

New hacker attack uses screensavers 


CNET News.com, 28 May 1999




www.news.com/News/Item/0%2C4%2C37180%2C00.html
 



Malicious hacker steals Hotmail passwords




CNET News.com, 6 May 1999




www.news.com/News/Item/0,4,0-36213,00.html
Tax (for those interested)
Going Digital, Chapter 14

Tax and the Internet – ATO Second Report (December 1999)


www.ato.gov.au/content.asp?doc=/content/Businesses/ecommerce_Tati2.htm

Ecommerce and the Australian Taxation System


www.ato.gov.au/content.asp?doc=/content/Businesses/ecommerce_Latrobun.htm

Australian - U.S. Tax Treaty 
http://www.danzigerfdi.com/dtas/us_australi.htm
Internet and Electronic Commerce: ReThinking Corporate Residence 6 June 1997, 


http://www.lovotax.com/lovotax/publications/publikatie.html?doc_id=131
Cyberspace: The Final Frontier For International Tax Concepts?, James Cigler et al,  27 April 1997

http://www.lovotax.com/lovotax/tax/document.html?doc_id=188

Internet Sales Pose International Tax Challenges, by Peter Glicklich et al, 27 April 1997

 http://www.lovotax.com/lovotax/tax/document.html?doc_id=189

Selected Tax Policy Implications of Global Electronic Commerce, Department of Treasury, Office of Tax Policy, November 1996, 

http://jya.com/taxpolicy.htm


List of Internet Tax Articles



http://www.lovotax.com/lovotax/tax/onderdeel.html?doctype=16


ECommerce Tax News




http://www.mshb.com/ec/
Appendix to Chapter
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North Hollywood Man Charged in 1st Cyber-Stalking Case

Spurned suitor allegedly forged lurid e-mails, inviting would-be rapists to woman's home.
By GREG MILLER and DAVAN MAHARAJ, Times Staff Writers

22  January 1999

In the first prosecution under a new state cyber-stalking statute, a North Hollywood man has been charged with using the Internet in an attempt to set up the rape of a woman who had spurned his romantic advances.


The case, which underscores the darker consequences of the Internet's power as a vast but largely anonymous medium, centers on the chilling account of a North Hollywood woman. According to testimony, six different men showed up on various occasions at her small apartment during a five-month period last year, saying they were responding to online ads and steamy e-mails sent in her name that described fantasies of being raped.


Authorities said Thursday that these were not her ads, her e-mails or her fantasies, and that she was the victim of Gary S. Dellapenta, a 50-year-old security guard who earlier this week was ordered to stand trial on charges of stalking, computer fraud and solicitation of sexual assault.
Dellapenta has pleaded not guilty to the charges. His attorney, Deputy Public Defender Irene G. Nunez, declined comment Thursday.


Experts say the case is a sinister example of the ways that new technology can be used for criminal purposes.  "This technology has created a whole new class of criminals who would not otherwise have the forbearance to terrorize people face to face," said Assistant U.S. Atty. Michael J. Gennaco, who two years ago prosecuted the first federal hate crime in cyberspace. "It emboldens them to hide behind computer screens and interfere with other people's lives."


Law enforcement officials testified in Los Angeles Municipal Court this week that Dellapenta admitted to the crimes and said he was driven by an "inner rage" against the woman, whose identity is being protected by authorities.


Scott Gordon, the deputy district attorney prosecuting the case, said that the woman was not physically harmed, and that Dellapenta, who is being held at the Los Angeles County Jail in lieu of $300,000 bail, faces up to seven years in prison if convicted.


Dellapenta, who worked as a security guard at the Encino building that houses the West Coast offices of the Motion Picture Assn. of America, is accused of sending e-mail to men who responded to personal ads placed in the woman's name on America Online, the Microsoft-owned e-mail service Hotmail and other Internet sites.


The e-mails said that the woman was "into rape fantasy and gang-bang fantasy," authorities said, and told numerous men everything from the address of her apartment to her physical description, her phone number and how to bypass her home security system.


Dellapenta's arrest in November culminated an investigation that included the cooperation of the FBI, the district attorney's office, the Los Angeles Sheriff's Department and even the victim's father, who responded to the ads himself in an attempt to learn the identity of the person who had posted them.
"We're seeing more and more cases where the Internet is being used" to harass people, said Gordon, who is part of the district attorney's stalking crimes unit. "But it usually involves people sending each other threatening e-mail."


Police Predict Wave of Internet Stalkers


Law enforcement officials have predicted an outbreak of stalking crimes aided by the Internet, mainly because of its anonymity as well as the proliferation of directories and services online that often enable users to get detailed information about where people live, their phone numbers, their credit histories and even the online message boards they frequent.


The possibility of such crimes prompted an overhaul of the state's stalking statute last year. State Sen. Tim Leslie (R-Tahoe City) authored a bill that expanded stalking and harassment laws to include threats sent via pagers, e-mail, faxes, voicemail and other electronic communications.
"This is a classic case of how someone can cause great bodily danger to an innocent person," Leslie said Thursday of the Dellapenta case. "Many people are devastated by the impact of cyber-stalking. They've had their lives turned upside-down. There are cases where cyber-stalking has ended up in murder or other violent crimes."


Carol Chase, a professor at Pepperdine University School of Law, said messages Dellapenta allegedly posted are not that different from spiteful remarks that scorned suitors used to scribble on restroom walls.


"But by placing this information on an Internet site, you can reach millions of people," Chase said. "There is a greater likelihood that the harm you intend will be visited upon a victim."
Personal ads have exploded in popularity on countless Web sites and Internet services, part of a vast tide of romantic banter and sexual chat that has been a key driver of the growth of services such as America Online, which claims 15 million members.


Most online firms set strict rules about what kind of information can be contained in an ad, and post guidelines urging users to be cautious about revealing personal information. But even the most careful companies allow users to set up multiple online identities, and are limited in their ability to safeguard users.


"There is a level of anonymity on the Net, and unless you know who you're dealing with, it's risky," said John Ryan, assistant general counsel at AOL.


The victim in the North Hollywood case, authorities said, couldn't be accused of making any online blunders, however. She didn't even have a home computer.


Dellapenta had met the woman in church, according to the testimony of Brian Hale, an investigator with the district attorney's office. Trying to spark a romance, Dellapenta approached the woman numerous times, and sent her flowers and cards, Hale said.


But she repeatedly rebuffed him, and even did so in writing in a 1996 letter. Dellapenta's advances became so aggressive, Hale testified, that the woman appealed to her church's elders, who granted her request to ban Dellapenta from the congregation.


Dellapenta took revenge, prosecutors say, by posting ads in her name beginning last April.
A film editor in North Hollywood, who asked not to be named, told The Times on Thursday that he responded to one of the ads on America Online last spring.


"The ad indicated that she wanted to meet men," he said. In subsequent e-mails, "the person indicated that she wanted to be taken by force, and by more than one individual. I wasn't into that but was curious about who this individual was."


The man said he stopped by her apartment once, but she wasn't home. He left a message on her answering machine. "She called back and I talked to her and her father," he said. "She said this was not the first time it had happened and she was pretty upset."


Using copies of the ads and e-mail, investigators tracked down Dellapenta by obtaining records from Internet providers where the ads were posted and where Dellapenta had accounts.
Until he was taken into custody, Dellapenta lived with his 80-year-old mother, Barbara, in North Hollywood. Reached at her home Thursday, she said that her son had never been in any legal trouble.
"He is very good and very caring," she said. Asked if she thought he was capable of these acts, she said: "I don't think so, but I don't know. This has upset me so terribly."

__________________________________________________________________________________

CHAPTER TWELVE

Sophisticated Internet Transactions

Updated 21 April 2000

Introduction

This Chapter will deal with the legal issues concerning some of the following Internet businesses, transactions and systems:

· the trading of shares

· online auctions

· online promotions

· targeted commercial delivery

· Internet advertising.

Questions and Exercises

This class will be taught differently from most other classes.  There will be little reading for this class.  But you must visit, review and understand each of the casestudy websites listed below.  The class will consist of a discussion of the legal issues relating to each of the business models used by each of the casestudy websites.

1. For each website listed below, visit the website.  Read all legal notices included on the website.  Read the press releases listed on the website.  If possible, try to participate in the activities on the website.  Then search the CNET site (www.cnet.com) and read some current articles about the sites that you visited.

The sites to review are:

· Charles Schwab 
www.schwab.com
· E*Trade

www.etrade.com
· BizSurplus
 
www.bizsurplus.com
· Ebay


www.ebay.com
· DoubleClick

www.doubleclick.com
· Adforce

www.adforce.com
· Juno


http://dl.www.juno.com/get/web
2. Go to www.altavista.com.  Do a search for the following, and see (and record for class discussion) which banner advertisements appear:

· florist
· attorney
· dodge
· qantas
· "american express"
· clinton
Readings

Please read the materials in the appendix.

Statutes
Art Unions Act 1992 (Qld) - particularly in relation to trade promotions

Cases
None this week.

Appendix to Chapter

Problems hit E*Trade for third day 
CNET News.com
5 February 1999

http://www.news.com/News/Item/0,4,31958,00.html

E*Trade users were barred from trading and viewing their accounts for half an hour today, as the online brokerage struggled to repair the technical problems that have plagued its site for three days in a row.

E*Trade believed it had fixed the problem by 1 p.m. ET on Wednesday, but at 12:20 p.m. today, the trading function was again inaccessible to users. The service went back up around 12:50 p.m.

Today's outage was an aftershock of the malfunction that affected the site on Wednesday and Thursday, the result of a software change gone awry, the company said. "We're monitoring it very, very closely, and we were able to resolve it fairly quickly," said Judy Balint, E*Trade's president and chief operating officer.

Shares of E*Trade fell with stocks of similar companies as the Nasdaq dropped more than 35 points. E*Trade lost 4.5625 to close at 48.9375, while Ameritrade retreated 15.25 to 95.50, and Charles Schwab fell 0.4375 to end the day 66.0625.

Balint said today's interruption did not have a great impact on user volume, which is usually heavy in the morning but lightens up around lunchtime. E*Trade executed more than 300,000 trades this week, compared with an average volume of 200,000 per week last quarter, she said.

But some who were unable to get through to their E*Trade accounts said they aren't willing to take any more chances. Mike Lydon of Mountain View, California, said his emails to a special customer service address had gone unanswered for 2 days. "I opened a Schwab account yesterday and it's working great so far," Lydon said. "It might cost a little more to trade but it's worth it when you have your money on the line." Later, Lydon called E*Trade to close his account altogether, only to be asked to stay on hold for at least 30 minutes.

Balint said the immediacy of the Internet has raised expectations about the speed of customer service. E*Trade's service address has received about 2,500 emails from account holders regarding the outage this week, but with just 100 customer service employees, response has been slow. The company plans to add another 200 people to its customer service staff by the end of the month. In the meantime, other E*Trade employees are being pulled away from their duties to help with customer queries.

This was the third day of problems on E*Trade, the third largest online broker with more than 676,000 active accounts. On Wednesday and Thursday, a software upgrade that malfunctioned caused the brokerage's trading capabilities to go dead for a period of time, the company said. Service was restored to most account holders by the end of the trading session on Thursday.

Although E*Trade has placed blame for this week's problems squarely on a software glitch, rather than trading volume, capacity has been a problem for the brokerage in the past. In December 1997, some investors sued the company after they were unable to trade during huge market fluctuations in October of that year.

But for some account holders, the reason for the service interruption was irrelevant. "I am done with E*Trade now. I will shop around for a better broker even if it is more expensive," said Rauf Adil, who trades heavily in Internet stocks.

Regulators are also taking a closer look at online trading. The New York Attorney-General has begun an investigation of the industry after receiving "dozens of complaints" in the past month from consumers about delays in processing trades and Web site crashes.

The New York State Law Department has sent letters to several online brokerages asking that they provide documents, reports, and other information regarding their services. The goal is to develop safety precautions to protect investors, who have complained about money lost because of poor service.

"The public knows that there are always risks involved in investing in the stock market," the attorney general, Eliot Spitzer, said in a statement. "But part of the risk should not include questions about whether trades will be executed promptly or whether online brokerage firms can deliver the services that they've promised."

Today, four Democratic congressmen sent a letter to Securities and Exchange Commission Chairman Arthur Levitt expressing their concern about the reliability of Internet-based trading systems asking him to clarify whether regulations exist to protect investors who are unable to get access to their accounts.

E*Trade has is considering whether to compensate account holders for delayed or missed trades. "We try very hard to take a look at it on a customer by customer basis," said Balint. "We believe in doing the right thing by our customers."

Adding to E*Trade users' displeasure has been the apparent slow response of the brokerage. Adil said he was kept on hold more than 30 minutes when he called the brokerage's customer service line, which played the message, "All Telemaster and Web services should now be up."

On Wednesday, Leonard Purkis, the company's executive vice president of finance, called the outage "embarrassing."

________________________________________________________________________

12 April 1999, extract from www.news.com/News/Item/0,4,34948,00.html

“Goldman and other traditional securities firms are grappling with the rise of online trading, which now accounts for one in seven U.S. stock trades and has doubled to 440,000 trades daily in the past nine months, according to Credit Suisse First Boston. At $50 billion, Charles Schwab, the biggest online broker, is now worth more than Merrill Lynch, Bears Stearns, and Lehman Brothers combined.”

__________________________________________________________________________________

Trade Promotions

by Paul McLachlan
You might consider running a competition or product giveaway on your website for all the reasons you might currently run a competition or product giveaway by more traditional means:

· to increase brand awareness;

· to promote your goods and services;

· to increase sales;

· to develop customer loyalty.

But on top of those reasons, online competitions also:

· target a particular market;

· build traffic to your website substantially;

· position you as technologically savvy; and

· depending on the information you require entrants to provide, provide you with valuable demographic data about your website visitors and build a contacts database for marketing purposes.

Is it legal?
Trade Promotion Lotteries
The traditional legal characterisation of “lotteries” where prizes are awarded at random is that they are “public nuisances”:  not conducive to harmonious society and injurious to the common good.

Fortunately, legislation in all States and Territories makes an exception for a number of kinds of “lottery”, including “trade promotions” where businesses offer prizes as a means of promoting their business or products.

Competitions of skill vs. competitions of chance
The fundamental question to ask is whether your competition will involve any element of luck.  If the winners are determined entirely on the basis of the exercise of skill or judgment on their part, then you do not have a “lottery” and you do not have to comply with the laws relating to conducting lotteries.

For example:

· a competition to design a web page would not be a lottery as long as all entries were assessed by competent, credible judges solely on merit and the best entry won 

· a site which offers a free product to every person who correctly answers an online questionnaire would not be a lottery
However, if there is any element of luck or chance involved, you have a lottery and must comply with the various lotteries laws around Australia.

For example:

· a site offering a free product to the first 1000 people who fill out a marketing questionnaire (or while stocks last) would be a lottery
· a site which requires a person to answer a number of questions (the answers to which can be found in various parts of the web site) but then awards prizes randomly to people who have correctly answered the questions would be a lottery
· entering online purchasers of your products into a “barrel draw” to win prizes would be a lottery
Main requirements
Each State and Territory has its own legislation relating to the conduct of trade promotions.  Some States (like New South Wales and South Australia) have particularly onerous rules.  Others (like Tasmania and Western Australia) have very minimal requirements.

Entry must be free

The fundamental requirement for all trade promotions is that entry in the competition must be free of charge.  You cannot sell tickets (like a raffle).

You can require that someone buy your product in order to enter, but if you do, you cannot inflate the price of your product so that entrants pay more than they normally would.

For example:  You can require that someone order and pay for your online product in order to be entered into your promotion.  Or, you can require that someone visit your website to enter.

One particular requirement in a number of States is that where a person has to make a telephone call to enter a promotion, it cannot cost them more than 50¢ to do so.  This was to ensure that telephone competitions (which are much more popular) did not cost more than traditional “write your name on the back of an envelope” promotions.  It’s conceivable that the cost to someone of logging on to the web, surfing to your site, entering the information and logging off could end up costing them more than 50¢ in phone calls and dial-up fees.  At this stage, no moves are afoot to try and include ISP dial-up charges in this requirement.

Every entrant must have a fair and equal chance of winning

You have to ensure that you deal with entrants fairly and that they each have an equal chance of winning the promotion.

For example:  You could not decide only to retrieve entries submitted on a certain day out of the entire promotion period and draw the winner only from that sample.

This also means that you have to draw the major prize first, rather than starting with the least expensive and building up to the most expensive.

But, this is not applied as strictly as it could theoretically be.  The authorities are happy to approve competitions where there are winners in each State drawn only from the entries received from that State, or winners from each day drawn only from entries received that day, etc.

Limitations on some prizes

Various States have rules about particular prizes that are forbidden.  As a guide, you shouldn’t offer alcohol, cigarettes, firearms or lottery tickets as prizes.

You should also be careful if you’re thinking of offering pets, houses, credit cards and other similar prizes that have particular legislation that might impact on them.

Advertising requirements

There are certain minimal details that have to be made known about promotions.  New South Wales requires that “the public be appraised of” these details.  Other States specify that they must appear in advertising or notices about the promotion.

In general, the details required are:

· the permit numbers issued for the promotion;

· the promoter’s name and address;

· when entries close;

· when and where the draw will occur;

· when the results will be notified; and

· what the prizes are (including their value).

These are all details that should appear in your terms and conditions, and usually, making your terms and conditions available will satisfy these requirements.

However, any advertising for the promotion can be impacted by these requirements.  

Usually any “print” advertising (newspaper advertisements, web site notices, etc.) should carry the permit numbers.  Radio and television advertising and (probably) website banner ads need not contain all this detail as long as it is made available to people before they enter.

Drawing requirements

If your competition is advertised or promoted in any way in New South Wales, the draw must take place in New South Wales.  Even if your draw only involves hitting the enter key on a computer terminal, that must occur in New South Wales.

If you are using a computer to select the winners randomly (rather than drawing names from a barrel), the computer selection process you are using must be approved by the authorities.  The authorities require details of the hardware used, the randomization algorithms and the security measures in place to protect the data and the draw from manipulation.

If you are offering more than $20,000 worth of prizes, you also have to have an independent scrutineer at the draw who has to sign statutory declarations about how the draw was conducted and who the selected winners were.

Notifying results

Once you’ve selected and verified your winners, you have to deliver their prizes to them within a month.

You have to notify them that they have won within 14 days of the draw.  Each State differs in their requirements for this and some have a number of options depending on the value of the prize.  Generally, you have to write to the winners by snail mail to inform them they have won and you have to publish a list of the winners’ names in a newspaper circulating in the area the promotion was conducted (usually The Australian).  At this stage, the authorities are refusing to allow promoters to notify winners solely by sending them an email and by posting the results on their website.

You also have to send in returns to some of the authorities setting out the details of the winners 2-4 weeks after the draw (depending on the State).

Permits

You will always have to apply for permits in New South Wales, the ACT and the Northern Territory.  The permit fee in New South Wales currently ranges from $50 to $1,000 depending on the value of prizes.  The permit fees in the ACT range from free up to $328.  There is no fee for issuing permits in the Northern Territory.

You will have to apply for permits in Victoria if the total value of prizes to be awarded is $5,000 or more.  The fee for permits is $100 regardless of value.

You will have to apply for permits in South Australia if the total value of prizes to be awarded is $500 or more.  The fee for permits is $10 regardless of value.

Queensland, Tasmania and Western Australia do not issue permits pre-approving promotions.  They simply investigate and prosecute if their regulations are breached in the conduct of a promotion.

Terms and conditions

Terms and conditions are essential for a number of reasons:

· they are an easy way to comply with the requirements to give entrants notice of certain aspects of the promotion;

· they should bind each entrant as a contract with the promoter and so entrants must comply with them and any protections in them should be enforceable; and

· they help displace any argument of misleading and deceptive conduct (assuming they are not themselves misleading and deceptive!)

Particular issues with online competitions

Can entrants just leave their email?

Current views from the authorities would suggest not.

Because you have to notify winners by writing to them by snail mail, and because several people may use a single email address, the authorities are not currently too keen on just collecting email addresses to identify winners.

Can we just notify winners on our website?

No.  You have to publish results in The Australian or another newspaper or magazine circulating generally in the area in which the competition was promoted.

Do we have to display the terms and conditions on our website?

Yes.  You should make the terms and conditions reasonably available to entrants before they enter to ensure that you comply with the notice requirements about the competition and to improve your chances that the terms can be relied on as a contract..  

Preferably, they would have to scroll down to the bottom of a page on which the terms and conditions are fully set out before clicking on an “I Agree” button or link.  

Alternatively, you could have a link to the terms and conditions on the page containing the input boxes for your entry form.  If you have any unusual or onerous conditions in your terms and conditions, you should still notify these up-front, however.

You should also keep a back-up of the files you used on your website during the promotion to be able to demonstrate at a later stage (eg, during an investigation or audit, or if you are sued) how entrants were required to enter the promotion.

Can we let anyone enter from around the world?

Sure, if you’re prepared to ensure you aren’t breaking the law in each country that people visit your site from.

The vast majority of promotions limit entry to Australian residents to avoid the requirement of getting advice and complying with legislation in overseas jurisdictions.

However, where you have an international audience, it is feasible to extend the reach of your promotion.  A number of trans-Tasman countries run promotions that allow entry by Australian and New Zealand residents.  MasterCard also ran a promotion recently that operated throughout South-East Asia. 

CHAPTER THIRTEEN

ICANN DISPUTE RESOLUTION PROCEDURES

Updated 19 April 2001

Introduction

This Chapter will deal with the ICANN dispute resolution procedures regarding domain name disputes.

Questions and Exercises

1. Check the ownership of the following .com domain names at the following site (http://www.betterwhois.com):

· brisbanebullets.com
· freddofrog.com
· queenslanduniversity.com
· couriermail.com
· westpacbanking.com
· richardalston.com
Are any of these domain names listed for sale at www.greatdomains.com?

2.
Your client, Lowe Price Accountants, has the domain name www.lp.com.  It then finds out that someone has registered lowprice.com and loweprice.com  Advise.

3.
Your client is a software company, Koala Software Pty Ltd.  It has registered trademarks in Australia, Japan and the United States for “Koala” in class 9 for software.  It has the domain name koala.com.au.  It finds out that a software company (not a direct competitor) called Ausoft Pty Ltd has registered koalas.com and koala.com  Advise.
Readings
Rules
Uniform Domain-Name Dispute-Resolution Policy


www.icann.org/udrp/udrp.htm

http://www.icann.org/udrp/udrp-policy-24oct99.htm

Cases
Telstra Corporation Limited v Nuclear Marshmallows

http://arbiter.wipo.int/domains/decisions/html/d2000-0003.html


bigpons.com



http://arbiter.wipo.int/domains/decisions/html/2000/d2000-1293.html


madonna.com



http://arbiter.wipo.int/domains/decisions/html/2000/d2000-0847.html


kendone.com




http://www.eresolution.ca/services/dnd/decisions/0638.htm


brucespringsteen.com



http://arbiter.wipo.int/domains/decisions/html/2000/d2000-1532.html


barcelona.com



http://arbiter.wipo.int/domains/decisions/html/2000/d2000-0505.html


manchesterairport.com



http://arbiter.wipo.int/domains/decisions/html/2000/d2000-0638.html


financialreview.com



http://arbiter.wipo.int/domains/decisions/html/2000/d2000-1403.html


ronacashaway.com



http://arbiter.wipo.int/domains/decisions/html/2000/d2000-1653.html


necshlott.com



http://arbiter.wipo.int/domains/decisions/html/2001/d2001-0127.html


web2you.com



http://www.eresolution.ca/services/dnd/decisions/0268.htm


jazzalley.com



http://www.eresolution.ca/services/dnd/decisions/0318.htm


rollsroycecanada.com



http://arbiter.wipo.int/domains/decisions/html/2000/d2000-1709.html


wallmartcanadasucks.com



http://arbiter.wipo.int/domains/decisions/html/2000/d2000-1104.html
and

http://arbiter.wipo.int/domains/decisions/html/2000/d2000-0477.html

Additional Material - Highly Recommended

Interim Report of the Second WIPO Internet Domain Name Process
April 12, 2001

http://wipo2.wipo.int/process2/rfc/rfc3/index.html

Additional Material - Supplementary

WIPO Internet Domain Name Process


See Final Report (3 May 1999)


http://ecommerce.wipo.int/domains/process/eng/processhome.html



ICANN website




www.icann.com


WIPO website




http://arbiter.wipo.int/center/index.html




eResolution website




http://www.eresolution.com/services/dnd/complaint.htm



February 2001 EIPR Article

End of Guide
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