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FIRST MUTUAL EVALUATION OF THE RUSSIAN FEDERATION

Second follow-up report 

on the Implementation of Recommendations of the EAG Mutual Evaluation 

I. INTRODUCTION

1.  The purpose of this document is to present to the EAG Plenary Meeting the second follow-up report, which describes the measures taken by the Russian Federation to remedy the deficiencies revealed in the course of the mutual evaluation. The EAG Plenary approved the first follow-up report in December 2009 and requested Russia to present the second follow-up report by December 2010.   
2. In relation to the FATF Core and Key Recommendations, the Russian Federation was rated “Partially Compliant” for Recommendation 5 (Customer Due Diligence), Recommendation 23 (Regulation, Supervision & Monitoring), Recommendation SR.III (Freeze and Confiscate Terrorist Assets), Recommendation SR.IV (Suspicious Transaction Reporting). As a result of these ratings and in accordance with the item 41 of the EAG Mutual Evaluations Procedures (EAG/PLEN (2007) 4 rev.4) the Russian Federation fell under the procedure of regular monitoring. Russia was rated as ‘partially compliant’ and ‘non-compliant’ for 24 Recommendations as follows.
	Partially compliant (PC) 
	Non-compliant (NC)

	R.5 Customer Due Diligence

R.6 Politically Exposed Persons

R.7 Correspondent Banking

R. 8 New Technologies & Non Face-to-Face Business

R. 11 Unusual Transactions

R. 12 DNFBP – R.5, 6, 8–11

R. 14 Protection & No Tipping-off

R. 15. Internal Controls, Compliance & Audit

R. 16. DNFBP – R.13–15 & 21

R. 17. Sanctions

R. 21. Special Attention for Higher Risk Countries

R. 23. Regulation, Supervision & Monitoring

R. 24. DNFBP – Regulation, Supervision & Monitoring

R. 25. Guidelines & Feedback

R. 29. Supervisors

R. 30. Resources, Integrity & Training

R. 33. Legal Persons – Beneficial Owners  
SR.III Freeze and Confiscate Terrorist Assets

SR.IV Suspicious Transaction Reporting

SR.VII Wire Transfer Rules

SR.VIII Non-Profit Organisations


	R.22. Foreign Branches & Subsidiaries

SR.VI AML Requirements for Money/Value Transfer Services

SR.IX Cross-Border Declaration & Disclosure




3. The first follow-up report of the Russian Federation was considered and at the 11th EAG Plenary. The discussion of the follow-up report of Russia in December 2009 revealed certain progress in compliance with the financial Recommendations (R5, R6, R12, R15, R.25, R.29). It was also noted that particular progress was achieved in regulation, in particular draft laws were developed that affect the following FATF Recommendations: 5, 7, 12, 17, 21, 22, 23.
II. OVERVIEW OF PROGRESS MADE BY THE RUSSIAN FEDERATION SINCE DECEMBER 2009 

4. This section highlights the most significant steps that were taken by the Russian Federation since December 2009 in order to correct the deficiencies revealed in the course of the mutual evaluation. These measures are set out in more detail in Annex 2. 

General Context

5. During the reporting period (since December 2009), the Russian Federation has amended the AML/CFT legislation, in particular: 

· Federal Law No. 115-FZ On Combating Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism (AML/CFT Law);
· Law of the Russian Federation No. 4015-1 “On Organization of Insurance Business in the Russian Federation”;
· Federal Banking Law No.395-1;
· Federal Law No.244-FZ “On State Regulation of Activities Related to Organization and Carrying Out Gambling, and Regarding Introduction of Amendments to Some Legislative Acts of the Russian Federation”;
· Russian Federation Code on Administrative Offences 

· Criminal Code of the Russian Federation 

· Customs Code of the Russian Federation 

6. These laws are generally aimed at further harmonization of the Russian legislation and bringing it into line with the AML/CFT international standards. In particular, in accordance with these amendments the new definitions of the terms “beneficial owner” and “identification” were introduced. Moreover, according to the amendments to the Russian Federation Code on Administrative Offences the supervisory bodies are now empowered to apply new sanctions for the AML/CFT Law violations. Changes that have been made into these laws have increased the level of Russia’s compliance with criteria of R.5, 12, 15, 17, 21, 22, 23, 25 and SR.II.
Core Recommendations (R. 5, SR. II)

Recommendation 5 (Customer Due Diligence)

7.
In order to further improve the efficiency of the identification procedures the Federal Law No.176-FZ “On Amendments to the Federal Law on Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism and to the Russian Federation Code on Administrative Offences” dated July 23, 2010 was adopted which introduced the following new definitions:

“beneficial owner” refers to the proxy giver, grantor, principal, trustor or other person for and (or) on behalf of, and (or) at the expense of whom the customer (customer’s representative) carries out transactions with funds or other assets;

“identification” is a set of measures for obtaining information on customers, their representatives, and beneficial owners required by the Federal (AML/CFT) Law, verification of such information using original documents and (or) duly certified copies thereof, and establishing that such documents (or duly certified copies thereof) legitimately belong to the persons who presented them.

8. In addition, according to the mentioned Law the date of birth of a customer is added to the list of information to be ascertained for the identification purposes, which allows to avoid confusion in case of similar names.

9. The requirement on the identification of beneficial owners has been expanded. Decree of the RF Government No.967-r requires that in the course of identification of legal entities to pay special attention on the following issues:

a) the list of the legal entity’s founders (shareholders);

b) the structure of the legal entity’s management bodies and their powers;

c) the size of registered and paid-up authorized (share) capital or the size of authorized fund and the value of assets of a legal entity.

10. In accordance with the given Law amendments have been made to item 5 of Article 7 of the AML/CFT Law that prohibit financial institutions from entering into a bank account (deposit) agreement with a client and/or a client’s representative in case there is a lack of necessary documents for their identification as specified by the AML/CFT Law.

11. In general, it is worth mentioning the significant measures taken by the Russian Federation on implementing R.5.

Special Recommendation II (Criminalization for terrorist financing) 

12. Shortcomings in the criminalization of terrorist financing specified in the MER of the Russian Federation are eliminated by a newly adopted Federal Law No.197-FZ. This Federal Law envisages that terrorist financing includes financing of offences related to illegal actions with nuclear materials (Articles 220 and 221 of the Criminal Code).  

Other Recommendations (R. 12, 15, 17, 21, 22, 23, 25)
Recommendation 12 (DNFBPs – R.5, 6, 8-11)

13. Article 5 of the Federal Law No. 244-FZ (as amended on April 22, 2010) directly prohibits organization and operation of gambling business via informational and communicational networks, including the Internet, as well as via communication facilities, including mobile communication facilities. Thus the ban on internet-casinos’ activity has been introduced. 
Recommendation 15 (Internal control, compliance and audit) 

14. Rosfinmonitoring issued an Order No. 203 dated 03.18.2010, which established the requirements for AML/CFT training and education of the personnel in financial institutions. According to this Order the training programs are supplemented by the following requirement:

-  study of the typologies, specific AML/CFT schemes and methods, as well as criteria and indicators of unusual transactions.

Recommendation 17 (Sanctions)    

15. Federal Law No.176-FZ strengthens the administrative liability of institutions carrying out transactions with funds or other assets for failure to comply with the AML/CFT legislation, which involves either a warning or imposition of an administrative penalty on the officials in the amount from twenty thousand to fifty thousand RUB, or disqualification for a period of up to three years; on legal entities – from fifty thousand to one million RUB, or administrative suspension of activity for a period of up to sixty days. Thus, administrative liability of the officials is enhanced both through increasing the amount of penalty and introduction of disqualification.   

Recommendation 21 (Special attention to higher risk countries) 

16. Amendments introduced by the Federal Law No.176-FZ dated July 23, 2010 to subparagraph 2 of item 1 of Article 6 (of the AML/CFT Law) specify that subject to mandatory control are transactions with funds or other assets if they essentially constitute a crediting or transfer of funds to an account, provision or receipt of credit (loan), or transactions in securities, where at least one of the parties is a natural or legal person registered, residing or located in a country (on a territory) that does not apply or insufficiently applies the FATF recommendations, or where the mentioned transactions are carried out via an account with a bank registered in the mentioned country (on the mentioned territory). The list of such countries (territories) is compiled in accordance with the procedure set out by the Russian Government, taking into account documents issued by the FATF.
Recommendation 22 (Foreign branches & subsidiaries)       
17. Under the Federal Law No.176-FZ subsidiaries and affiliates of the institutions outside the territory of the Russian Federation are obliged to comply with the AML/CFT requirements, unless such compliance contradicts legislation of the respective foreign state. 

18. Besides that, this Law obliges financial institutions to inform the relevant competent as well as supervisory authority that their branches and subsidiaries located in a foreign country (or on a territory) are partially or totally unable to comply with the AML/CFT legislation or its certain provisions.

Recommendation 23 (Regulation, supervision and monitoring)

19. Federal Law No.176-FZ empowers all supervisory authorities to examine the cases on administrative offences envisaged Article 15.27 of the Code on Administrative Offences and apply the relevant sanctions.
Recommendation 25 (Guidelines and feedback)   
20. The Bank of Russia issued letter No. 129-T of 16.09.2010“On Strengthening of the Control over Particular Transactions of Legal Entities” that aims to strengthen the control over the transactions carried out by the residents in favor of counterparts (residents and non-residents) through accounts held in banks outside the Russian Federation in order to implement the obligations under the agency, factoring and sale contracts, with delivery on the territory of the Russian Federation.
21. However, it is unclear whether this letter is mandatory for financial institutions supervised by the Russian Central Bank.

22. The Russian Federation has taken steps to enhance feedback in respect of accountants (auditors). Thus, in early 2010 the Ministry of Finance provided auditing organizations and auditors with the annual recommendations, which emphasized the need of, and procedure for, the evaluation of compliance by audited persons with the requirements of the AML/CFT Law. 
Effectiveness and Statistics 

23.
The provided statistics indicated that the activities of the Russian FIU are effective in carrying out financial investigations related money laundering and terrorist financing. It is worth noting that there is close co-operation between the FIU and law enforcement agencies with regard to investigations and convictions with the use of FIU’s materials.

24.
In the supervision there is effectiveness in supervisory practice and sanctions, in particular, in organizations supervised by the Central Bank and FSFM (professional securities market participants). Under the statistics provided the practice of supervision and sanctions applied to the supervised institutions also demonstrates high effectiveness. 

III. CONCLUSION 

25.
During the period from December 2009 Russia has demonstrated progress on implementing the following FATF Recommendations: 5, 12, 15, 17, 21, 22, 23, 25. Some results were achieved in developing legislation, however, a number of laws are also planned for adoption in 2011. In particular, they will remedy other deficiencies in relation to the following FATF Recommendations: 5, 12, 15, 16, 17, 29. 

23.
In this regard, it seems appropriate to request Russia to provide next follow-up report to the 15th EAG Plenary Meeting, which will be held in December 2011. 

EAG Secretariat 

November 30, 2010
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FEDERAL FINANCIAL MONITORING SERVICE of the Russian Federation 

1. General OVERVIEW of the current situation and latest development since the last AML / CFT EVALUATION

Following the Third Round Evaluation of the Russian AML/CFT system completed in July 2008, FATF/MONEYVAL/EAG experts offered a number of recommendations to improve the existing laws and enforcement measures. Under the FATF and FSRBs Regulations, the Russian Federation must take certain measures to ensure further development of the system and present report regularly at the FATF and FSRBs Plenary meetings. Russia's progress reports on the national AML / CFT system were considered and approved at the plenary sessions of the MONEYVAL in September 2009, the EAG, in December 2009, and the FATF, in June 2010.

The Russian Federation expects the new measures to enable the country to achieve the highest possible level of conformity of its national anti-money laundering and terrorist financing system (AML / CFT) with the FATF 40+9 Recommendations. This involves ongoing efforts that take into account the system operation, the needs for improvement detected in the course of enforcement practice, as well as comments and recommendations made by FATF, MONEYVAL and EAG experts.

Immediately following the Third Round Evaluation, in July 2008 Rosfinmonitoring and other competent Russian authorities started working out a draft Action Plan to improve the Russian AML/CFT system taking into account recommendations contained in the FATF Report on the Russian Federation.

The coordination of the prepared Plan with the Council of Europe experts took place in the form of consultations held as part of the meeting of the Interagency Commission on Combating Money Laundering and Terrorism Financing (St. Petersburg, September 4-5, 2008). The final version of the Plan was approved by the Prime Minister of the Russian Federation.The Russian Government took the implementation of the Action Plan under its special control.

The Action Plan spanned six months - from 1 January 2009 to 30 June 2009. The measures were implemented with the participation of all Russian authorities involved in the AML/CFT system, including the Federal Financial Monitoring Service (Rosfinmonitoring), Bank of Russia (BoR), Prosecutor General 's Office (PGO), Ministry of Internal Affaires (MIA), Federal Security Service (FSS), Ministry of Finance (MoF), Ministry of Justice (MoJ), Federal Customs Service (FCS), Federal Service for Financial Markets (FSFM), and others. Representatives of financial institutions (FIs), professional communities, non-financial professions, and research institutions were engaged in the implementation of the Action Plan.

The plan covered all elements of the AML / CFT system and envisaged the adoption of specific measures aimed at: 

1) improvement of the legislation; 

2) improvement of the law enforcement agencies and FIU activity;

3) improvement of  supervision over the sectors of FIs, non-financial professions, and non-profit organizations;

4) development of a training and educational system for the AML / CFT purposes.

Furthermore, the Plan required the authorized agencies to analyze some of the most crucial  issues in the AML / CFT sphere and to submit the proposals for their solution to the Russian Government.

In our opinion we managed to achieve a number of important results that contribute to the effectiveness and performance of the overall AML/CFT system as well as raise the level of compliance of its certain elements with the FATF Recommendations.

It is noteworthy that implementation of this Action Plan was one of the main, but far from only, measures taken by the Russian Federation to implement the recommendations of evaluators team. The results of other measures are also reflected in the progress report.     

The second progress report of the Russian Federation is being offered for review by the 13th EAG Plenary meeting. The most significant events in terms of improvement of the AML / CFT system which have occurred within the period passed since the first progress report  (11th Plenary meeting, China, Guilin, December 2009) were the adoption of Federal Laws No. 176-FZ of July 23, 2010 "On Amendments to Federal Law “On Combating Legalization (Laundering) of Proceeds from Crime and  Financing of Terrorism” and the Code of the Russian Federation on Administrative Offences" and No. 197-FZ of July 27, 2010 " On Amendments to Certain Legislative Acts of the Russian Federation On Combating Legalization (Laundering) of Proceeds from Crime and  Financing of Terrorism", which helped to address some of the most significant deficiencies identified by the evaluating experts, as well as Federal Law No. 224-FZ of Jul 27, 2010 "On Combating the Misuse of Insider Information and Market Manipulation and on Amendments to Certain Legislative Acts of the Russian Federation”. Decree of the Russian Federation Government dated 10th of June, 2010 No. 967-r (replaced Decree of the Russian Federation No. 983-r) plays the significant role in strengthening of the AML/CFT system. This Decree     envisages the new wording of the recommendations on elaboration of the  internal control rules in order to combat  Legalization (Laundering) of Proceeds from Crime and  Financing of Terrorism.

A number of other organizational and administrative measures are taken. Details are in the report.  
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the Russian Federation

SECOND progress report table (December 2010) 

I. Measures taken in relation to Key Recommendations (R. 5, SR. IV)

	Recommendations
	Summary of factors determining the compliance rating 
	Description of corrective actions taken or proposed since the approval date of Mutual Evaluation Report (June 2008) 

(To be completed by EAG member state) 
	Description of corrective actions taken or proposed since the approval of the first Progress Report (December 2009 – December 2010)

(To be completed by the EAG member state)

	5. Customer

 due diligence
	1. No specific prohibition to maintain existing

 accounts in fictitious names 


	As we have already explained to experts during the third round of mutual evaluations, the Russian Federation has sufficient legal arrangements that make it impossible to open or maintain an existing account under a fictitious name. E.g., clause 5 of Article 7 of the AML/CFT Law prohibits credit institutions to open and, consequently, maintain accounts (deposits) for anonymous holders. Any natural or legal person that opens an account must present necessary identification documents. 

According to clause 1, Article 7 of the AML/CFT Law, organisations performing transactions with money or other property must: 

1) identify any person (client) serviced by the organisation performing transactions with money or other property: 

in relation to a natural person: his or her surname, first name, patronymic (unless not required by law or national custom), citizenship, details of identity document, data of the migration card, the document confirming a foreign national’s or stateless person’s right of sojourn or residence in the Russian Federation, sojourn or residence address, taxpayer identification number (if any); 

in relation to a legal person: its name, taxpayer identification number or foreign entity’s code, state registration number, place of incorporation and place of business; 

2) take all measures that are reasonable and available under the circumstances to identify beneficiaries; and 

3) regularly update the information on clients and beneficiaries. 

According to clause 2.5 of Regulation 262-P, information contained in customer files can be stored in an electronic database, and CI employees whose functions include identification of clients and beneficial owners can have permanent online access to such databases to verify information about clients or beneficial owners. 

Recommendations concerning management of legal risk and business reputation risk in credit institutions and banking groups are contained in Letter 92-T. 

 Recommendations concerning identification of persons who are or will be authorised to administer a bank account or deposit, including using online banking technologies, are adopted by Letter 115-T. 

The Bank of Russia’s Instruction 7-T dated 20 January 2003 on implementation of the AML/CFT Law

 informs credit institutions about the necessity to observe the identification requirements of the Law during opening or making transactions on any types of accounts. 

Russia has enacted Federal Law 121-FZ dated 3 June 2009, whose Article 3, part 2 makes amendments to clause 1.1 of Article 7 of Federal Law 115-FZ On Combating Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism (hereinafter, the AML/CFT Law). The amended AML/CFT Law states that “institutions carrying out transactions with money and other property are not required to identify individual clients or determine and identify beneficial owners when the amount of such transactions does not exceed RUB 15,000 or a foreign currency amount equivalent to RUB 15,000 (except where employees of institutions carrying out transactions with money and other property have suspicions that any given transaction is being carried out with the intent of money laundering or terrorist financing)”. The amendment has thereby introduced the requirement to perform CDD when there are suspicions of money laundering or terrorist financing regardless of any exceptions; additionally, the threshold amount of a transaction that requires no CDD for transactions that pose no ML/TF threat and raise no suspicions of involvement in ML/TF has been decreased from RUB 30,000 to RUB 15,000. 

The Federal draft law on amendments to the AML/CFT Law, which has been submitted to the State Duma, introduces the following new definitions: 

“Beneficial owner” is understood as the proxy giver, grantor, principal, owner, or other person on whose behalf and/or in whose interests and/or at whose expense a client or a client’s representative carries out a transactions with money and other property; 

“Identification” means a set of measures designed to determine the details of clients, their representatives and beneficial owners as required by this Federal Law, verify such details using originals and/or duly certified copies of documents, and make sure that said documents (or their duly certified copies) legitimately belong to the persons who presented them. 

Rosfinmonitoring has developed recommendations for the implementation of the requirements of the AML/CFT Law to identify clients and beneficial owners (Informative Letter No. 2 dated 18 March 2009), which have been brought to the attention of the institutions concerned and published on the official Rosfinmonitoring website. 

The mentioned recommendations are binding on CIs, since the AML/CFT Law and Russian Government Decision No. 983-r require that recommendations issued by the FIU must be incorporated into internal control rules. The institutions concerned are currently completing the procedure of repeated reconciliation of internal control rules with the respective supervisory bodies. 

Rosfinmonitoring Informative Letter No. 2 requires the institution to complete a dossier (customer file) for any client or beneficial owner if the transaction raises suspicions that it is related to ML/TF or if the transaction is complex or of unusual nature and has no obvious economic rationale or obvious legitimate purpose, and/or if the transaction is intended to evade mandatory control procedures stipulated in the AML/CFT Law. The dossier must contain documents obtained during CDD (including information about founders owning at least a 5% share and the ML/TF risk assessment of the customer/beneficial owner). 

Moreover, the institution must update its information about clients or beneficial owners if such client or beneficial owner or the transaction has raised suspicion of their involvement in ML/TF or doubts about the veracity of previously obtained data. 

This requirement must be observed at all times without any exceptions. 

Government Decision No. 983-r (clause 10) requires paying special attention to the following when performing identification: 

a) the identities of founders (members) of a legal person; 

b) the structure and powers of governing bodies of a legal person; 

c) the size of registered (authorized) and paid-in share capital or amount of the authorized fund and the value of assets. 

Rosfinmonitoring Informative Letter No. 2 extends this requirement, obligating institutions to record the following details in the customer’s dossier: 

- the structure and membership of a legal person’s governing bodies;

- the identities of founders (members) of a legal person – to be provided for founders (members) who hold at least a five percent share (interest) in a legal person; 

The information on the identities of founders (members) of a legal person must include: 

- in respect of natural persons: last name, first name, patronymic (unless the law or national custom requires otherwise), series (if any) and number of the ID document, and taxpayer identification number (if any); 

- in respect of legal persons: name, taxpayer identification number or foreign organization code. 

Rosfinmonitoring Informative Letter No. 2 requires CIs to update their customer files if the client or beneficial owner or the transaction have raised suspicion of their involvement in ML/TF or doubts about the veracity of previously obtained data. 

When establishing business relations with a client, the institution must assess the client’s ML/TF risk level and subsequently monitor the client’s transactions to detect any changes in the level of risk. 

The institution must pay special attention to transactions carried out by a client that has been assigned an increased risk level, including through constant monitoring of such client’s transactions. 

The institution must update information obtained during CDD at least once in every six months for clients in the high risk group and at least once a year for other clients, and revise the risk level if such information changes or in if: 

- a client, beneficial owner or transaction raises suspicions of involvement in ML/TF; 

- a transaction is complex or of unusual nature and has no obvious economic rationale or obvious legitimate purpose, or there are reasons to believe that the transaction is aimed at evading mandatory control procedures stipulated in the AML/CFT Law (clause 3.5). 

Thus, Rosfinmonitoring has established requirements for all FIs to conduct CDD when there are suspicions of customer involvement in ML/TF or doubts about previously obtained information, as well as requirements to carry out due diligence on a permanent basis. 
	As already explained to the experts during the third round of evaluation, there are sufficient legal safeguards in place in the Russian Federation making it impossible to open new or maintain existing accounts under fictitious names. For example, item 5 of Article 7 of Federal Law No.115-FZ “On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism” dated August 07, 2001 (hereinafter AML/CFT Law), forbids credit institutions to open and, consequently, maintain accounts (deposits) under the names of anonymous holders, i.e. without the provision of the documents identifying the legal entity or the individual opening the account (making the deposit).

According to item 1 of Article 7 of the AML/CFT Law institutions carrying out transactions with monetary funds or other property are obliged to:

1) identify the person serviced by the institution carrying out transactions with monetary funds or other property (the customer) and ascertain:

in respect of individuals - last name, first name, and middle name (unless the law or national custom requires otherwise), citizenship, details of ID document, details of the migration card, details of the document allowing a foreign national or person without citizenship to stay (reside) in the Russian Federation, residence (registration) address, and the taxpayer identification number (if any);

in respect of legal entities - name, taxpayer identification number or foreign organization’s code, state registration number, place of state registration and location address;

2) take justified measures available in the circumstances to ascertain and identify beneficiaries;

3) regularly update information on customers and beneficiaries.

Federal Law No.176-FZ “On Amendments to the Federal Law on Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism and to the Russian Federation Code on Administrative Offences” dated July 23, 2010 was adopted for further improvement of the identification procedures efficiency. The Law introduced the following new definitions:

“beneficiary” refers to the proxy giver, grantor, principal or other person for and (or) on behalf of, and (or) at the expense of whom the customer (customer’s representative) carries out transactions with monetary funds or other property;

“identification” is a set of measures for obtaining information on customers, their representatives, and beneficiaries required by the AML/CFT Law, verification of such information using original documents and (or) duly certified copies thereof, and establishing that such documents (or duly certified copies thereof) legitimately belong to the persons who presented them;

“fixation of data (information)” is a obtaining and consolidation of data (information) in hard copy and/or other forms in order to implement the AML/CFT Law.

Besides, pursuant to the said Law the date of birth of a customer is added to the list of information to be ascertained for the identification purposes, which allows to avoid confusion in case of similar names.

At the same time we would like to draw your attention to the fact that the procedure for opening accounts prescribed by the laws applicable before the AML/CFT Law came into force precluded the use of fictitious names. An account could be opened only upon  ID presentation.

.  

	
	2. No requirement to conduct CDD in the event of suspicion of 

ML

/TF if one of the exemptions of AML/CFT Law article 7 clause 1.1 applies 


	Russia adopted Federal Law 121-FZ dated 3 June 2009, which amends several regulations to reflect the adoption of Federal Law 121-FZ on Collection of Payments from Individuals by Payment Agents (hereinafter, Federal Law 121-FZ). 

Article 3 of that Federal Law, which comes into effect on 7 December 2009, provides for clause 1.1 of Article 7 of the AML/CFT Law to amended as follows: “institutions carrying out transactions with money and other property are not required to identify individual clients or determine and identify beneficial owners when the amount of such transactions does not exceed RUB 15,000 or a foreign currency amount equivalent to RUB 15,000 (except where employees of institutions carrying out transactions with money and other property have suspicions that any given transaction is being carried out with the intent of money laundering or terrorist financing)”. 
	The Russian Federation has adopted Federal Law No.121-FZ “On Amendments to the Certain Legislative Acts of the Russian Federation” dated June 03, 2009 (hereinafter Federal Law No.121-FZ).

Federal Law No.121-FZ amended item 1.1 of Article 7 of the AML/CFT Law. The amended AML/CFT Law states that “institutions carrying out transactions with monetary funds or other property and accepting payments from natural persons are not required to identify a customer, determine and identify a beneficiary when the amount of such transactions does not exceed 15,000 RUB or foreign currency amount equal to 15,000 RUB (except for the cases when the employees of the institution carrying out transactions with monetary funds or other property suspect that such transaction is intended for money laundering or terrorism financing purposes)”. The amendment therefore requires that customer due diligence must be carried out, regardless of any exemptions, when money laundering or terrorism financing is suspected; besides, the amount of the transaction exempted from customer due diligence (if the transaction is believed to pose low ML/FT risk and to be unrelated to ML/FT) has been decreased from 30,000 rubles to 15,000 rubles.

	
	3. No requirement in Law or Regulation for dealing with doubts about veracity


	Government Decision No. 983-r (clause 10) requires paying special attention to the following when performing identification: 

a) the identities of founders (members) of a legal person; 

b) the structure and powers of governing bodies of a legal person; 

c) the size of registered (authorized) and paid-in share capital or amount of the authorized fund and the value of assets. 

Rosfinmonitoring’s Letter No. 2 also requires recording the following client details: 

- the structure and membership of the legal person’s governing bodies; 

- the identities of founders (members) of a legal person – to be provided for founders (members) who hold at least a five percent share (interest) in a legal person; 

The information on the identities of founders (members) of a legal person must include: 

- in respect of natural persons: last name, first name, patronymic (unless the law or national custom requires otherwise), series (if any) and number of the id document, and taxpayer identification number (if any);

- in respect of legal persons: name, taxpayer identification number or foreign organization code. 

Rosfinmonitoring Informative Letter No. 2 requires to complete customer identification, determine and identify the beneficial owner within 7 banking days from the day of the transaction, if upon the establishment of long-term relations the nature of transactions makes it impossible to perform CDD before their completion (taking into account measures available under the circumstances) in the scope required by Annexes 1-3 to Rosfinmonitoring Informative Letter No. 2. 

Moreover, the State Duma is considering the Federal draft law on amendments to the Article 7 of the AML/CFT Law and Part Two of the Civil Code of the Russian Federation. It envisages the right for a credit institution to refuse to perform a bank account (deposit) agreement with a client if: 

- there is information that the customer or customer’s representative presented false or invalid documents when opening the bank account or making the deposit; 

- there is information that the customer or customer’s representative is involved in terrorist activities, where such information has been obtained in accordance with AML/CFT Law; 

- information obtained in the process of recording details required by internal control rules or internal control programmes indicates that a transaction is complex or unusual, has no obvious economic rationale or obvious legitimate purpose, or is not consistent with the types of the customer’s business, or indicates repeated transactions whose nature gives reasons to believe that their purpose is to evade the mandatory control procedure, or indicates any other circumstances giving reason to believe that transactions are carried out for the purpose of money laundering or terrorist financing; 

- the client or client’s representative has repeatedly failed to present documents requested by the credit institution or repeatedly submitted false or invalid documents within one year. 

The bill that proposes to amend the Federal AML/CFT Law, adds more AML/CFT terms and definitions. In particular, it defines “internal control management” and “internal control implementation”, which makes the beneficial owner identification requirements more specific. The bill also establishes administrative responsibility to manage and implement internal control for both natural persons and corporate entities. 
	According to Federal Law dated July 23, 2010 No. 176-FZ item  5 of Article 7 of the AML/CFT Law was supplemented by the following provisions.

Forth paragraph of item 5 entitles the credit institutions  to refuse to perform a bank account (deposit) contract with the customer in case when a customer or his/her representative fail to produce documents necessary for identification of a customer or his/her representative when it is established by the AML/CFT Law.

Item 5.4 was added to Article 7 of the AML/CFT Law and envisages that institutions carrying out transactions with monetary funds or other property are empowered to demand from a customer, his/her representative to produce the ID documents, the Articles of Association, documents on state registration as a legal entity (individual entrepreneur) while carrying out identification of a customer, his/her representative and beneficiary and updating the information on them.

Moreover, there is Decree of the Russian Government dated 10th July,2010 No.967-r which replaced Decree No.983-r

Decree of the RF Government No.967-r (item 11) requires that in the course of identification of legal entities special attention shall be paid to the following issues:

a) the list of the legal entity’s founders (members);

b) the structure of the legal entity’s management bodies and their powers;

c) the size of registered and paid-up authorized (share) capital or the size of authorized fund and the value of assets of a legal entity.

Therefore, the Russian Federation has established the requirements for all financial institutions to carry out CDD if there are suspicions that the customer is involved in ML/FT or doubts about the veracity of the previously obtained documents, and to carry out ongoing due diligence.

	
	4. Lack of clarity and effectiveness in respect of beneficial ownership requirements 


	1. In accordance with Clause 5.1.4 of FCSM’s Instruction 613/r dated 3 June 2002, “On methodological recommendations for professional participants of the securities market implementing the requirements of AML/CFT Law”, professional participants are recommended to develop a KYC programme and for this purpose: 

request clients and their representatives to complete questionnaires with data about the clients and their representatives, their business, affiliates, and other information; 

determine the identities of founders (members) of a legal person and persons capable of influencing corporate actions; 

determine the structure and powers of governing bodies of a legal person; 

update existing information about clients and their representatives at least once a year. 

2. The FSFM’s Order 08-39/pz-n dated 7 October 2008 changed the Procedure for Licensing of Professional Services in the Securities Market, previously approved by Order 07-21/pz-n dated 6 March 2007. Now the licensees are obliged to provide complete information about their ownership structure. Complete information is understood as disclosure of details of any persons/entities or groups of persons/entities who own directly or indirectly at least a five per cent share in the licensee’s registered share capital. Such information is deemed to be disclosed if such person or entity is or a member of such group is the Russian Federation, a constituent entity of the Russian Federation, a municipality, a natural person, a legal person that discloses information pursuant to Article 30 of the Federal Securities Market Law, or a non-profit organisation (except non-profit partnerships), or a foreign person or entity having a similar status. 

See clause 1
	Federal Law No.176-FZ dated July 23, 2010 contains the definition of “beneficiary” and specifies the information which must be ascertained in respect of the beneficiary.

It should be noted that identification of beneficiaries is provided for by item 1 of Article 7 of the AML/CFT Law.

Decree of the RF Government No.967-r (item 11) requires paying special attention to the following when performing identification of legal entities:

a) the list of the legal entity’s founders (members);

b) the structure of the legal entity’s management bodies and their powers;

c) the size of registered and paid-up authorized (share) capital or the size of authorized fund and the value of assets of a legal entity.

Rosfinmonitoring’s Letter No.2 reiterates this requirement obliging institutions to record in the customer files, among other things, the information on:

- the legal entity’s bodies (the structure and composition of the legal entity’s management bodies);

- the legal entity’s founders (members). This information is provided in respect of the founders (members) holding five or more percent of the shares (interest) of/in the legal entity.

The information provided on the legal entity’s founders (members) includes:

- in respect of individuals: last name, first name and middle name (unless the law or national custom requires otherwise), as well as the series (if any) and number of identification document, and the taxpayer identification number (if any);

- in respect of legal entities: name, taxpayer identification number or foreign organization’s code.

Besides that, pursuant to item 1.2 of Regulation of the Bank of Russia No.262-P a credit institution is obliged to determine and identify the beneficiary, i.e. a person for whose benefit the customer acts, in particular under a brokerage, agency, commission agreement, when carrying out bank and other transactions.

The FSFM’s Order 08-39/pz-n dated October 7, 2008 has been cancelled after issuing the FSFM’s Order 10-49/pz-n dated July 20, 2010 “On Approval of the Regulation on Terms of Licensing and Professional Activities in the Securities Market” (hereinafter the Regulation). According to this Regulation complete information about ownership structure is understood by the FSFM as disclosure of details of a person/group of persons who own directly or indirectly at least a five per cent of the licensee’s registered share capital. Such information on the said person or group of persons is deemed to be disclosed if such person (members of such group) is the Russian Federation, a constituent entity of the Russian Federation, a municipality, a natural person, a legal entity that discloses information pursuant to Article 30 of Federal Law No.39-FZ dated April 22, 1996 “On Securities Market”, or a non-profit organization (except non-profit partnerships), or a foreign person or entity having a similar status.

Complete information about the licensee’s ownership structure must be submitted to the FSFM in electronic form or in hard copy not later than 15 business days following the reporting quarter.

	
	5. Lack of clarity in relation to ongoing due diligence


	The bill proposing amendments in the Article 7 of the AML/CFT Law requires identification of owners or controlling entities of any legal person serviced by an organisation. 
	According to sub-item 3 of item 1 of Article 7 of the AML/CFT LAw, institutions engaged in transactions with monetary funds or other property are obliged to regularly update information on customers and beneficiaries.

Such definiations as “customer” and “beneficiary” were added to the AML/CFT LAW by  Federal Law No. 176-FZ.

Decree No. 967-r  stipulates that the following internal control programms must be included into the internal control rule:

a) the programm of client identification, identification and verification of a beneficiary except for the cases set by items 1.1 and 1.2 of the AML/CFT Law (hereinafter – identification programm); 

b) risk assesement programm aimed at revelation of transcations carried out by a customer for ML/FT purposes (hereinafter – risk assesment progaramm);

c) programn aimed at the revelation of the transactions subbject to the mandotary control  and which have the signs of connection with ML/FT (hereinafter programm for revelation of the transcations subject to the mandatory control);

d) programm for information documantary fixation;

e) progamm regulationg the suspansion of the transcations under the AML/CFT Law;

f) AML/CFT training programm for the employees of an oraganization (hereinafter- training programm) 

g) programm for interanl control examination;

h) programm for keeping of the information and documents obtained as a result of internal control programm implementation for the AML/CFT purposes (hereinafter –  information keeping programm)

i) any other internal control programmes which can be carried out at the discration of an organization.

The above-mnetioned Decree describes the content of these programms, as well as procedures which should be conducted for their implementaion.



	
	6. No direct requirement to establish nature and intended purpose of business relationship


	See clauses 1 and 3
	Please see the information specified in the items 1,3 and 5.   

	
	7. Doubts about clarity and effectiveness of requirements relating to SDD and EDD


	Federal Law 121-FZ dated 3 June 2009, which amends several regulations to reflect the adoption of Federal Law on Collection of Payments from Individuals by Payment Agents, makes changes in the AML/CFT Law by setting more specific requirements of identification of individual and corporate clients. 
	Federal Law No.121-FZ amended the AML/CFT Law by clarifying the requirements for identification of individuals and legal entities serviced by the institution. Simplified CDD procedure in respect of low-risk transactions (occasional payments not exceeding 15,000 rubles (approximately 500 US dollars)) carried out by customers has been clarified; the procedure now requires that identification of a customer must be carried out if there are any suspicions that the transaction is related to ML/FT.

Federal Law No.176-FZ provides definition of the “identification” term.

According to the said Law, identification is “a set of measures for obtaining information on customers, their representatives, and beneficiaries as required by the Law, verification of such information using original documents and (or) duly certified copies thereof”.

The clear definition set by the Llaw will raise institutions’ awareness of their CDD obligations and, consequently, improve the efficiency of  the CDD measures.

Morever, the draft Federal Law is under elobaration which will allow the performance of the simplified identification of customers and beneficiaries in cases when there is a minimum risk that transaction is conducted for the ML/FT purposes.   

	
	8. Timing of verification – no measures for non-CIs


	Administrative Regulations of the FSFM’s supervisory functions, which were approved by FSFM’s Order 07-107/pz-n dated 13 November 2007, determine the period of activities during which an inspection can be conducted and the timing of inspections. 

See clause3


	Rosfinmonitoring’s Informative Letter No.2 (item 2.) provides for a possibility to complete identification of a customer, determination and identification of a beneficiary within a timeframe not exceeding 7 business days from the date of completing a transaction or a deal if the nature of the transaction or of the deal conducted as part of a long-term relationship makes it impossible to carry out CDD measures (available under particular circumstances) before completing the transaction or the deal to the extent required for maintaining the customer file, which is somewhat broader than the extent of the information required by the provisions of Article 7 of the AML/CFT Law.

Roscomnadzor has developed and submitted to the relevant government agencies for review and approval a draft Administrative Regulation on executing the state function of supervision and control in the communications sector over compliance by the federal postal service institutions with the procedure of recording, keeping and reporting information on money transactions subject to control under the Russian Federation legislation, and over their internal control arrangements (hereinafter the Regulation).

The purpose of the said Regulation is to enhance efficiency of supervision over compliance by the Post with the AML/CFT legislation and to implement a unified approach toward exercising the state control (supervision) in the communications sector.

	
	9. Failure to complete CDD – measures for non-CIs only extend to ID


	Federal Law 121-FZ dated 3 June 2009, which amends several regulations to reflect the adoption of Federal Law on Collection of Payments from Individuals by Payment Agents, makes changes in the AML.CFT Law by setting more specific requirements of identification of individual and corporate clients. 
	Federal Law No.121-FZ amended the AML/CFT Law by clarifying the requirements for identification of individuals and legal entities serviced by an institution.

According to Rosfinmonitoring’s Order No.103 dated May 08, 2009 (recommendations on criteria and indicators of unusual transactions), impossibility to ascertain customer’s counterparties, transfer of funds to anonymous (numbered) account (deposit account) abroad, or receipt of funds from anonymous (numbered) accounts (deposit account) from abroad (making it difficult to ascertain the necessary information about the counterpart), constitute grounds to treat the transaction as suspicious and to submit the STR to Rosfinmonitoring. Institutions are obliged to include these recommendations in their internal control rules, since the AML/CFT Law and Decree of the RF Government No.967-r requires that recommendations issued by the FIU must be incorporated in the internal control rules.

Besides that, Federal Law No.176-FZ provides the definition of the “internal control execution” term. Both identifying the customer and beneficiary, and monitoring the customer’s transactions (and making a repeated identification, if necessary) are the mandatory stages of the internal control procedures.  

	SR.IV Suspicious Transaction Reporting
	1. No STR requirement for attempted transactions by occasional customers


	The bill amending the AML/CFT Law, which is currently being considered by the State Duma, specifies that organisations handling transactions with money or other property may refuse to perform a client’s instructions if: 

- the documents required for written recording of information as required by the Federal Law have not been provided; 

- available information or other circumstances give reasons to believe that a certain transaction may be carried out by a client or client’s representative for the purposes of legalisation (laundering) of proceeds from crime, or financing of terrorism. According to clause 13 of Article 7 of the AML/CFT Law, a refusal to carry out a transaction must be reported to Rosfinmonitoring. 
	According to item 3 of Article 7 of the AML/CFT Law, if the employees of an institution carrying out transactions with funds or other assets suspect that certain transactions are for the ML/FT purposes, such institution is obliged to submit information on these transactions to the competent authority, irrespective of whether these transactions are subject to mandatory control or not, and regardless of the amount of such transactions, or persons involved therein.

Furthermore, according to items 11 and 13 of Article 7 of the AML/CFT Law, institutions carrying out transactions with monetary funds or other property have the right to refuse to conduct a transaction requested by a customer, except for crediting the incoming funds transferred to accounts of an individual or a legal entity, unaccompanied by the documents required for recording the information in accordance with the provisions of the said Federal Law.

Credit institutions are obliged to document and forward to the competent authority the information on refusals to enter into an agreement to open a bank account (deposit) with an individual or a legal entity and (or) to carry out a transaction on the grounds specified in this Article not later than one business day following the day of such refusal, in a manner established by the Central Bank of the Russian Federation in coordination with the Government of the Russian Federation.

	
	2. Shortcoming in the criminalisation for terrorist financing limits the reporting obligation


	Reporting entities’ obligations to file and send TF STRs are set out in the AML/CFT Law (Article 7, clauses 2, 3, 10). More detailed recommendations on detecting transactions that may be associated with ML/TF are contained in Rosfinmonitoring Order No. 104 dated 11 August 2003, as well as in the following BoR letters: 

- BoR Letter dated 13 July 2005 No. 99-T “On methodological recommendations for credit institutions developing internal controls designed for anti money laundering and combating the financing of terrorism”; 

- BoR Letter dated 27 April 2007 No. 60-T “On the specifics of customer service by credit institutions using technologies of remote access to the customer’s bank account (including Internet banking)”; 

- BoR Letter dated 28 September 2007 No. 155-T “On invalid passports”; 

- BoR Letter dated 30 October 2007 No. 170-T “On the Specifics of providing banking services to non-resident legal persons that are not Russian taxpayers”;

- BoR Letter dated 2 November 2007 No. 173-T “On the recommendations of the Basel Committee for Banking Supervision”;

- BoR Letter dated 26 November 2007 No. 183-T “On invalid passports”;

- BoR Letter dated 18 January 2008 No. 8-T “On the application of clause 1.3 of Article 7 of the Federal Law ‘On Anti Money Laundering and Combating the Financing of Terrorism’ ”; 

- BoR Letter dated 13 January 2008 No. 24-T “On raising the effectiveness of preventing suspicious transactions”;

- BoR Letter dated 4 July 2008 No. 80-T “On stepping up control over individual transactions in promissory notes by natural and legal persons”;

- BoR Letter dated 3 September 2008 No. 111-T “On raising the effectiveness of preventing suspicious transactions by customers of credit institutions”;

- BoR Letter dated 13 January 2008 No. 137-T “On raising the effectiveness of preventing suspicious transactions”;

- BoR Letter dated 23 January 2009 No. 8-T “Supplementing BoR Letter dated 1 November 2008 No. 137-T”;

- BoR Letter dated 10 February 2009 No. 20-T “On relations with financial institutions of the USA”;

- BoR Letter dated 27 February 2009 No. 31-T “On information published on the Rosfinmonitoring website”.

Additionally, in order to implement recommendations, including the ones listed in this clause, Rosfinmonitoring elaborated “Recommendations for development of unusual transaction criteria”, which was approved by Order 103 dated 8 May 2009. These recommendations must be reflected in institutions’ internal control rules. The list of criteria and signs of unusual transaction is not exhaustive but contains a special reference for institutions to include other criteria/signs at their own discretion. 

Availability of criteria and indicators in internal control rules is required by the AML/CFT Law and their absence results in a refusal to approve the institution’s internal control rules. 

Reporting institutions must develop internal control rules (this is a mandatory AML/CFT Law obligation) on the basis of the provisions of this Law, the Know-Your-Customer obligations, and the abovementioned recommendations of supervisory bodies. The developed internal control rules and criteria contained in them serve as the guidance for filing TF STRs by reporting institutions. 


	Shortcomings in the criminalization of terrorism financing specified in the report on the Russian Federation are eliminated by Federal Law No.197-FZ “On Amending Certain Legislative Acts of the Russian Federation Related to Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism”. This Federal Law stipulates that terrorist financing includes financing of the crimes related to illegal actions with nuclear materials (Articles 220 and 221 of the Criminal Code).  

Besides that, the obligations of reporting institutions to draft and forward TF STRs are set out in the AML/CFT Law (Article 7, items 2, 3, 10).

Additionally, in order to implement the recommendations, including those listed in this item, the “Recommendations for Developing Criteria for Detecting and Identifying Indicators of Unusual Transactions” containing additional indicators of transactions that potentially may be related to terrorist financing (item 57) have been developed and adopted by Rosfinmonitoring’s Order No. 103 dated 8 May 2009. Institutions should use these recommendations when developing their internal control rules. Notably, the list of both criteria and indicators is not exhaustive, but contains a special notion for the institutions to include additional relevant criteria/indicators at the institution’s discretion.

The existance of criteria and indicators in the internal control rules is required by the AML/CFT Law and their absence results in the refusal to approve the institution’s internal control rules.

Reporting institutions must develop the internal control rules (this is the mandatory obligation under the AML/CFT Law) on the basis of the provisions of this Law, the Know-Your-Customer obligations, and the aforementioned recommendations of the supervisory authorities. The developed internal control rules and criteria contained therein serve as the guidance for filing TF STRs by reporting institutions.

	
	3. Lack of effectiveness, specifically relating to the TF STR system


	See clause1


	Rosfinmonitoring’s Order No.103 dated May 8, 2009 “On Approval of Recommendations for Developing Criteria for Detecting and Identifying Indicators of Unusual Transactions” is supposed to substantially improve of the effectiveness of the system.  


II. ACTIONS TAKEN REGARDING THE KEY RECOMMENDATIONS (Rec. 23, SR. III) 

	Recommendations
	Summary of factors determining the compliance rating 
	Description of corrective actions taken or proposed since the approval date of Mutual Evaluation Report (June 2008) 

(To be completed by EAG member state) 
	Description of corrective actions taken or proposed since the approval date of the third Mutual Evaluation Report (December 2009 – December 2010)

(To be completed by the EAG member state)

	23. Regulation, supervision and monitoring
	1. No provisions to prevent criminals from becoming major shareholders in a non-banking financial institutions


	     1. The Federal Service for Financial Markets (FSFM) has elaborated a draft federal law “On amendments to the Federal Law “On the Securities Market” and other legislative acts of the Russian Federation” (in terms of prudential supervision of professional participants in the securities market and procedure of paying compensation to natural persons in the securities market), which includes provisions on preventing criminals from becoming major shareholders in professional participants of the securities market. This draft law is currently being reviewed and refined.

     2. According to Federal Law dated 06.12.2007 No.334-FZ amendments have been introduced to Federal Law dated 29.11.2001 No.156-FZ “On the Investment Funds” (hereinafter the Investment Fund Law) providing that the following individuals may not be persons acting as a sole executive body of a company managing investment funds, share investment funds and non-state pension funds  (hereinafter management company), members of the board of directors (supervisory board), members of collegial executive body and directors of a management company branches:

     1) persons who acted as a sole executive body or were members of collegial executive body of financial institutions, when those institutions committed violations, which resulted in revocation of a license for performing the respective activities, if less than three years have passed since such revocation;

     2) persons with unexpired term during which they are deemed to be adminstratively penalized in form of disqualification;

     3) persons convicted for the deliberate crimes.

      The following persons may not own (have in beneficial ownership) 5 or more percent of common shares (interest) in a management company:

     1) a legal entity, which license for performing the respective activities has been revoked due to committed violations;

     2) a legal entity, which holding or parent company’s license for performing the respective FI activities has been revoked due to committed violations;

     3) a natural person specified in Article 10 of the Investment Fund Law (including a person convicted for the deliberate crimes).

     The Bank of Russia (BoR) has prepared a draft Strategy for the development of the Russian banking sector till 2012, which is expected to be adopted in the near future in a joint statement by the Russian Government and the BoR. The said draft envisages provisions aimed at improvement of the procedure for investment in banking capital and the BoR functions to control major beneficial owners of shares (interest) in credit institutions. The said measures are stipulated simultaneously in item 24 of the draft action plan for the implementation of the abovementioned Strategy in the years 2008-2012. It introduces the following norms:

     - establishment of a requirement for the financial condition and business reputation of founders of credit institutions and beneficial owners of over 10% of shares (interest);

     - the BoR is granted powers to assess the business reputation and financial condition of the said persons in accordance with BoR established criteria on a permanent basis;

     - development of a mechanism whereby the BoR can remove owners of 10% of shares (interest) from managing credit institutions, if their financial condition or business reputation no longer meets the established requirements;

     - the BoR is granted powers to collect information on persons whose activity has resulted in damage to the financial condition of credit institutions or violation of the law, or has led to situations threatening the interests of creditors or stability of the Russian banking system.

          The BoR participates in amending the Federal Law "On the Central Bank of the Russian Federation (Bank of Russia)", under which the BoR will be entitled to establish requirements for the business reputation of founders (members) owning over 20 percent of shares (interest) in a credit institution, as well as the right to refuse to approve the acquisition of more than 20 percent of shares (interest) in a credit institution if the business reputation of the acquiring persons is found to be unsatisfactory.

           At the same time, it is planned to amend the Federal Law “On Banks and Banking Activity” (hereafter the Banking Law), which would establish requirements for the business reputation of credit institution founders or persons acquiring over 20 percent of shares (interest) in a credit institution, which could be used to recognize that business reputation of the said persons is unsatisfactory:

· previous convictions for deliberate economic crimes as well as other deliberate crimes (except minor offences);

· violation of antimonopoly rules;

· effective court rulings that have found the owner guilty of illegal actions during bankruptcy proceedings, premeditated and (or) fictitious bankruptcy;

· failure to take financial rehabilitation measures at credit institutions

where the said persons owned, including as part of groups named in     Article 11 of the Banking Law, over 20 percent of shares (interest), and in relation to which an arbitration court passed a ruling declaring a credit institution insolvent (bankrupt) or which has been liquidated at the BoR initiative within 10 years preceding from the date of the relevant approval request submitted to the BoR;

· a court has found the said person guilty of causing damage to any credit institution while serving as a member of the board of directors (supervisory board) of the credit institution, a sole executive body, his deputy and (or) member of a collegial executive body.

     It is proposed to consider unsatisfactory business reputation of the founders of a credit institution as a ground to refuse state registration of the credit institution and issuance of a banking license. 

     As regards the introduction of a prohibition for a person convicted of an economic crime to manage a financial institution, please be informed that this recommendation has been incorporated into the Banking Law. Article 11.1 of the Banking Law stipulates that the BoR is entitled to refuse the appointment of a person to the position of the director of a credit institution (branch) on the grounds stipulated in Article 16 of the said Law, one of which is a conviction for an economic crime.


	The FSFM has drafed the Federal Law “On Amendments to the Federal Law On the Securities Market and to Other Legislative Acts of the Russian Federation” (in terms of prudential supervision of professional securities market participants and procedure of paying compensation to natural persons in the securities market), which includes provisions on preventing criminals from becoming major shareholders in professional securities market participants, namely: 

a person convicted for the deliberate crimes may not own 5 or more percent of ordinary shares (interest) as a professional participant in the securities market.

This draft Law also stipulates that a person convicted for the deliberate crimes may not be a member of the Board of Directors (Supervisory Board), a member of the collegial executive body of a professional securities market participant, a person acting as the sole executive body, or a director of a branch of a professional securities market participant, a controller (head of the internal control service), a risk manager, or a director of a credit institution's structural division established to act as a professional securities market participant, or a director of a standalone business unit of a professional securities market participant.

Furthermore, the draft Law empowers the FSFM to request information about business reputation, including information about any prior convictions of their founders, from the authorities and professional securities market participants.

Law of the Russian Federation No.4015-1 “On Organization of Insurance Business in the Russian Federation” dated November 27, 1992, envisages a refusal to grant license to a person (a license applicant) if a head/director general  (including sole executive body) or a chief accountant of the license applicant has a conviction which has not been lifted or removed from the official records.

The number of licenses revoked by the FSFM in 2008 amounted to 19, which was 6 times more than in 2006. In 2009, the FSFM revoked 34 licenses and, during the first half of 2010, 30 licenses were revoked by the FSFM.

Federal Law No.4015-1 “On Investment Funds” dated November 29, 2001 (hereinafter the Law “On Investment Funds”) was amended by Federal Law No.334-FZ dated December 06, 2007, in order to prohibit:

1) the persons who acted as a sole executive body or were members of a collective executive body of financial institutions at the time of commission by such institutions of an offence for which their licenses for carrying out respective activities were revoked, within three years from the date of such revocation;

2) the persons subjected to an administrative sanction of disqualification for a term which has not expired;

3) the persons convicted of intentional crimes;

from acting as a sole executive body of the management company of investment funds, mutual investment funds and private pension funds (hereinafter the management company), a member of the board of directors (supervisory board) and a collective executive body, and as a manager of a branch of the management company.

The following persons cannot hold five or more percent of ordinary shares (interest) of/in the management company:

1) the legal entity whose license for carrying out respective activity of a financial institution was revoked for committing an offence;

2) the legal entity whose principal or dominating companies were revoked of their licenses for carrying out respective activity of a financial institution for committing an offence;

3) the individual specified in item 10 of Article 38 of the Law “On Investment Funds” (including the individual convicted of intentional crimes).

	
	2. Inadequate threshold with regard to major shareholders in credit institutions


	     The Bank of Russia (BoR) has prepared a draft Strategy for the development of the Russian banking sector till 2012, which is expected to be adopted in the near future in a joint statement by the Russian Government and the BoR. The said draft envisages provisions aimed at improvement of the procedure for investment in banking capital and the BoR functions to control major beneficial owners of shares (interest) in credit institutions. The said measures are stipulated simultaneously in item 24 of the draft action plan for the implementation of the abovementioned Strategy in the years 2008-2012 (Responsible bodies – the Ministry of Finance of Russia, Ministry for Economic Development with involvement of the Bank of Russia). 

     The above measures introduce the following norms:

     - establishment of a requirement for the financial condition and business reputation of founders of credit institutions and beneficial owners of over 10% of shares (interest);

     - the BoR is granted powers to assess the business reputation and financial condition of the said persons in accordance with BoR established criteria on a permanent basis;

     - development of a mechanism whereby the BoR can remove owners of 10% of shares (interest) from managing credit institutions, if their financial condition or business reputation no longer meets the established requirements;

     - the BoR is granted powers to collect information on persons whose activity has resulted in damage to the financial condition of credit institutions or violation of the law, or has led to situations threatening the interests of creditors or stability of the Russian banking system.
	Article 61 of Federal Law “On the Central Bank of the Russian Federation (Bank of Russia)” and Article 11 of Federal Law “On Banks and Banking Activity” establish the minimum threshold for the acquisition of shares (interest) of/in a credit institution, which is over 20 percent of its authorized capital, that requires prior consent (approval) of the Bank of Russia. Pursuant of the said Laws the Bank of Russia exercises prior control (in form of granting a prior consent) over acquisition and (or) receipt for trust management as a result of one or several transactions by a legal entity or by a group of legal entities and (or) natural persons, connected by an agreement, or by a group of legal entities that are subsidiary to or dependent on one another, of more than 20 percent of shares of (interest in) a credit institution, while transactions involving acquisition of over 1 per cent of shares of (interest in) a credit institution require that the Bank of Russia be notified thereof.

The Regulation establishing the procedure for obtaining BoR prior consent (Instruction of the Bank of Russia No.130-I, dated February 21, 2007, “On Procedure for Obtaining Bank of Russia Prior Permission to Acquire and (or) Receive in Trust Management Shares (Stakes) of a Credit Institution” (hereinafter Instruction No.130-I) was developed  by the Bank of Russia in compliance with the requirements of the aforementioned Laws and is intended for establishing control over persons (primarily beneficiaries) who acquire and (or) receive in trust management over 20 percent of shares of (interest in) a credit institution and, consequently, havr significant influence on decisions taken by the credit institutions’ management bodies. For this purpose Instruction No.130-I obliges an acquirer of shares of (interest in) a credit institution to obtain a prior consent when a structure of a group and (or) a person, that has a significant influence on decisions taken by the credit institution’s management bodies, is changed. 

The Bank of Russia has drafted the “Development Strategy for the Banking Sector of the Russian Federation Until 2012” which is expected to be approved in the nearest future by the joint statement of the Government of the Russian Federation and the BoR. The said draft envisages provisions aimed at improvement of the procedure for investment in banking capital and the BoR functions to control major beneficial owners of shares of (interest in) credit institutions. The said measures are stipulated simultaneously in item 24 of the draft action plan for the implementation of the aforementioned Strategy in the years 2008-2012 (responsible Ministries are the Ministry of Finance and the Ministry of Economic Development).

It introduces the following:

- establishment of a requirement for the financial condition and business reputation of founders of credit institutions and acquirers of over 10% of shares (interest);

- the Bank of Russia is granted powers to assess the business reputation and financial condition of the said persons in accordance with the BoR established criteria on an ongoing basis;

- development of a mechanism whereby the BoR can remove owners of 10% of shares (interest) from managing credit institutions, if their financial condition or business reputation no longer meets the established requirements;

- the Bank of Russia is granted powers to collect information on persons whose activity has resulted in damage to the financial condition of credit institutions or violation of the law, or has led to situations threatening the interests of creditors or stability of the Russian banking system.

	
	3. Inadequate provision on persons having controlling interest in credit institution


	See Item 1.
	Article 11 of the Federal Law “On Banks and Banking Activity” specifies the circumstances in which the acquirer of shares of (interest in) a credit institution may be refused to obtain over 20% of the authorized capital of the credit institution, in particular: in case the financial condition of the acquirer of shares (interest) was found unsatisfactory; in case of violation of the antimonopoly requirements by the acquirer; in case of court decisions, which have entered into force, in respect of the acquirer of shares of (interest in) a credit institution, evidencing that the acquirer committed illegal acts in the course of bankruptcy proceedings, or is guilty of deliberate and (or) fictitious bankruptcy; and also in case the acquirer of shares of (interest in) a credit institution was found guilty by court of inflicting damages on any credit institution when acting as the member of the board of directors (supervisory board), the sole executive body or its deputy, and (or) as the member of collective executive body of the credit institution.

The BoR has prepared regulations setting out the grounds to declare financial standing of a legal entity or individual (founders (members) of a credit institution) unsatisfactory, which are also intended to be used as the basis for supervising the sufficiency of the own assets of individuals and legal entities who are founders (members) of credit institutions, and their financial standing (Regulations of the Bank of Russia No.337-P “On the Procedure and Criteria for Evaluation of Financial Standing of Legal Entities - Founders (Members) of a Credit Institution)” dated June 19, 2009; Regulations of the Bank of Russia “On Procedure and Criteria for Evaluating Financial Standing of Individuals - Founders (Members) of a Credit Institution)” No.338-P, dated June 19, 2009.

The RF MoF has elaborated, with the participation of the BoR, a draft Federal Law “On Amendments to the Federal Law “On Banks and Banking Activity” and the Federal Law ‘On the Central Bank of the Russian Federation (Bank of Russia)’” (for the purpose of specifying requirements for executive officers, and authorizing the BoR to determine the criteria of their business reputation). The Draft Law has been supplemented with the criteria making it possible to determine that the business reputation of founders, acquirers of over 20% of shares of (interest in) a credit institution is unsatisfactory; one of such criteria is conviction of an economic crime. In this case the BoR will be entitled to refuse to approve acquisition of over 20% of shares of (interest in) a credit institution, to carry out the state registration of the credit institution and to grant the license for carrying out banking operations. The Draft Law includes the following criteria for determining business reputation of founders unsatisfactory:

· conviction of intentional economic crimes and intentional crimes (except for minor severity) against person, state authorities, public security and public order;

· court decisions, which have entered into force, evidencing that the said person committed illegal acts in the course of bankruptcy proceedings, or is guilty of deliberate and (or) fictitious bankruptcy;

· failure on the part of the said person to take measures for financial recovery of the credit institutions in which the said person held, as a member of groups of persons specified in Article 11 of the Federal Law “On Banks and Banking Activity”, over 20% of shares (interest), and which, at any time during the period of ten years before the date of filing the respective application with the BoR, were adjudicated insolvent (bankrupt) by an arbitration court or became subject to liquidation on the initiative of the BoR;

· the said person is found guilty by court for doing damages to a credit institution when acting as the member of the board of directors (supervisory board), the sole executive body or its deputy, and (or) as the member of collective executive body of the credit institution.

	
	4. No “fit and proper” requirements for leasing companies and members of the board of a life insurance company or an insurance broker


	     Fit and proper tests for leasing companies are conducted by establishing qualification requirements for special officials in charge of enforcing internal control rules (Government resolution dated 5 December 2005 No. 715), which include a higher education in specific areas or a minimum of 2 years of AML/CFT experience as well as completed AML/CFT training.

     For other employees of leasing companies, Rosfinmonitoring’s Order No. 256 establishes mandatory requirements to undergo systematic AML/CFT training.

     The FISS has submitted proposals to amend Federal Law dated 27

November 1992 No. 4015-1 "On the organization of insurance business in the Russian Federation" to the Financial Markets and Money Circulation Committee at the Council of Federation of the Federal Assembly. The proposals concern establishing a prohibition for a person convicted for an economic crime to own or manage a financial institution.
	Fit and proper tests for non-credit institutions (including leasing and insurance companies) are carried out by establishing qualification requirements for the special executive officers responsible for observance of internal control procedures (Resolution of the Government No.715 dated December 05, 2005), which include a higher education in specific areas or a minimum of 2 years of AML/CFT experience as well as completed AML/CFT training.

Other employees of non-credit institutions (including leasing and insurance companies) are obliged, by Rosfinmonitoring’s Order No.256 (from October substituted by Rosfinmonitoring’s Order No. 203 dated 3rd August,2010), to undergo systematic AML/CFT training.

The Law of the Russian Federation “On Organization of Insurance Business in the Russian Federation” No.4015-1, dated November 27, 1992, envisages a refusal to grant license to a person (a license applicant) if a general manager (including sole executive body) or a chief accountant of the license applicant has a conviction which has not been lifted or removed from the official records.

	
	5. No fit and proper test and general ineffectiveness of registration and supervision of MVT service providers according to Article 13.3 of the Banking Law


	See Item 1.
	A draft Federal Law “On National Payment System” imposes more stringent requirements on organizations providing money and value transfer services.   

Article 13.1 of the Federal Law “On Banks and Banking Activity” has been amended by Federal Law No.121-FZ: now the credit institution which has entered into an agreement with a bank paying agent for accepting payments from individuals is obliged to monitor conformance of the procedure for accepting payments from individuals followed by the bank paying agent to the rules for making payments in the Russian Federation established by the Bank of Russia, to the requirements of article 13.1 of the said law, and to the AML/CFT legislation.

Failure by a bank paying agent to comply with the above requirements constitutes grounds for termination by the credit institution of the agreement entered into with such bank paying agent for accepting payments from individuals.

A credit institution is obliged to maintain a list of bank paying agents with whom this credit institution has entered into agreements for accepting payments from individuals.

	
	6. Lack of effectiveness of supervision by FSFM, FISS and ROSCOM


	     Pursuant to Article 7 of Federal Law No.115-3 “On Counteracting Legalization (Laundering) of Proceeds from Crime and Terrorist Financing (hereinafter Federal Law No.115-FZ) control over compliance with Federal Law No.115-FZ by natural and legal persons in terms of recording, keeping and reporting information on operations subject to mandatory control as well as monitoring of internal control arrangements is exercised by the relevant supervisory bodies within their respective terms of reference and in a manner set out in the Russian legislation. Insurance institutions subject to Federal Law No.115-FZ are supervised by the Federal Insurance Supervision Service (FISS).

     In order to optimize execution of the state functions including regularization of administrative procedures and actions the FISS in 2008 developed the “Administrative Regulation of the Federal Insurance Supervision Service on execution of the state function of control and supervision over compliance with the Russian AML/CFT legislation by insurance institutions within the respective terms of reference of the Service” (hereinafter the Administrative Regulation). The Administrative Regulation was adopted by MoF Order No.156n dated 31.12.2008 (registered by the RF Ministry of Justice on 94.05.2009 No.13886). The Administrative Regulation establishes the following administrative procedures:

1) coordination of AML/CFT internal control rules;

     2) conducting inspections of insurance institutions to verify their compliance with the Russian AML/CFT legislation;

     3) sending inquiry letters to insurance institutions with regard to discrepancy between data contained in Report N0.1-S and information stored in the Rosfinmonitoring Federal database.

     Based on the results of exercising the above powers the FISS is entitled to impose the following sanctions on insurance institutions:

     - to refuse to approve the internal control rules;

     - to send inquiry letters;

     - should there be evidence of an administrative offence, to inform Rosfinmonitoring (it territorial office) about the discovered violations of the Russian AML/CFT legislation in compliance with Article 28.1 of the RF Code of Administrative Offences.

     In order to enhance effectiveness the following tasks are assigned to the FISS Inspectorates and structural divisions by Rostekhnadzor’s Order No.397 dated 27.07.2009:

     - compliance with the Russian AML/CFT legislation by insurance institutions (branches) shall be verified in the course of their inspections; 

     - when preparing the insurance institutions inspection plan for next calendar year Inspectorates shall follow the requirements set forth in item 2 of the “Action Plan to Improve the Russian AML/CFT System” (Instruction No.VP-P13-6722 dated 10.11.2008 of the Chairman of the Russian Federation Government V.V. Putin), in particular:

     1) AML/CFT compliance inspection shall be conducted in each insurance institution;

     2) inspections shall be carried out in compliance with the “Administrative Regulation of the Federal Insurance Supervision Service on execution of the state function of control and supervision over compliance with the Russian AML/CFT legislation by insurance institutions within the respective terms of reference of the Service” (adopted by MoF Order No.156n dated 31.12.2008)

     1. The territorial offices of the FSFM are urged to enhance quality of inspections including mandatory verification of compliance with the AML/CFT legislation during all on-site inspections of investment funds, share investment funds and non-state pension funds management companies, brokers, dealers, beneficial owners, book runners and depository institutions, and also to inform the respective interregional offices of Rosfinmonitoing about all discovered violations of the AML/CFT legislation in terms of recording, keepings and providing information on transactions subject to mandatory control as well as in terms of organization of internal control.

     2. Statistics of the inspection results show improvement of FSFM supervision effectiveness.

     3. The letter has been submitted to the Government of the Russian Federation indicating a need to hire additional staff of the FSFM headquarters and territorial offices. Justification of such request includes, among other reasons, need for implementation of Recommendations listed in the FATF report.

     Federal Law dated 26.12.2008 No.294-FZ “On Protecting Rights of Legal Entities and Sole Proprietors during State Control (Supervision) and Municipal Control (hereinafter Federal Law No.294-FZ) was adopted. This Law establishes that scheduled inspections shall be conducted not more than once in three years.

     Federal Law No.294-FZ does not cover the issues pertaining to control of compliance with the AML/CFT legislation. Provisions of this Law specifying organization and implementation of inspections do not apply to AML/CFT compliance inspections.

     According to Part 1 of Article 27 of Federal Law dated July 7, 2003 No.126-FZ “On Communications” (hereinafter Federal Law No.126-FZ) it is the Government of the Russian Federation that establishes procedure of state supervision in the communications sector. Therefore, the Russian Government may establish specific requirements for state supervision in the communications sector. 

     In this context ROSCOM proposed to set specific requirements for AML/CFT compliance inspections, which was assigned to ROSCOM by the Russian Government Resolution No.228. 

     As regards the organization and implementation of inspections as well as types of AML/CFT compliance inspections ROSCOM has reviewed and amended the draft Administrative Regulation of the Federal Service for Supervision of Telecommunications, Information Technologies and Mass Communications on executing the state function of supervision and control in the communication sector over compliance by the federal postal service institutions with the procedure of recording, keeping and reporting information on funds transactions subject to control under the Russian Federation legislation, and over their internal control arrangements in terms of organization and implementation of inspections and types of AML/CFT compliance inspections. 

     The Administrative Regulation will be submitted to the Ministry of Communications of the Russian Federation (Mincomsvyaz) for adoption.

     In order to enhance effectiveness of AML/CFT supervision and pursuant to the “Action Plan to Improve the Russian AML/CFT System” taking into account the FATF Recommendations (Russian Government Instruction No.VP-P13-6722 dated 10.11.2008) the Methodological Guidelines for the territorial offices of the Federal Service for Supervision of Telecommunications, Information Technologies and Mass Communications on conducting AML/CFT compliance inspections of the federal postal service institutions have been developed.

     The Methodological Guidelines were developed for enhancing supervision effectiveness during scheduled inspections of the federal postal service institutions. The Methodological Guidelines will be adopted by the Decree of the Head of ROSCOM and will be communicated to ROSCOM territorial offices.


	In order to improve the efficiency of AML/CFT supervision by ensuring methodological uniformity of the approaches used, Rosfinmonitoring, in cooperation with the FISS and Roscomnadzor, has worked out the Methodological Guidelines on Conducting Inspections for Observance by Supervised Institutions of the Requirements under the AML/CFT Legislation.

Besides that, Roscomnadzor has updated the Administrative Regulations for AML/CFT Supervision, to improve the efficiency of the supervisory measures and the procedure for organizing and carrying out inspections, and the types of AML/CFT compliance inspections.

Besides that, as mentioned above, in order to improve the efficiency of AML/CFT supervision, inspections are carried out by the supervisory authorities taking into account the ML/FT risks associated with the supervised institutions.

In pursuing these goals, Rosfinmonitoring has notified the supervisory authorities of the basic groups of risks of conducting transactions for ML/FT purposes, which must be taken into account when determining the supervision priorities.

Also, Rosfinmonitoring regularly provides the Federal Financial Markets Service, Federal Insurance Supervision Service, and Roskomnadzor with new briefing materials on the high-risk institutions forming negative trends (disinvestment, encashment, shady transactions with securities, etc.)

Rosfinmonitoring’s efforts result not only in unscheduled inspections undertaken by the supervisory authorities, but also in termination of unfair market participants’ activity (in 2009, the Federal Service for Financial Markets (FSFM) revoked 23 licenses, which is nearly 8 times higher than in 2006; 28 qualification certificates of officials were withdrawn).

In comparison with 2006-2007, the number of fines imposed by Rosfinmonitoring in 2008-2010 significantly increased: fines imposed on insurance companies increased by 6 times; those imposed on professional securities market participants and management companies – by 8 times. Those fines were imposed on both institutions, which failed to comply with the AML/CFT requirements, and on the institutions’ executive officers.

 To prevent transactions which may be carried out by some institutions for unfair purposes, the FSFM send them orders prohibiting all or some of transactions. To prevent non-compliance with the prohibition orders, a page “Information on Restrictions Imposed on Transactions by Financial Market Participants” which contains information on the prohibition orders sent by the FSFM to the financial market participants, is created on the FSFM web-site. For preventing and deterring activities of fictitious (shell) companies the FSFM issued Order No.10-49/pz-n, dated July 20, 2010 “On Approval of Regulation on Terms of Licensing and Professional Activities in the Securities Market” which replaced the “Procedure for Licensing Professional Activity in the Securities Market” approved by FSMF Order No.07-21/pz-n, dated March 6, 2007, that was taken out of effect.

Rosfinmonitoring, with the participation of Roscomnadzor, has revealed a typological scheme of encashment in the postal money transfers sector. The rise in the cost of the banking services and the accessibility of postal money transfers has resulted in shifting the cashing schemes to the postal money transfers sector. A series of unscheduled inspections of the Post of Russia’s offices conducted by Roscomnadzor with the participation of Rosfinmonitoring helped to uncover and suppress the spreading of the said scheme. Respective materials have been submitted to the law-enforcement authorities. Signs of the encashment scheme have been incorporated by Post of Russia into its internal control procedures.

For the purpose of improving its AML/CFT measures, the Post of Russia, in cooperation with Roscomnadzor (with the participation of Rosfinmonitoring) has reorganized its internal control system: new internal control rules were approved taking into account the amendments made to the legislation and Rosfinmonitoring’s regulations as well as the new provisions of amended Decree of the RF Government No.983-r.

Statistics on STR is another evidence of the efficiency of the supervision measures being taken by the FSFM, FISS and Roscomnadzor: in 2009, the number of STR submitted by institutions supervised by the FSFM increased by 4 times; by over 30 times from supervised by Roscomnadzor, from those supervised by the FISS – by 2.5 times, compared to 2006.

For the purpose of ensuring that AML/CFT supervision is carried out by qualified staff, Rosfinmonitoring and the International Training and Methodological Center for Financial Monitoring (hereinafter the “ITMCFM”) set up by Rosfinmonitoring have introduced a training and professional development system for the specialists of the supervisory authorities.

The ITMCFM has developed a Standard Training Program for the Employees of Supervisory Authorities, and Methodological Guidelines for AML/CFT Training; the supervisory authorities’ employees dealing with AML/CFT issues are currently being trained under an AML/CFT Supervision Program.

Additionally, Rosfinmonitoring and other supervisory bodies (FSFM, Roscomnadzor and FISS) have analyzed their needs for additional staff in charge of the AML/CFT issues and submitted proposals on enhancing supervision efficiency to the Russian Government.

In compliance with the Russian Government Resolution dated December 5, 2008 No. 914 “On Amendments to Russian Government Resolutions dated 8 April 2004 No.203 and 30 June 2004 No.330", the maximum number of employees of the FISS territorial offices was increased from 119 to 160 (effective since January1, 2009).

Roscomnadzor has developed and submitted (to the relevant government agencies) for review and approval a draft Administrative Regulation on executing the state function of supervision and control in the communications sector over compliance by the federal postal service institutions with the procedure of recording, keeping and reporting information on money transactions subject to control under the Russian Federation legislation, and over their internal control arrangements (hereinafter the Regulation).

The purpose of the development of the said Regulation is to enhance efficiency of supervision over compliance by the Post with the AML/CFT legislation and to implement a unified approach to exercising the state control (supervision) in the communications sector.

In order to enhance the effectiveness of assessment of the supervision efforts during inspections conducted by Roscomnadzor’s territorial offices within the scope of their authority and pursuant to the “Action Plan to Improve the Russian AML/CFT System” taking into account the FATF Recommendations, the “Methodological Guidelines on Conducting AML/CFT Compliance Inspections of the Federal Postal Service Institutions” have been developed by Roscomnadzor, jointly with Rosfinmonitoring, for Roscomnadzor’s territorial offices.

Federal Law No.176-FZ “On Amendments to the Federal Law on Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism and to the Russian Federation Code on Administrative Offences” amended Article 23.44 (“Bodies Performing State Supervision over Communications and Computerization”) of the Russian Federation Code on Administrative Offences. The amended Article empowers Roscomnadzor to examine and treat administrative offences punishable under parts 1 – 4 of Article 15.27 (within the scope of their authority).

Therefore, starting from January  24, 2011 administrative offences can be examined on behalf of Roscomnadzor  (in compliance with Article 23.44 of the Administrative Offences Code) by:

- Chief State Inspector of the Russian Federation for Communications and Computerization Oversight and his/her Deputies;

- Senior State Inspectors of the Russian Federation for Communications and Computerization Oversight.

Moreover, amendments introduced to Article 15.27 of the Code on Administrative Offences envisage imposition of more stringent sanctions, including administrative suspension of institution’s activities and disqualification of its executive officer; minor offences are punishable by warning/admonition. The amount of administrative fines imposed on legal entities and institution’s executive officers has also significantly increased.

In June-July 2010, Roscomnadzor conducted the scheduled inspection of Post of Russia. Subject to inspection was the operation of all 83 branches of Post of Russia located in all constituent regions of the Russian Federation.

Following the inspection, 95 orders on elimination of the discovered findings were issued.

Based on the results of inspection conducted by Roscomnadzor, Interregional Departments of Rosfinmonitoring imposed administrative sanctions on the Post of Russia as well as on some of the executive officers of its branches.

In compliance with the approved Consolidated List of Training Events of Roscomnadzor (dated February 1, 2010) intended for the professional development of Roscomnadzor employees, two training workshops were held in May and October 2010. The inspectors of the territorial offices of Rosctecnadzor attending to the said workshops received training on the following subject: “Specificities of Supervision over Postal Communication Operations with Consideration for New Technologies Employed by the Federal Postal Communications Network. Requirements, Methodology, Enhancement of Efficiency. State AML/CFT Supervision Procedure”.

The workshops were also attended by the specialists from Roscomnadzor, Rosfinmonitoring (with participation of ITMCFM) and Post of Russia.

	SR.III Freeze and confiscate terrorist assets
	1. Reliance on criminal justice system may create problems with effective implementation of UNSCR 1373


	     Federal Law dated 30 December 2006 No. 281-FZ “On Special Economic Measures” grants the Russian Federation due powers to freeze assets used for terrorist financing when there are no Security Council resolutions on freezing assets of specific terrorists or terrorist organizations. Such terrorists or terrorist organizations may be considered under part 2 of Article 1 of this Law as a threat to the interests and security of Russia, rights and freedoms of its citizens, in which connection that necessitates urgent countermeasures. In terms of TF such countermeasures under item 1 of part 2 of Article 3 of the said Law involve prohibiting financial transactions or imposing freezing of financial assets of terrorists 

     The mechanism of implementing such measures is set out in Article 4 of the Law. It involves issuance by the Russian President, with the Parliament's approval, of an order containing specific instructions for the authorities, including Rosfinmonitoring, as well as financial institutions, organizations and natural persons.
	Federal Law No.281-FZ “On Special Economic Measures” dated 30 December 2006 grants the Russian Federation due powers to freeze assets used for terrorism financing when there are the UN Security Council Resolutions on freezing assets of particular terrorists or terrorist organizations. Such terrorists or terrorist organizations may be considered under part 2 of Article 1 of this Law as a threat to the interests and security of Russia, rights and freedoms of its citizens, in which connection that necessitates urgent countermeasures. In terms of TF such countermeasures under item 1 of part 2 of Article 3 of the said Law involve prohibiting financial transactions or freezing financial assets of terrorists.

The mechanism of implementing such measures is set out in Article 4 of the Law. It involves issuance by the Russian President, with the Parliament's approval, of an order containing specific instructions for the authorities, including Rosfinmonitoring, as well as financial institutions, organizations and natural persons.

This procedure is more flexible and provides better operational possibilities than the criminal procedure and effectively supplement it.

	
	2. Russia has no national mechanism to examine and give effect to actions initiated under the freezing mechanism of other jurisdictions


	     Application of the mechanism stipulated in the Federal Law “On Special Economic Measures” for these purposes is possible if Russia has sufficient grounds to believe that actions, which have necessitated freezing procedures by other jurisdictions, threaten its interests or those of its citizens. 


	There are two such mechanisms in Russia.

Where a freezing action is taken by other country as part of a criminal prosecution, respective assets in Russia will be frozen under the procedure of the  mutual legal assistance in criminal matters.

Where a freezing action is taken under other procedures, then, if the Russian Federation has sufficient grounds to regard the activities which resulted in the freezing actions taken by other jurisdictions as a threat to the interests of the Russian Federation or of its citizens, the Russian Federation may apply a mechanism provided for by the Federal Law “On Special Economic Measures”.

	
	3. Russia has no effective and publicly known mechanism for dealing with de-listing requests


	     The aforementioned Draft Law “On Amendments to Particular Legislative Acts of the Russian Federation in the Sphere of Anti Money Laundering and Combating the Financing of Terrorism”, which is being considered by the State Duma, contains de-listing provisions and grounds for delisting persons supposedly implicated in extremist or terrorist activities, which is performed by Rosfinmoniotring in accordance with Article 6 of Federal Law No.115-FZ . The procedure for excluding from the Terrorist List will be determined by the Russian Government following the adoption of the Law.
	Federal Law No.197-FZ includes provisions that set forth the grounds for removal of the individuals and organizations from the List the Institutions and Persons Known to be Related to Extremist Activities or Terrorism maintained by Rosfinmonitoring in accordance with Article 6 of the AML/CFT Law. 

	
	4. Russia has no effective and publicly known procedure for dealing with requests to unfreeze the funds or other assets of persons that have been inadvertently affected by a freezing actions


	See Item 3.
	Please, see the information specified in Item 3.   


III.  ACTIONS TAKEN REGARDING OTHER RECOMMENDATIONS (Rec. 6, Rec. 7, Rec. 8, Rec. 11, Rec. 12, Rec. 14, Rec. 15, Rec. 16, Rec. 17, Rec. 21, Rec. 22, Rec. 24, Rec. 25, Rec. 29, Rec. 30, Rec. 33, SR. VI, SR. VII, SR. VIII, SR. IX)

	Recommendations
	Summary of factors determining the compliance rating 
	Description of corrective actions taken or proposed since the approval date of Mutual Evaluation Report (June 2008) 

(To be completed by EAG member state) 
	Description of corrective actions taken or proposed since the approval date of the third Mutual Evaluation Report (December 2009 – December 2010)

(To be completed by the EAG member state)

	6. Politically exposed persons
	1. PEP definition does not extend to those who have been earlier assigned with public functions


	     Russia adopted Federal Law No. 121-FZ dated 3 June 2009, which

establishes the following additional obligations for institutions carrying out transactions with monetary funds, when serving foreign PEPs:

     1) take reasonable measures available under the circumstances to detect foreign PEPs among the existing or potential private customers;

     2) provide services to foreign PEPs only based on a written decision by the executive of the institution carrying out transactions with monetary funds and other property, or the executive’s deputy, as well as the manager of the separate unit of the institution carrying out transactions with monetary funds and other property, to whom the institution’s executive or his deputy authorized the appropriate power;

     3) take reasonable measures available under the circumstances to determine the sources of monetary funds or other property owned by the foreign PEPs;

     4) regularly update the information at the disposal of the institution

carrying out transactions with monetary funds and other property about foreign PEPs among its customers;

     5) pay particular attention to transactions with monetary funds and other property carried out by foreign PEPs, their spouses, family members (direct family members in the upward or downward line (parents and children, grandparents and grandchildren), blood siblings and half siblings (siblings having a common father or mother), adoptive parents and adopted children) or on behalf of such persons, if they are customers of the credit institution.

     Russia adopted Federal Law No. 273-FZ “On Countering Corruption” dated 25 December 2008. The Law establishes the basic principles of countering corruption, legal and organizational fundamentals for preventing and combating corruption, minimizing and (or) eliminating consequences of crimes of corruption. It is supplemented by the RF Presidential Decree dated 18 May 2009 No. 557, establishing lists of state employees who are obligated to report on their and their family members income. Therefore, Russia has created the legal base for monitoring incomes of Russian PEPs. 

     Russia has analyzed the expedience of extending measures of enhanced transaction monitoring to Russian PEPs, with the analysis results presented to the Russian Government. Such approach is considered to be expedient, and the elaboration of appropriate draft federal laws is underway.

     A number of organizational measures have been also adopted. 

     Under the RF Presidential Decree dated 6 September 2008 No. 1316 “On certain issues of the Ministry of Internal Affairs of the Russian Federation” the anti-organized crime service was reorganized, and duties of combating corruption were assigned to the Russian MIA units counteracting economic crimes.
	Russia adopted Federal Law No. 121-FZ, which establishes the following additional obligations for institutions carrying out transactions with funds when serving foreign PEPs:

1) Take justified measures available under the circumstances to detect foreign PEPs among the existing or potential private customers;

2) Provide services to foreign PEPs only based on a written decision by the manager of the institution carrying out transactions with funds or other assets, or the deputy manager, as well as the manager of the standalone business unit of the institution carrying out transactions with funds and other assets, to whom the institution’s manager or deputy manager delegated the appropriate authority;

3) Take justified measures available under the circumstances to determine the sources of money or other assets belonging to foreign PEPs;

4) Regularly update the information at the disposal of the institution carrying out transactions with funds or other assets about foreign PEPs among its customers;

5) Focus heightened attention on transactions with funds or other assets carried out by foreign PEPs, their spouses, family members (direct family members in the upward or downward line (parents and children, grandparents and grandchildren), blood siblings and half siblings (siblings having a common father or mother), adoptive parents and adopted children) or on behalf of such persons, if they are customers of the credit institution.

The Bank of Russia informed, with its Letter No.8-T “On Applying item 1.3 of Article 7 of Federal Law On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism” dated January 18, 2008, provided the credit institutions with the list of definitions of “politically-exposed person” used in the documents issued by international institutions.  

Russia adopted Federal Law dated December 25, 2008 No. 273-FZ “On Combating Corruption”. The Law establishes the basic principles of countering corruption, legal and organizational fundamentals for preventing and combating corruption, minimizing and (or) eliminating consequences of corruption crimes.

It is supplemented by the RF Presidential Decree dated May 18, 2009 No.557, establishing lists of state employees who are obligated to report their income and as well as the income of their family members. Therefore, Russia has created the legal framework for monitoring income of Russian PEPs.

Russia has analyzed the expedience of extending the measures of enhanced transaction monitoring to Russian PEPs, with the analysis results presented to the Russian Government. This approach has been deemed expedient, and the relevant draft Federal Laws are now being developed.

Also, a series of organizational measures have been taken. 

Under the Presidential Decree dated September 6, 2008 No. 1316 “On Certain Issues of the Ministry of Internal Affairs of the Russian Federation” the anti-organized crime service was reformed, and duties on combating corruption were assigned to the Russian MIA units counteracting economic crimes.

	
	2. No requirement to obtain approval of senior management for existing customers, who are found to be PEPs
	See Item 1.
	Federal Law No.121-FZ dated June 03, 2009, provides for the following obligations for the institutions carrying out transactions with monetary funds when serving foreign politically-exposed persons:

to provide services to foreign PEPs only pursuant to a written decision of the manager or the deputy manager of the institution carrying out transactions with monetary funds or other property, and of the manager of the standalone business unit of the institution carrying out transactions with monetary funds and other property, to whom the institution’s manager or deputy manager delegated the appropriate authority.

	
	3. Establishment of source of wealth and enhanced on-going due diligence are unclear
	     Pursuant to sub-items 3 and 4 of Clause 1 of Article 7.3 of Federal Law No.115-FZ (as read in Article 3 of Federal Law No.121-FZ) institutions carrying out transactions with funds or other property are obligated to take reasonable measures available under the circumstances to determine the sources of monetary funds or other property owned by the foreign PEPs, and to regularly update the information at the disposal of the institution carrying out transactions with monetary funds and other property about foreign PEPs among its customers.
	Sub-items 3 and 4 of item 1 of Article 7.3 of the AML/CFT Law (as amended by Article 3 of Federal Law No.121-FZ) oblige the institutions carrying out transactions with monetary funds or other property to take reasonable and available in the circumstances measures to identify the sources of  origin of the funds or other assets of foreign PEPs, and to regularly update information available to the institution carrying out transactions with monetary funds or other property about the foreign PEPs serviced by such institution.

	
	4. Beneficial ownership is not covered
	See Item 1.
	Russia has adopted Federal Law No. 121-FZ, which establishes the following additional obligations for institutions carrying out transactions with funds when serving foreign PEPs:

1) Take justified measures available under the circumstances to detect foreign PEPs among the existing or potential private customers;

2) Provide services to foreign PEPs only based on a written decision by the manager of the institution carrying out transactions with funds or other assets, or the deputy manager, as well as the manager of the standalone business unit of the institution carrying out transactions with funds and other assets, to whom the institution’s manager or deputy manager delegated the appropriate authority;

3) Take justified measures available under the circumstances to determine the sources of funds or other assets belonging to foreign PEPs;

4) Regularly update the information at the disposal of the institution carrying out transactions with funds or other assets about foreign PEPs among its customers;

5) Focus heightened attention on transactions with funds or other assets carried out by foreign PEPs, their spouses, family members (direct family members in the upward or downward line (parents and children, grandparents and grandchildren), blood siblings and half siblings (siblings having a common father or mother), adoptive parents and adopted children) or on behalf of such persons, if they are customers of the credit institution.

The basis for carrying out particular monitoring in respect of the Russian public officials has been established by Federal Law of the Russian Federation “On Combating Corruption” No.273-FZ dated December 25, 2008, Decree of the RF President No.557 dated May 18, 2009, and Decree of the RF President “On Certain Issues of the Ministry of Internal Affairs of the Russian Federation” No.1316 dated September 06, 2008, issued in furtherance of the above Law.

	
	5. No information on effectiveness
	See Item 1.
	

	7. Correspondent banking
	1. No specific requirement to understand the nature of the respondent’s bank business or determine quality of supervision
	     Draft Federal law “On Amendments to Article 7 of the Federal Law “On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism” and Part Two of the Civil Code of the Russian Federation” stipulates that, while establishing correspondent relations, credit institutions must make reasonable measures available under the circumstances to obtain – in addition to the information stipulated in this Article – information about the adequacy of AML/CFT measures being undertaken by the credit institution or non-resident bank with which they expect to establish correspondent relations.
	According to item 5 of Article 7 of the AML/CFT, credit institutions are prohibited from establishing and maintaining relations with nonresident banks which do not have the permanent management bodies on the territory of countries in which they are registered.

Item 5.1 of Article 7 of the AML/CFT Law sets the following requirement: credit institutions are obliged to take measures to prevent establishing relations with nonresident banks in respect of which information is available that their accounts are used by the banks which do not have permanent management bodies on the territory of countries in which they are registered.

According to Item 3.4 of the BoR’s Regulation No.262-P, a credit institution establishing correspondent relations with a nonresident bank is obliged to request information specified in item 1 of Annex 2 to the Regulation, as well as the information on AML/CFT measures pursued by the nonresident bank.

	
	2. No requirement to check if respondent was subject to ML/FT investigation


	See Item 1.
	Please, see the information specified in the Item above.  

	
	3. No specific requirement to ascertain whether the respondent’s AML/CFT system is effective


	     Draft Federal Law “On Amendments to Article 7 of the Federal Law “On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism” and Part Two of the Civil Code of the Russian Federation” envisage amendment of Federal Law No.115-FZ by including a norm according to which, while establishing correspondent relations, credit institutions must make reasonable measures available under the circumstances to obtain – in addition to the information stipulated in Article 7 of the said Federal Law – information about the adequacy of AML/CFT measures being undertaken by the credit institution or non-resident bank with which they expect to establish correspondent relations.
	

	8. New technologies and non-face-to-face business


	1. No requirements for ML/FT risk management when carrying out transactions using remote banking service technologies for non-banking financial institutions


	     In the report on the Russian Federation following the third round evaluation of the Russian AML/CFT system (Section 3.2.1) the international experts indicated that there are no substantial measures for other financial sectors, except for the banking sector, related to prevention of new technologies abuse for ML/FT purposes. At the same time, in order to ensure that the existing AML/CFT requirements set for the banking sector are more in line with the international standards, the BoR has analyzed the possible abuses in this sphere and started particular activity in preparation of a number of differentiated measures aimed at decreasing ML/TF risks when a client carries out transactions using remote banking service technologies and including approaches to the clients identification procedures and carrying out AML internal control. This work will result in adoption of new wording of BoR Regulations #262-p dated 19 August, 2004 “On the Identification by Credit Institutions of Clients and Beneficiaries for the Purposes of Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism” following the amendments to be introduced in federal legislation envisaged by the Action Plan to Improve the Russian AML/CFT System Plan with consideration for Recommendations contained in FATF report on Russia.
	The Government of the Russian Federation and the BoR are currently elaborating a draft Federal Law “On National Payment System of the Russian Federation” which places much emphasis on regulating the use of new technologies used by the financial institutions. The draft Federal Law is expected to be completed by the end of December 2010.

Moreover, for the purpose of enhancing compliance of the existing AML/CFT requirements for the banking sector with the international standards, the BoR, based on analysis of potential abuses, is currently working on a range of differentiated measures to reduce ML/FT risks associated with the transactions conducted by the banks’ customers using remote access systems, which include new approaches to customer identification procedures and internal “anti-laundering” control. This work will be completed by adopting the amended version of the BoR’s Regulation “On Identification of Customers and Beneficiaries by Credit Institutions for the Purpose of Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism” No. 262-P, dated August 19, 2004.

Moreover, according to Rosfinmonitoring’s Order No.103 which approves the recommendations on criteria and indicators of the unusual transactions, customer’s transactions conducted with the use of remote access systems transaction orders given face-to-face contact with the institution are treated as the grounds for STR sending to Rosfinmonitoring. 

	
	2. Possible to maintain unverified electronic money accounts
	See Item 1.
	The Government of the Russian Federation and the BoR are currently elaborating a draft Federal Law “On National Payment System of the Russian Federation” which places much emphasis on regulating the use of new technologies employed by the financial institutions. The draft Federal Law is expected to be completed by the end of December 2010.

Carrying out non face-to-face transactions, i.e. without the presence of the customer or customer’s representative in the noncredit institutions, has been ruled out by the customer identification requirements provided for by the AML/CFT Law. These requirements apply practically to all transactions, with the exception for only the low-risk ML/FT transactions for amounts less than 15,000 RUB. It should be noted that the AML/CFT Law has been complemented with a customer identification requirement applying also to the low-risk ML/FT transactions if they are suspected of being related to ML/FT. Therefore, the necessary requirements have been put in place.

	11. Unusual transactions
	1. No requirement for financial institutions to examine as far as possible the background and purpose of all unusual transactions
	     Rosfinmonitoring has prepared a new wording of recommendations on developing internal control rules, which replaces the current recommendations adopted by RF Government Decision No. 983-r and is being currently considered by the supervisory bodies. The new wording of Decision No. 983-r envisages the development of a program for detecting transactions subject to mandatory control and unusual transactions. As part of this program the procedure according to which the institution must examine the rationale and purpose of unusual transactions and record the findings in writing should be developed (item 3.3.3). Moreover, institutions must monitor and control current transactions to assess the risk of ML/TF in the customer’s transactions and constantly monitor the customer’s transactions in case of heightened risk or unusual transactions in the customer’s activity. Pursuant to the new wording of the Recommendations, the internal control rules must include a program of information and records storage, which obligates the institution to store the findings of the examination of the rationale and purposes of unusual transactions for at least five years from the date of termination of relations with the customer (item 3.10.1).


     Furthermore, the record-keeping program must ensure that information and records are stored in such a way that would make them available timely to the competent authority and other state authorities in cases stipulated in Russian legislation within their respective terms of reference (3.10.2).

     The new wording of the Decision requires institutions to develop as part of their internal control rules a special program for detecting both transactions subject to mandatory control and unusual transactions showing signs of involvement in ML, and offers a number of recommendations on detecting and examining unusual transactions.

     The institution is required to establish a procedure for detecting transactions with specific indicators that may reflect link with ML. The institution must develop these indicators taking into account the specifics of its activity and Rosfinmonitoring recommendations.

     The institution must examine the rationale and purposes of unusual transactions of a customer and record the findings in writing. Besides that, the institution must verify customer data or information about the customer’s transaction in order to justify the suspicions that the customer’s transaction is carried out in ML/TF purposes. 

     Institution’s executive makes the final decision to classify the transaction as unusual or suspicious and file an STR with Rosfinmonitoring.

     Moreover, the institution may take a number of the following additional measures – request the customer to provide explanations; additional information explaining the economic rationale of the unusual transaction; pay heightened attention to all transactions of this customer.

     A distinctive feature of transactions subject to mandatory control is that they must be reported to Rosfinmonitoring by virtue of the requirements of the AML/CFT Law regardless whether or not the institution’s employees and executive have any suspicions.

     Besides Recommendations No. 983-r, the differences between reporting transactions subject to mandatory control and detecting, examining and reporting unusual transactions must be explained to reporting institutions during targeted training program (conferences, seminars) provided by the most experienced representatives of supervisory bodies and Rosfinmonitoring. Such training is mandatory in accordance with the Rosfinmonitoring’s Order dated 1 November 2008 No. 256 approving the Regulation on the requirements for the training and education of personnel for institutions carrying out transactions with monetary funds or other property in order to prevent money laundering and terrorist financing.

     The number of STRs filed with Rosfinmonitoring in 2008 has doubled, which testifies awareness raising of differences between mandatory control and filing STRs. Pursuant to the AML/CFT Law and the new wording of Decision No.983-r, the institution must develop detection criteria and signs of unusual transactions taking into account specifics of the institution’s activity and Rosfinmonitoring recommendations developed jointly with supervisory bodies. By the Order No. 103 dated 8 May 2009, Rosfinmonitoring approved a new wording of the recommended criteria and signs of unusual transactions, which must be incorporated into internal control rules of organizations. The list of both criteria and indicators is not comprehensive, but contains a special reference for the institution to include other criteria/indicators at the institution’s discretion.
The above criteria and indicators must be part of the internal control rules pursuant to the AML/CFT Law, and failure to include them in the internal control rules entails refusal to approve such rules.

     Availability of criteria and indicators in internal control rules is required by the AML/CFT Law No.115-FZ and the absence of them may result in the refusal to approve the institution’s internal control rules.   

     From January 1, 2007 to the present the BoR issued a number of regulations containing recommendations for credit institutions on additional monitoring of transactions conducted via credit institutions, which may be aimed at money laundering and terrorist financing to provide additional methodological support for detection of unusual or suspicious transactions by credit institutions.

     BoR Letter dated April 27, 2007 No. 60-T “On the special features of the service by credit organizations of clients with the use of the technology of distance access to the bank account of a client (including Internet banking”; BoR Letter dated September 28, 2007 No. 155-T “On invalid passports”; BoR Letter dated October 30, 2007 No. 170-T “On the Special features of the acceptance for bank servicing of non-resident juridical persons which are not Russian taxpayers”; BoR Letter dated November 2, 2007 No. 173-T “On the recommendations of the Basel Committee for Banking Supervision”; BoR Letter dated November 26, 2007 No. 183-T “On invalid passports”; BoR Letter dated January 18, 2008 No. 8-T “On the application of item 1.3 of Article 7 of the Federal Law “On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism”; BoR Letter dated January 13, 2008 No. 24-T “On raising the effectiveness of preventing suspicious transactions”; BoR Letter dated July 4, 2008 No. 80-T “On strengthening control over individual transactions in promissory notes by natural and legal persons”; BoR Letter dated September 3, 2008 No. 111-T “On raising the effectiveness of preventing suspicious transactions by customers of credit institutions”; BoR Letter dated November 1, 2008 No. 137-T “On raising the effectiveness of preventing suspicious transactions by customers of credit institutions” BoR Letter dated January 23, 2009 No. 8-T “Supplementing BoR Letter dated November 1, 2008 No. 137-T”; BoR Letter dated February 10, 2009 No. 20-T “On relations with financial institutions of the USA”; BoR Letter dated February 27, 2009 No. 31-T “On information published on the Rosfinmonitoring website”.
	According to paragraph 3 of item 2 and item 4 of Article 7 of the AML/CFT Law, pursuant to the internal control rules the institutions carrying out transactions with monetary funds or other property are obliged to fix information obtained as a result of application of these rules and implementation of internal control programs and keep it confidential. Documents containing information specified in Article 7 of the AML/CFT Law and information required for identification purposes must be kept for at least five years. This term is calculated from the date of termination of relations with a customer. 

According to item 3 of Article 7 of the AML/CFT Law if the employees of an institution carrying out transactions with monetary funds or other property have got suspicion as a result of implementing the internal control program, that any transactions are performed for the money laundering or terrorist financing purposes, such institution is obliged, not later than one business day following the date of detection of such transactions, report these transactions to the authorized body, regardless of whether they refer to transactions specified in Article 6 of the AML/CFT Law or not.

A transaction is recognized by the institution as a suspicious, in a sense that it is conducted for the money laundering or terrorism financing purposes, based on implementation of the internal control programs specified in item 2 of Article 7 of the AML/CFT Law.

Decree of the RF Government No.967-r, obliges the institutions to develop and include in their internal control rules a special program allowing them to identify transactions subject to mandatory control and suspicious transactions showing signs of their relation to ML, and provides a series of recommendations for identifying and studying unusual transactions. 

The institution is required to establish a procedure for identifying transactions showing certain signs of their relation to ML; each institution has to develop the procedure with due consideration for the specificities of its activities and Rosfinmonitoring’s recommendations.

An institution is obliged to analyze the grounds and purpose of unusual transactions of its customers and record the findings in writing. In addition, an institution is obliged to check information on the customer or customer’s transaction to confirm the suspicions that the customer in fact conducts the transaction for ML/FT purposes.

The final decision on recognition of a transaction as suspicious or unusual and reporting it to Rosfinmonitoring is taken by the general manager of an institution.

Besides that, an institution may take a series of additional measures, such as to require from the customer explanations or additional information specifying the economic rationale of an unusual transaction, or take the customer’s transactions (deals) under a special supervision.

For the purpose of providing additional methodological support to credit institutions regarding identifying unusual transactions, the Bank of Russia has issued a series of regulations with recommendations for credit institutions regarding additional monitoring of the transactions which are conducted via credit institutions and may be intended for money laundering or terrorism financing purposes.

The latest are: the BoR’s letter “On Specificities of Handling/Processing Consignment Notes Issued by Consignors on the Territory of the Republic of Belarus” No.83-T dated June 11, 2010, the BoR’s Letter “On Control Strengthening Over the Particular Transactions of the Legal Entities” dated 16.09.2010 No. 129-Т. 
The FSFM of Russia has issued and published the Informative Letter “On Measures to Prevent the Use of Stock-Market Instruments in Money- Laundering Schemes” dated February 10, 2010, intended for professional securities market participants. In this Letter the FSFM recommends the special executive officers responsible for observance of the Internal Control Rules for Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism (hereinafter the “Rules”), and professional securities market participant to take, among other things, the following measures as part of their official duties:

 - check (study, analyze) the transactions suspected of being related to ML/TF and record the findings in the respective report presented to the manager (which may contain information on the grounds for checking, criteria and signs which arouse suspicions, measures taken during the check, the findings, and the recommendations worked out based on such findings);

- information on the findings obtained as a result of such checks must be included in the report on the results of implementation of internal control measures for combating money laundering and

terrorist financing (hereinafter the Report) for the previous quarter;

- review the Rules for the purpose of updating the criteria and signs of unusual transactions on Regular basis (based on the findings of the above checks as well).

It is also recommended, based on the current AML/CFT legislation, that the Report should include a well-grounded justification of the decision of the controller or special executive officer responsible for observance of Internal Control Rules  on inexpediency of reporting a transaction to the general manager of the institution, and of the decision of the general manager of the institution not to submit the information on such transactions to the competent authority, and describe the verification measures undertaken and the findings obtained.

The FSFM of Russia also informed the professional securities market participants about advisability of amending the Rules taking into account the above recommendations.

	
	2. No requirement for financial institutions to set forth findings of such examination in writing


	See Item 1.
	Decree of the RF Government No.967-r provides for the development of a program allowing identification of transactions subject to mandatory control, and of suspicious transactions. The program envisages development of a procedure for analyzing by the institution the grounds and purpose of unusual transactions (deals), and recording the findings in writing (item 19). In addition, institutions are obliged to monitor and control their current transactions to ascertain the level of the ML/FT risk associated with the customer, and to ensure ongoing monitoring and control of all customer’s transactions if the level of the ML/FT risk associated with the customer is high or the transactions or deals carried out by the customer are suspicious. The redrafted Recommendations oblige the credit institutions to develop and include in their internal control rules an information and document maintenance program which requires keeping the findings obtained as a result of analyzing the grounds and purposes of unusual transactions (deals) for at least five years from the date of terminating relations with the customer (item 34).

Besides that, the keeping program must ensure storage of  the information and documents in such a way so as to provide access thereto in a timely manner for both the competent authority and other public authorities (in accordance with their competence) in the cases envisaged by the legislation of the Russian Federation (item 35).

The FSFM of Russia has issued and published the Informative Letter “On Measures to Prevent the Use of Stock-Market Instruments in Money- Laundering Schemes” dated February 10, 2010, intended for professional securities market participants.

	
	3. No specific requirement for financial institutions to keep such findings available for competent authorities and auditors for at least five years


	     Pursuant to item 4 of Article 7 of AML/CFT Law No.115-FZ institutions carrying out transactions with monetary funds or other property must keep records containing information required for customer identification specified in Article 7 of AML/CFT Law No.115-FZВ for at least five years. This 5 yeas time period is reckoned from the date of termination of relations with the customer.
	According to item 4 of Article 7 of the AML/CFT Law, institutions carrying out transactions with monetary funds or other property  are obliged to keep the documents (specified in Article 7 the AML/CFT Law) containing the information on transactions, as well as the information required for personal identification for at least five years from the date of terminating relations with the customer.

Decree of the RF Government No.967-r dated June 10, 2010, requires to develop a procedure for analyzing the grounds and purpose of unusual transactions (deals), and recording the findings in writing.

 Pursuant to the redrafted Recommendations, the information and document maintenance program included in the internal control program shall provide for keeping the findings obtained as a result of analyzing the grounds and purposes of unusual transactions (deals) for at least five years from the date of terminating relations with the customer.

Besides that, the keeping program must ensure storage of the information and documents in such a way so as to provide access thereto in a timely manner for both the competent authority and other public authorities (in accordance with their competence) in the cases envisaged by the legislation of the Russian Federation.

	
	4. Lack of effectiveness, especially in non-credit institutions sector


	     The Russian Assay Charmer, with consideration for proposals made by the FSFM, has prepared a number of proposals on amendments to be introduced to Recommendations on the development of AML/CFT internal control rules by institutions carrying out transactions with monetary funds and other property adopted by RF Government Decision No. 983-r dated July 17, 2002 and to Recommendations on certain provisions of AML/CFT internal control rules developed by institutions carrying out transactions with monetary funds and other property adopted by Order of the Russian Financial Monitoring Committee (No. 104 dated August 11, 2003).


	Rosfinmonitoring, in cooperation with supervisory authorities, has updated and significantly expanded the list of criteria and signs of unusual transactions (deals) (Rosfinmonitoring’s Order “Recommendations for Developing Criteria for Detecting and Identifying Signs of Unusual Transactions” No.103 dated May 08, 2009), which the non-credit institutions have to take into account with regard to their internal control rules. Most of the institutions have already updated their internal control rules.

New Guidelines (Rosfinmonitoring’s Order No.245 dated October 05, 2009, came into force on 21st March,2010) setting out the procedure and format of submission of transaction reports have been elaborated. The priority has been given to electronic data exchange between Rosfinmonitoring and the reporting non-credit institutions, information exchange procedures have been simplified, thereby considerably reducing the time required for the reporting institutions to submit information to Rosfinmonitoring.

Moreover, the unified data submission form has been complemented with new details allowing the reporting institutions to submit complete information on the transactions with funds or other assets and first of all information obtained by institutions as a result of carrying out the internal control procedures (STR).

Number of STRs also reflects the activity rising from the non-credit institutions sector.  

As mentioned above, Rosfinmonitoring, with the participation of Roscomnadzor, has revealed a typological scheme of encashment in the postal money transfers sector. The rise in the cost of the banking services and the accessibility of postal money transfers has resulted in shifting the encashment schemes to the postal money transfers sector. A series of unscheduled inspections of the Post of Russia’s offices conducted by Roscomnadzor with the participation of Rosfinmonitoring helped to uncover and suppress the spreading of the said scheme. Respective materials have been submitted to the law enforcement authorities. Signs of the encashment scheme have been incorporated by the Post of Russia into its internal control procedures.

	12. DNFBP – Rec. 5, 6, 8-11
	1. For casinos, real estate agents, dealers in precious metal and stones – similar technical concerns as in Rec. 5. In particular:

· No requirements for performance of CCD where there are doubts about veracity of preciously obtained information

· Beneficial ownership requirements are Unclear and ineffective

· On-going CCD requirements are unclear

· Doubts in clear and effective enhanced and simplified CCD requirements

· Verification time – no requirements

· Failure to perform CCD is limited to failure to identify a customer

· Concerns with regard to effectiveness in casino sector


	     Russia has analyzed the application of the AML/CFT regime to all designated non-financial businesses and professions (DNFBPs).

     Russia has established unified AML/CFT requirements for both FIs and the majority of DNFBPs – for casinos and gambling outlets, jewelry businesses, real estate agents, and pawnshops.

     The relevant measures taken to eliminate the deficiencies detected and implement experts’ recommendations to improve the AML/CFT system in order to ensure compliance with Recommendations 5 and 11 fully apply to the aforesaid types of DNFBPs.

     Rosfinmonitoring has elaborated recommendations for the implementation of the requirements of the AML/CFT Law to identify persons being served (customers) and beneficial owners and keep records (Informative Letter No. 2 dated March 18, 2009), which have been brought to the attention of the institutions concerned and published on the official Rosfinmonitoring website.

     The said recommendations must mandatory be incorporated by the institutions into their internal control rules, since the AML/CFT Law and the Russian Government Decision No. 983-r require that recommendations issued by the FIU should be taken into account. 

     Rosfinmonitoring has elaborated draft law which is currently being considered by the State Duma. The draft law contains amendments to Article 7.1 of the AML/CFT Law, which fully extend the requirements of Article 7 to lawyers, notaries and auditors (in terms of developing internal control rules and procedures, identifying customers and beneficial owners, recording the necessary data, and reporting information to the competent authority).  

     Based on analysis of ratings of compliance with the FATF Recommendations and the Recommended Action Plan to Improve the AML/CFT system the Russian Assay Chamber has submitted proposals (Letter No. 40-16-12/1471 dated 27.08.2008) to Rosfinmonitoring aimed at improvement of the Russian AML/CFT legislation.

     Recommendations on the development of detection criteria and indicators of unusual transactions were approved by Rosfinmonitoring Order No.103 dated May 8, 2009.
	Russia has analyzed the implementation of AML/CFT regulations by all Designated Non-Financial Businesses and Professions (DNFBPs).

In Russia, unified regulations on anti-money laundering and combating the financing of terrorism are established for both financial institutions and most DNFBPs – casinos and other gambling businesses, jewelry enterprises, organizations acting as estate real agents, as well as pawnshops.

Appropriate measures taken to eliminate the identified deficiencies and carry out expert recommendations pertaining to improvement of the AML/CFT system so as to ensure compliance with Recommendations 5 and 11, apply in full to the above mentioned DNFBPs as well.

Rosfinmonitoring has developed recommendations concerning implementation of the (AML/CFT) Law requirements related to identification of customers and beneficial owners, and data retention (Informative Letter No. 2 dated March 18, 2009), which have been brought to the attention of the organizations and posted on the official website of the Service.

The organizations must include the aforementioned recommendations into their internal control rules, since the AML/CFT Law and Decree of the Government of the Russian Federation      No. 967-r require incorporation of the recommendations issued by the FIU into the internal control rules of the organizations. 

Regarding efficiency in the casino sector.

Since casino activity outside gambling zones was prohibited, and due to the financial crisis that began in the end of 2008, many organizations restructured their core businesses and stopped carrying out casino operations. Gambling businesses, particularly casinos, were actively relocated outside the Russian Federation.

Since 01.07.09 (the date of commencement of operation of the four gambling zones where casino operations are permitted) till November 2010, 2 permissions to carry out gambling activities and casino business within the gambling zones were issued.

At the same time, Rosfinmonitoring has performed analysis of potential risks in the casino sector. Today, the relevant authorities (the MoF, the Federal Tax Service, and the law enforcement agencies) consider proposals on establishing mechanisms that would prevent illegal activities in the gambling sphere relying upon the outcome of the analysis.

As far as the statistics on STR in the casino sector is concerned, it is as follows:   

 SHAPE 


Reduction in the number of STR in 2009 is related to the fact that from 01.07.09 (the date of commencement of operation of the four gambling zones where casino operation is permitted) till the end of 2009, not a single permit to carry out gambling activities and casino business within the gambling zones was issued, and as of November 2010 -2.

Meanwhile, Federal Law of 29.12.2006 No. 244-FZ “On State Regulation of Activities Related to Organization and Carrying Out Gambling, and Regarding Introduction of Amendments to Some Legislative Acts of the Russian Federation” provides for strict state regulation of organization and operation of gambling business.

	
	2. Lawyers, notaries and accountants

· CDD requirements are related only to identification


	     The aforesaid Federal draft law “On Amendments to the Federal Law “On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism”, which is being examined by the State Duma, would extent all CDD requirements to lawyers, notaries, and persons providing legal and accounting services. 

     Rosfinmonitoring has elaborated recommendations for the implementation of the requirements of the AML/CFT Law to identify persons being served (customers) and beneficial owners and keep records (Informative Letter No. 2 dated March 18, 2009), which have been brought to the attention of the institutions concerned and published on the official Rosfinmonitoring website.

     The said recommendations must mandatory be incorporated by the institutions into their internal control rules, since the AML/CFT Law and the Russian Government Decision No. 983-r require that recommendations issued by the FIU should be taken into account. 

     Rosfinmonitoring identification and record –keeping recommendations equally apply to lawyers, notaries and accountants.

     Besides agreements on cooperation in AML/CFT sphere between Rosfinmonitoring and Federal Lawyers and Notaries Chambers, both Chambers have published on their websites recommendations for lawyers and notaries on fulfillment of the requirements of AML/CFT legislation in order to increase the effectiveness of prevention, detection and suppression of ML and TF cases and explain the procedure of information reporting to Rosfinmonitoring.   
	Rosfinmonitoring has developed recommendations concerning implementation of the AML/CFT Law requirements related to identification of customers and beneficial owners, and data retention (Informative Letter No. 2 dated March18,2009), which have been brought to the attention of the organizations and posted on the official website of the Service.

The organizations must include the aforementioned recommendations into their internal control rules, since the AML/CFT Law and Decree of the Government of the Russian Federation No. 967-r require incorporation of the recommendations issued by the FIU into the internal control rules of the organizations.

Recommendations issued by Rosfinmonitoring with regard to identification and keeping of data equally apply to lawyers, public notaries and accountants.

Apart from the AML/CFT Co-Operation Agreements between Rosfinmonitoring and the Federal Chambers of Lawyers and Public Notaries, lawyers and public notaries posted on their websites recommendations concerning implementation of the requirements established by the AML/CFT legislation, in order to enhance the efficiency of prevention, detection and suppression of money laundering and financing of terrorism activities, and to explain the procedure for information exchange with Rosfinmonitoring.

The Informative Letter addressed to auditing organizations with regard to implementation of the Federal AML/CFT Law has been updated.

	
	3. Casinos: requirements are limited by prohibition of Internet gambling 


	
	Article 5 of Federal Law “On State Regulation of Activities Related to Organization and Carrying Out Gambling, and Regarding Introduction of Amendments to Some Legislative Acts of the Russian Federation” (as amended on April 22, 2010) directly prohibits organization and operation of gambling business via the information and communication networks, including the Internet, as well as via communication facilities, including mobile communication facilities.

	
	4. Lawyers, notaries and accountants 

· No requirement to keep records except for identification data


	See Item 2.
	Requirements set forth in the AML/CFT Law concerning keeping of documents obtained as a result of implementation of the internal control procedures pertaining to both customers and transactions are specified in Item 4 of Article 7 of the said Law and apply to lawyers, public notaries and accountants in full (Item 1 of Article 7.1). 

Decree of the RF Government No.967-r, dated June 10, 2010, provides that the developed information retention program shall ensure retention of the following documents for at least five years from the date of termination of relations with the customer:

a) documents containing information on organization’s customer, beneficiary and other parties of transaction and other documents related to customer’s operations (including business correspondence and other documents at the discretion of the organization);

b) documents related to relevant transactions (deals) conducted by customer and transaction (deal) reports;

c) finding obtained as a result of analysis of the grounds and purposes of detected unusual transactions (deals);

d) other documents obtained as a result of implementation of the internal control rules and programs (Item 34).

The said recommendations equally apply to lawyers, public notaries and accountants and are subject to mandatory incorporation in their respective internal control rules.

	14. Protection and on tipping-off


	1. Financial institutions and their directors are not covered by safe harbor provision and the tipping-off prohibition 


	     Article 4 of the AML/CFT Law (No.115-FZ) classifies a prohibition on tipping off customers and other persons about AML/CFT measures being taken as one of the measures aimed at AML/CFT.

     Under item 6 of Article 7 of the AML/CFT Law, employees of institutions reporting the relevant information to the competent authority are prohibited from tipping off customers and other persons.

     The draft Federal Law “On Amendments to the Federal Law ‘On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism’ states that not only employees of the institutions disclosing the relevant information to the competent authority, but also managers of such institutions shall not tip off customers of such institutions and other persons about the AML/CFT measures being taken.

     According the Federal Insurance Supervision Service (FISS), sanctions for such violation, if detected, may serve as a tool for enhancing effectiveness of this prohibition. It is assumed that in this case imposition of administrative fine would be the most effective sanction. 

     Pursuant to Article 1.1 of the Code of Administrative Offences of the Russian Federation the Russian legislation on administrative offences consists of the Russian Code of Administrative Offences and the administrative offence laws of the constituent entities of the Russian Federation adopted in compliance with it. 

     With consideration for the above, it is assumed that for the implementation of the said prohibition it is necessary to amend Article 15.27 of the Code of Administrative Offences to read as follows:

     “Article 15.27. Violating Legislation on Counteracting Legalization (Laundering) of Proceeds from Crime and Terrorist Financing

Noncompliance by an institution carrying out transactions with monetary funds and other property with the legislation on countering legalization (laundering) of proceeds from crime and terrorist financing in terms of recording, keeping and reporting information on transactions subject to mandatory control, tipping-off customers and other persons about AML/CFT measures being taken, and also in terms of organization of internal control - 

shall entail the imposition of administrative fine on official in the amount of from ten to twenty thousand rubles, and on legal entities in the amount from fifty thousand to five hundred thousand rubles, or administrative suspension of activities for up to ninety days”.

     It is also assumed that along with administrative liability for violation of prohibition to tip-off customers and other persons, a mechanism which makes it possible to verify compliance with this legislative requirement would also help to enhance effectiveness of this prohibition. In this context it is proposed to amend item 6.4 of Regulation on the Federal Service for Financial Monitoring adopted by the Russian Federation Government Resolution (No.307 dated 23.06.2004) to read as follows:

    “6.4 - Take measures to verify compliance by legal and natural persons with the requirements of the Russian AML/CFT legislation in terms of recording, keeping and reporting information on transactions subject to mandatory control, tipping-off customers and other persons about AML/CFT measures being taken, and also in terms of organization of internal control”.
	Pursuant to Article 4 of the AML/CFT Law, measures aimed at anti-money laundering and combating the financing of terrorism include, in particular, prohibition on notifying customers and other persons about measures taken to combat money laundering and financing of terrorism.

According to item 6 of Article 7 of the AML/CFT Law, employees of the institutions submitting relevant information to the authorized agencies are prohibited from informing customers and other persons thereof. 

In its interpretation of laws and in law enforcement practice, the Russian Federation treats managers of institutions as employees as well, and proceeds from the assumption that prohibition of notification applied to employees implies prohibition of notification applied to an institution, since an institution, due to its nonphysical nature, cannot act other than through performance of its employees.

Nevertheless, Federal Law No.176-FZ, stipulates that “neither institutions submitting relevant information to the authorized agency, nor managers and employees of institutions submitting relevant information to the authorized agency, have the right to inform their customers or other persons thereof”.

	15. Internal control, compliance and audit


	1. Internal control procedures do not incorporate comprehensive approach to CFT beyond simply checking the list


	     Item 2 of Article 7 of the AML/CFT Law (No.115-FZ) stipulates that in order to prevent ML/TF the institutions carrying out transactions with monetary funds and other property must develop internal control rules and programs of their implementation, appoint special officers in charge of enforcing such internal control rules and implementing such programs, as well as take other internal organizational measures for these purposes.

     Internal control rules of an institution carrying out transactions with monetary funds and other property must include a procedure for documenting the necessary information, a procedure for ensuring confidentiality of information, qualification requirements for personnel training and education, as well as detection criteria and indicators of unusual transactions taking into account the specifics of this institution’s activity.

     Internal control rules must be developed taking into account the recommendations approved by the RF Government, and for credit institutions – by the BoR with coordination with Rosfinmonitoring, and be adopted in accordance with the procedure set out by the Russian Government.

     The new edition of recommendations for developing internal control rules, which replaces the current recommendations adopted by Russian Government Decision No. 983-r (and is being currently reconciled with the supervisory bodies), requires incorporating into the internal control rules a program which enables the institution to assess the degree (level) of risk of the transactions carrying out by the customer for the ML/TF purposes (hereafter the risk) (item 3.2 of the draft Decision).

     Depending on the specifics of its activity and the specifics of the customer’s activity the institution must develop criteria for assessing the degree of risk to be in line with the requirements established by Rosfinmonitoring (3.2.1). In order to assess the degree (level) of risk and track possible changes in the risk level, the institution must conduct constant monitoring of the customer’s transactions (3.2.2). The institution must pay particular attention to transactions with monetary funds and other property, which are carried out by a high-risk customer. 

     To ensure that this policy and these procedures are communicated to all institution employees concerned, Rosfinmonitoring issued Order dated 1 November 2008 No. 256, establishing requirements for the training and education of personnel of institutions carrying out transactions with monetary funds and other property for the AML/CFT purposes.

     The said order sets out the list of positions that must receive AML/CFT training (in particular, director of the institution (institution’s branch);  deputy director of the institution (branch); special official of the institution (branch) in charge of enforcing internal control rules and internal control implementation programs; chief accountant (accountant) of the institution (branch); employees of the legal department of the institution (branch); lawyer, if any; employees of the internal control service of the institution (branch), if any; other employees of the institution (branch), taking into account the specifics of the institution’s activity and its customers.

     Training requirements obligate institutions to conduct training upon recruitment, annual scheduled training, unscheduled training in response to changes in AML/CFT legislation and associated regulations, as well as targeted training – participation in conferences, workshops.

     Institutions shall conduct training based on a developed program that must include:

     a) studying regulatory legal acts in AML/CFT area;

     b) studying the institution’s AML/CFT internal control rules and internal control implementation programs in the course of performance of job duties by the employee, as well as measures of liability that may be applied against an employee for non-performance of AML/CFT legislation and other organizational and administrative documents of the institution adopted for the internal control purposes;

     c) practical training in the implementation of internal control rules and internal control programs;

     d) procedure, forms and frequency of testing AML/CFT knowledge and skills of employees;

     e) participation of special officials in conferences, seminars and similar events devoted to AML/CFT issues;

     f) review of measures to be taken pursuant to Russian AML/CFT legislation.

     Supervisory bodies and professional communities implement the relevant efforts in their respective sectors of the financial market. 

     For example, the Association of Russian Banks (the largest organization of the Russian banking community) has prepared a concept for the development of standard programs and methodological recommendations for education and advanced training of special officers of credit institutions, which contains approaches to ensuring high quality professional training and retraining of special officers of credit institutions. The concept has been supported by the BoR.

     The FSFM has elaborated the Federal draft law “On Amendments to the Federal Law “On the Securities Market” and other legislative acts of the Russian Federation” (in terms of prudential supervision over professional participants of the securities market and procedure of paying compensation to natural persons in the securities market), which includes issues of organizing the risk management system for a professional participants of the securities market or an asset management company.
	Rosfinmonitoring, in cooperation with the supervisory authorities, has updated and significantly expanded the list of criteria and signs of unusual transactions (deals) (Rosfinmonitoring’s Order “Recommendations for Developing Criteria

for Detecting and Identifying Signs of Unusual Transactions” No.103 dated May 08, 2009), which the non-credit institutions have to take into account with regard to their internal control rules. The list is under on-going revision the latest one took place in September 2010 (Rosfinmonitoring’s Order No.242 dated 14.09.2010).  

The revised version of recommendations for the development of the internal control rules approved by Decree of the Government of the Russian Federation No. 967-r dated June 10, 2010, requires the institutions to introduce to their internal control rules a program for assessment of level (degree) of risk of conducting by a customer transactions for ML/FT purposes (hereinafter – the Risk), and criteria for assessment of the Risk in compliance with the requirements set by the Federal Financial Monitoring Service. In order to evaluate the level of Risk and follow any possible fluctuation thereof, the institution must ensure ongoing monitoring and control of the customer’s transactions. The institution must pay particular attention to transactions with funds or other assets carried out by a customer with high Risk rating.



	
	2. FI training programs are too much focused on legislative requirements of AML/CFT law, but not on ML/FT case studies, which affects programs effectiveness 


	     Regulation on AML/CFT training and educational requirements for staff of institutions carrying out transactions with monetary funds and other property is adopted by Rosfinmonitoring Order No. 256 dated 01.11.2008 (in coordination with the FSFM).

     Institutions accredited with the FSFM for certification of financial market specialists have developed appropriate training programs.

     The Association of Russian Banks (the largest organization of the Russian banking community) has prepared a concept for the development of standard programs and methodological recommendations for education and advanced training of special officers of credit institutions, which contains approaches to ensuring high quality professional training and retraining of special officers of credit institutions. The concept has been supported by the BoR.
	In order to inform the concerned employees of institutions about the AML/CFT policy and procedure, Rosfinmonitoring issued Order No. 256 dated 01.11.2008, which establishes the requirements for the AML/CFT training and education of personnel of institutions involved in transactions with funds and other assets in order to prevent money laundering and terrorist financing.

New wording of the training order No.203 of 03.08.2010 came into force in October 2010.

The said Order provides the list of employees, who must undergo AML/CFT training (in particular, manager of the institution (branch); deputy manager of the institution (branch); special executives of the institution (branch) in charge of compliance with internal control rules and implementation of respective programs; chief accountant (accountant) of the of the institution (branch); employees of legal department of the institution (branch), legal counsel, if any; employees of the internal control service of the institution(branch), if any; other employees of the institution (branch), with due account for specific character of business of the institution and its customers).

Training requirements oblige institutions to provide recruitment training, regular annual training, off-schedule training whenever amendment of regulatory and other acts in the sphere of AML/CFT takes place, as well as special-purpose training – participation in conferences, workshops.

	
	3. Screening programs are not comprehensive enough, do not cover all employees, and are not focused on specific country risks, which affect program effectiveness


	     Professional skills of FI employees are tested by establishing qualification requirements for special officers responsible for internal control rules observance (Government Order dated December 5, 2005 No. 715), which include a higher education in the relevant specialty or a minimum of 2 years of work experience in AML/CFT as well as completion of AML/CFT training.

     Rosfinmonitoring Order No. 256 establishes mandatory requirements to undergo systematic AML/CFT training for other FI employees.

     Pursuant to BoR Letter dated 30 June 2005 No. 92-T “On the organization of legal risk and reputation risk management at credit institutions and banking groups”, banks are recommended to focus appropriate attention on implementing the Know-Your-Employee principle, which puts in place specific verification standards upon employee recruitment as well as control over the selection and allocation of personnel, specific criteria for qualification and personal characteristics of employees consistent with their workload and degree of responsibility.

     The BoR takes into account the status of the banking risk management system, including reputation and legal risks, when evaluating the credit institution’s economic status pursuant to the BoR Directive dated April 30, 2008 No. 2005-U «On assessment of economic status of banks» (items 1.1 and 4.1 of Appendix No. 6).
	Fit and proper testing of employees of a financial institution is conducted out through setting of qualification requirements for the special executive officers of the institution in charge of compliance with internal control procedures (Decree of the Government of the Russian Federation of 05.12.2005 No. 715), which include a higher education in the relevant specialty or a minimum of 2 years of work experience in AML/CFT sphere as well as completion of the AML/CFT training.

Order by Rosfinmonitoring No. 256 obliges other employees of institutions to undergo regular trainings for the AML/CFT purposes. (new wording of the training Order No.203 of 03.08.2010 came into force in October 2010).

In accordance with the BoR’s Letter No. 92-T “On Organization of Management of Legal Risks and Risks of Loss of Business Reputation in Credit Institutions and Banking Groups” dated June 30, 2005, banks are recommended to pay due attention to observance of “know your employee” policy that provides certain recruitment screening standards, ensures control over selection and placement of employees, and outlines well-defined criteria of professional and personal characteristics of employees as applied to the nature and scope of work performed and degree of responsibility.

The system of banking risk management, including reputation and legal risks, is considered by the Bank of Russia during evaluation of economic status of a credit institution in accordance with the Bank of Russia Instruction No.2005-U “On Evaluation of Economic Status of Banks” dated April 30, 2008 (items 1.1 and 4.1 of Appendix No. 6).

The FSFM has elaborated a draft Federal Law “On Amendments to the Federal Law On the Securities Market and to Other Legislative Acts of the Russian Federation” (in terms of prudential supervision of professional securities market participants and procedure of paying compensation to natural persons in the securities market) which regulates the issues related to the organization of the risk management of the professional securities market participants by the managing company.

The FSFM, by its Order No.10-4/go-n dated January 28, 2010, approved the Regulation on Financial Market Specialists (hereinafter the Regulation), which, among other things, establishes qualification requirements for employees of institutions operating in the financial market and also specifies the grounds and procedure for revocation of qualification certificates. 

Financial market specialist qualification certificate is the mandatory prerequisite for employment by institutions operating in the financial market. Managers and supervisors of such institutions as well as specialists, who conduct transactions with securities, give instructions to conduct them or sign internal reports and outgoing documents related to such transactions, must have the said qualification certificates.

Certification of financial market specialists includes qualification testing of a person in the area of professional securities market, managing company and special depositary institution operations and issuing respective financial market specialist qualification certificates. Certification is conducted by the institutions accredited by the FSFM. In order to receive the certificate a person has to pass two tests at any of the accredited institution: first – a basic test and after that a special test. If a person already has the qualification certificate (issued by the Russian Federal Securities Market Commission, by the FSFM or by the accredited institution) he/she has to undergo the special test only. Testing is conducted under the programs approved by the FSFM and in a manner established by each accredited institution based on the FSFM recommendations.     

The FSFM makes decisions to revoke the qualification certificate (issued by the Russian Federal Securities Market Commission, by the FSFM or by the institutions accredited by the FSFM for certifying financial market specialists) of the certified person in case of repeated or gross violation by the certified person of the Russian Federation securities, investment fund or non-government pension fund legislation and provisions of the Regulations. The FSFM revoked 28 certificates in 2009.

	
	4. Post of Russia could not demonstrate effective implementation of internal control programs in all branches


	     To improve AML/CFT work, Post of Russia has reorganized its internal control system. 

     Responsibility for organizing and implementing internal control procedures for purposes of AML/CFT at Post of Russia is assigned to the Federal Postal Service Directorate. The Directorate’s functions include monitoring postal money transfers, reporting transactions subject to mandatory control to Rosfinmonitoring, conducting internal audits of subordinated divisions – postal offices. Post of Russia has 82 Federal Postal Service Directorates in all constituent entities of the Russian Federation. All FPSDs were inspected by Roscomnadzor in the framework of the general supervision and Post of Russia in the course of internal audit procedures during 2007-2008. Based on the audit findings, the management of divisions received letters about detected violations and correctional measures needed.

     All 918 head postal offices have Internal Control Rules on postal money transfers adopted by Post of Russia Order dated 19 September 2007 No. 459-p and coordinated with Rossvyazokhrankultura (resolution dated 18 September 2007 No. 33/4458). These Rules are the main document regulating the actions of personnel and officers carrying out AML/CFT control.

     To ensure full compliance with Russian AML/CFT legislation, a new wording of Post of Russia Internal Control Rules is being currently reviewed and coordinated with Roscomnadzor.  

     All postal offices have guidelines which contain requirements to identify natural persons while carrying out transfers equal to or exceeding the threshold amount set by the AML/CFT Law.

     In order to unify forms and pursuant to the Internal Control Rules on customer identification requirements, Post of Russia issued Order No. 81-p dated 13 March 2007 approving new postal money transfer forms with the field where the transfer originator must fill in with his or her passport details. They are used in the postal office network upon accepting (paying out) money transfers at all postal services and make it possible to identify the transfer originator as well as record originator details upon suspicious transactions.

     The replacement of old postal money transfer forms by new ones was completed by April 2008. 

     All postal offices are supplied with regularly updated Terrorist List compiled by Rosfinmonitoring. Notably, at computerized postal offices (55% of all POs) with data protection means this List is available in electronic form. 

     Workplaces of employees of all 82 FPSDs – branches of Post of Russia, who are responsible for organizing AML/CFT control under the Internal Control Rules, are automated; they have special software with data protection means, which is used to report to Rosfinmonitoring any money transfers subject to mandatory control or suspicious transfers.

     During annual seminars for Post of Russia branches, officers of branches undergo additional training in AML/CFT and internal control rules, provided by Rosfinmonitoring and Roscomnadzor representatives as part of training events.

     Employees engaged in implementing the Internal Control Rules undergo annual training on AML/CFT issues.

     A total of 128 training events took place in 2008. During this period training was provided for:

postal service operators                                      – 10 515;

postal office directors                                         –   7 567;

postal office deputy directors                             -   2 568;

head postal office workers                                  -    422;

branch administration employees                        -   532;

TOTAL:                                                               - 21 604.

     In the first half of 2009 the central headquarters of Post of Russia set up a 6-person financial monitoring sector at the Department for Organization of Regional Work and Cooperation with Law Enforcement of the Postal Security Directorate. The unit is presently fully staffed.   

     At the same time, it is necessary to take into account the fact that the aforesaid training requirements set out in Rosfinmonitoring Order No. 256 also apply to organizations of federal postal service.
	In order to improve its activity in the AML/CFT sphere, the Federal State Unitary Enterprise Post of Russia has restructured its internal control system – new internal control rules based on amendments to the legislation and Rosfinmonitoring regulations. Inside Post of Russia responsibility for organization and implementation of internal control procedures for the purposes of AML/CFT rests on Federal Postal Service Directorates that are in charge of monitoring of postal money transfers, communication of information on transactions subject to control to Rosfinmonitoring, carrying out internal audit of the subordinate structural subdivisions – post offices. In accordance with Order No.461-p special executive officers responsible for compliance with the internal control rules and internal control implementation programs have been appointed in all branches and post offices.

The structure of the Federal State Unitary Enterprise “Post of Russia” comprises of 83 Federal Postal Service Directorates in all constituent entities of the Russian Federation. All Federal Postal Service Directorates were inspected by Roscomnadzor in the framework of the general supervision and the Post of Russia was inspected in the course of internal audit procedures during 2007-2008. Based on the audit findings, the management of divisions received letters about detected violations and corrective measures needed.

 All post offices are provided with the regularly updated List of organizations and individuals known to be engaged in the extremist activities.

Pursuant to Roscomnadzor Recommendations No.KA-13775 dated August 10, 2010, Post of Russia currently revises the Internal Control Rules (the Rules) with due consideration for amendments introduced by Federal Law No.176-FZ dated July 27, 2010 “On Amendments to the Federal Law on Combating Legalization (Laundering) of Proceeds from Crime and  Financing of Terrorism and to the Russian Federation Code on Administrative Offences” and also taking into account the “Recommendations for Development by Institutions Involved in Transactions with Funds or Other Assets of Internal Control Rules for Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism” approved by Decree of the RF Government No.967-r dated June 10,2010.

STR statistics shows improved performance of internal control programs of Post of Russia on detecting the unusual transactions: in 2009, the number of STR increased more than 30 times as compared to 2006.

As noted above, Rosfinmonitoring, with the participation of Roscomnadzor, has revealed a typological scheme of encashment in the postal money transfers sector. A series of unscheduled inspections of the Post of Russia’s offices conducted by Roscomnadzor with the participation of Rosfinmonitoring helped to uncover and suppress the spreading of the scheme. STRs submitted by Post of Russia played a significant role in detection and suppression of this scheme.

          In the first half of 2010, training under program of training of personnel engaged in the implementation of AML/CFT internal control rules was provided to:

postal service operators – 13 719;

postal office managers – 11 469;

postal office deputy managers – 2 372;

head postal office workers – 2 379

branch administration employees – 426

TOTAL: 30 899

A total of 2 596 training events are scheduled for 2010. Besides that, in accordance with the “Recommendations on requirements for the AML/CFT training and education of personnel of institutions involved in transactions with funds and other assets in order to prevent money laundering and terrorist financing” approved by Rosfinmonitoring Order No.256 dated November 1, 2008, Post of Russia provides training to special executive officers and other employees to be trained in form of targeted training courses held by the institutions authorized by Rosfinmonitoring. About 1800 persons will receive training till the end of 2010.

	16. DNFBP – Rec. 13-15 and 21
	1. Similar technical concerns as in Recommendation 13 


	
	Please, see relevant information concerning R.13.

	
	2. Casinos: Inconsistent levels of reporting cause certain concerns about effectiveness


	
	As far as statistics on STR in the casino sector is concerned, it is as follows:   

 SHAPE 


Reduction in the number of STR in 2009 is related to the fact that from 01.07.09 (the date of commencement of operation of the four gambling zones where casino operations are permitted) till the end of 2009, not a single permit to carry out gambling activities and casino business within the gambling zones was issued, i.e. the data on first half of 2009. two permissions were issued before November 2010.

	
	3. Real estate agents: historically relatively small number of STRs has been filed


	
	 SHAPE 


Reduction of the STR number is connected with the financial crisis. One of the financial crisis manifestations is the decrease of the total volume of the transactions as well as the income of the population who is not supposed to spend money on buying the real estate. As a result the total volume of the real estate transactions has dropped.

Statistics in the real estate sector is representative of sequential dynamics.  

	
	4. Dealers in precious metal and stones: Large sector with relatively small number of STRs filed, unclear how many STRs are related to the sector covered by the FATF definition 


	     Based on the Standard AML/CFT Training Program for employees of institutions carrying out transactions with monetary funds and other property adopted by Rosfinmonitoring Order No.256 dated November 1, 2008 the Assay Chamber officials conduct targeted training of the state inspectorate control and supervisory staff and officials in charge of organizing internal control and its implementation programs in supervised institutions.
	It should be noted that systematic work performed by the regulatory authority – the Assay Chamber of Russia, in co-operation with Rosfinmonitoring and measures taken to improve organizations’ performance (including that of jewelry enterprises) in the sphere of AML/CFT (regulatory acts, training events, etc.) led to significant (in 2008 – 5 times, and in 2009 – 6 times as compared to 2006) increase in the total number of reports from dealers in precious metals and stones, while the number of STR has grown as well.  

	
	5. Lawyers, notaries: small number of STRs in this sector causes concerns about effectiveness


	
	Pursuant to item 2 of Article 7.1 of the AML/CFT Law whenever a lawyer or a public notary has any grounds to believe that deals or financial transactions are, or may be, conducted for the purposes of money laundering or financing of terrorism, they must inform the authorized agency thereof.

Thus, lawyers and public notaries are specific parties to legal relationships related to anti-money laundering and combating the financing of terrorism bound by the above mentioned provisions of the AML/CFT Law.

	
	6. Accountants – no specific information received


	
	On 31.03.2009, the relevant supervisory body – the Ministry of Finance issued a specific guidance explaining to auditors and auditing organizations the difference between mandatory control and STRs. The letter was posted on the official website of the Ministry of Finance and distributed to the professional auditors associations – 49 training centers that provide training for auditors in accordance with the professional development programs, under which 214 auditors completed their training in 2008.

Clarifications regarding implementation of the identification procedure and the program for evaluation of risk of execution by the customer of transactions for the purposes of ML/FT are provided in Rosfinmonitoring’s Informative Letter No.2 of 18.03.2009 No.2, which is also recommended for the use by accountants and auditors. Rosfinmonitoring Order No.103 dated 08.05.2009 approves the revised version of recommendations on criteria and signs of unusual transactions and deals, which should be taken into consideration by accountants and auditors during execution of internal control procedures. The aforementioned recommendations set out indicators that should be used, e.g. for the purposes of detection of front parties, dummy corporations, etc.

Training events for accountants and auditors attended by representatives of supervisory authorities (Chamber of Lawyers, Chamber of Public Notaries, Ministry of Finance) and Rosfinmonitoring are held on an ongoing basis in order to clarify the issues related to execution of AML/CFT legislation.

The MoF with participation of Rosfinmonitoring has drafted the Federal Law “On Amendments to Certain Legislative Acts of the Russian Federation” in order to strengthen the AML/CFT system in the sector. The draft law clarifies the obligations and responsibilities of auditors under the AML/CFT Law which will enhance efficiency of their efforts and the entire system.   

	
	7. Similar technical concerns as in Recommendation 14
	
	Please, see relevant information concerning R.14.

	
	8. Casinos, real estate agents, dealers in precious metals and stones – technical concerns similar to those in Recommendation 15 and general doubts about effectiveness


	
	Based on the provisions of the Standard Program of Target Training of employees of instutitions carrying out transactions with funds or other assets for the purposes of anti-money laundering and combating the financing of terrorism, developed by the International Training and Methodological Center of Financial Monitoring, in accordance with Rosfinmonitoring Order by Rosfinmonitoring No.256 of November 1, 2008 (the new wording was adopted in October 2010 pursuant to Order No.203 dated 03.08.2010), executive officers of institutions are bound to undergo training.

Please, see relevant information concerning R.15.

	
	9. Lawyers, notaries, accountants – doubts about effectiveness in view of absence of AML/CFT supervision over lawyers and accountants and absence of information about supervision over notaries


	
	As part of the control and supervision efforts undertaken by the Chambers of Lawyers and Public Notaries, the AML/CFT related issues were taken into account during inspections conducted by them. In 2007, the Chamber of Lawyers carried out 4672 inspections, in 2008 – 9432, and in 2009 – 2813; in 2007, the Chamber of Public Notaries carried out 2161 inspections, in 2008 – 3763, and in 2009 – 1989 inspections.    

In order to upgrade the AML/CFT supervisory procedure related to auditors and audit organizations:

1) The Ministry of Finance on 11.02.2009 adopted the Standard Program to verify compliance by audit organizations (individual auditors) with the AML/CFT requirements. The Standard Program is published on the official website of the MoF and distributed for use by professional auditors associations;

2) professional auditors associations carrying out external control the audit organizations and auditors performance quality were provided with the Letter of the Department for Regulation of State Financial Control, Auditing Activities, Accounting and Reporting of the MoF of 31.03.2009, which emphasizes the neeed to perform respective activities in the AML/CFT sphere;

3) the annual reporting form used by professional auditors associations was amended to provide for collection and integration of data on supervisory activities performed by such associations in the AML/CFT sphere and on measures taken by such associations on the basis of findings of such supervisory efforts;

4) experts of the MoF supervising auditors’ activities have undergone an advanced training course in control and supervision of AML/CFT activities, which was held by the special-purpose training center accredited at the Federal Financial Monitoring Service.

	
	10. No requirements implementing Rec. 21


	
	The respective requirements are stipulated in Article 6 of the AML/CFT Law with regard to all DNFBPs.

Amendments introduced by Federal Law No.176-FZ to subparagraph 2 of item 1 of Article 6 (of the AML/CFT Law) specify that subject to mandatory control are transactions with funds or other assets if they essentially constitute a crediting or transfer of funds to an account, provision or receipt of credit (loan), or transactions in securities, where at least one of the parties is a natural or legal person registered, residing or located in a country (on a territory) that does not apply or insufficiently applies FATF recommendations, or where the said transactions are carried out via an account with a bank registered in the said country (on the said territory). The list of such countries (territories) is determined in accordance with the procedure set out by the Russian Government, taking into account documents issued by FATF. The said list is subject to publication. Provisions of this Llaw apply to accountants as well.

	
	11. Accountants – no information on effectiveness


	     In order to strengthen the AML/CFT supervisory regime for auditors and audit firms the following measures have been taken:

     1) On February 11, 2009 the Russian Ministry of Finance adopted a Standard Program for checking AML/CFT compliance by an audit firm (individual auditor). The Standard Program is published on the official Ministry of Finance website and submitted to professional audit associations for implementation;

     2) Professional audit associations that conduct external control of the quality of work of audit firms and auditors received a letter from the Ministry of Finance’s Department for the Regulation of State Financial Control, Audit Practice, Accounting and Reporting dated March 31, 2009, which underlines the need to take the appropriate AML/CFT measures;

     3) Changes have been made to the form of the annual activity reports of professional audit associations, which aimed at collection and summarizing of information on control measures in AML/CFT taken by such institutions and measures taken by them based on the findings of such control;

     4) A specialized training centre accredited with Rosfinmonitoring conducted professional development training for Ministry of Finance specialists who supervise auditors, in matters of AML/CFT control.
	Amendments introduced by Federal Law No.176-FZ to subparagraph 2 of item 1 of Article 6 (of the AML/CFT Law) specify that subject to mandatory control are transactions with funds or other assets if they essentially constitute a crediting or transfer of funds to an account, provision or receipt of credit (loan), or transactions in securities, where at least one of the parties is a natural or legal person registered, residing or located in a country (on a territory) that does not apply or insufficiently applies FATF recommendations, or where the said transactions are carried out via an account with a bank registered in the said country (on the said territory). The list of such countries (territories) is determined in accordance with the procedure set out by the Russian Government, taking into account documents issued by FATF. The said list is subject to publication. Provisions of this Draft law apply to accountants as well.  

At the same time, in order to enhance the effectiveness of AML/CFT measures, the Ministry of Finance issued Informative Letter No.07-03-32/687 dated May 1, 2009, under which auditors and audit organizations are bound to pay particular attention to customers carrying out transactions with funds or other assets that involve counterparties from the countries and the territories that provide preferential tax treatment, do not require disclosure or submission of information on financial transactions, and do not implement, or duly implement, the FATF recommendations. The Letter was posted on the official website of the Ministry of Finance.

Russia has drafted the Federal Law “On Amendments to Certain Legislative Acts of the Russian Federation” (which empowers the auditor self-regulatory organizations to verify compliance by auditing organizations and individual auditors with the requirements of the Federal Law “On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism”).     

	17. Sanctions
	1. Maximum amount of fines that may be imposed by the Central Bank of Russia is too low 
	     Jointly with the ministries and agencies concerned, Rosfinmonitoring elaborated the Federal draft law “On Amendments to Individual Legislative Enactments of the Russian Federation in the Sphere of Anti Money Laundering and Combating the Financing of Terrorism”, which is currently being considered by the State Duma. The draft law will introduce administrative liability for noncompliance with the AML/CFT legislation by the institution carrying out transactions with monetary funds or other property, which would result in a warning or administrative fine for officials amounting to from twenty to fifty thousand rubles or disqualification for a period of up to one year; for legal persons - fifty to five hundred thousand rubles and administrative suspension of operations for up to 90 days. Therefore, this elevates the administrative liability of officials who face disqualification in addition to higher fines.   

     At the same time, the said draft law would supplement Article 15.27 of the Code of Administrative Offences with new Part 3, which establishes administrative liability for non-compliance with AML/CFT legislation by institutions carrying out transactions with monetary funds and other property, lawyers, notaries and persons providing commercial legal or accounting services, if such non-compliance has resulted in money laundering or terrorist financing.

     These changes make it possible to cover all possible types of the AML/CFT Law violations, both in terms of organization and in terms of implementing AML/CFT internal control rules, including fulfillment of internal control programs and procedures, customer and beneficial owner identification requirements, documentation and reporting of information to the FIU, recordkeeping and staff training and education.
	Federal Law No.176-FZ enhances administrative liability of institutions carrying out transactions with funds or other assets for failure to comply with the AML/CFT legislation, which involves either a warning or imposition of an administrative penalty on the officials in amount of from ten thousand to fifty thousand RUB, or disqualification for a period of up to three years; on legal entities – from fifty thousand to one million RUB, or administrative suspension of activities for a period of up to sixty days. Thus, administrative liability of executive officers is enhanced both through increasing the amount of penalty and introduction of disqualification.   

Alongside with that, the above mentioned Law provides for introduction to Article 15.27 of the RF Code on Administrative Offences of a new provision that establishes administrative liability of an institution carrying out transactions with funds or other assets for failure to comply with the AML/CFT legislation, if such failure has led to money laundering or financing of terrorism as established by a valid court decision.

These amendments allow to cover all possible types of violations of the AML/CFT Law– both in terms of organization, and in terms of execution of programs and procedures of internal control for AML/CFT purposes, including implementation of programs and procedures of internal control, requirements to identify the customers and beneficial owners, record the necessary information and report it to authorized bodies, keeping of documents and information, and training and education of personnel.

	
	2. Article 15.27 of the Code of Administrative Offences is not extended enough


	See Item 1.
	Please, see the relevant information in item above.



	
	3. Maximum amount of fines for FI officials is too low 


	     Possible practical implementation of this Recommendation is currently being considered and the relevant provisions may be incorporated in a draft Federal Law “On Amendments to Individual Legislative Acts of the Russian Federation in the Sphere of Anti Money Laundering and Combating the Financing of Terrorism”, which is currently being reviewed.
	Please, see the relevant information in item 1.



	
	4. Supervisory bodies (except for BoR) has no powers to replace directors / senior managers


	     Letter No. 1576/02-03 dated 06.03.2009 submitted to the Committee for Financial Markets and Currency Circulation of the Council of Federation of the RF Federal Assembly contains proposals on amendments to Russian Law dated 27.11.1992 No. 4015‑1 “On Insurance Business in the Russian Federation (hereinafter Law No. 4015-1) including the right of an insurance supervisory body to refuse to approve appointment (replacement, temporary appointment) of the following persons as manager of insurance institution, chief accountant and deputy chief accountants of insurance institution and as manager, deputy manager, chief accountant, deputy chief accountants of a branch of insurance institution:

     1) persons who are recognized as legally incapable or partially capable under the Russian Federation legislation;

2) persons who have unspent or unexpunged conviction for the deliberate crime;

3) persons who are registered at a narcology or psychoneurolgy clinic due to treatment for alcohol abuse, drug abuse, substance abuse, chronic and long-term mental disorder

     The FSFM has prepared a draft Federal Law “On Amendments to Federal Law “On Securities Market” and other Legislative Acts of the Russian Federation” (in terms of prudential supervision of professional participants in the securities market and procedure of paying compensation to natural persons in the securities market) which, inter alia, grants the FSFM the right to demand replacement of management of a professional participant in the securities market, in particular:

     “In case of failure to meet deadlines specified in an order on elimination of discovered violations, the Federal Executive Authority for Securities Market is entitled to order replacement of a sole executive body of a professional participant in the securities market, except for credit institutions, as well as replacement of a manager of a professional participant in the securities market and a manager of a relevant structural division of an institution operating as a professional participant in securities market”.
	The FISS has drafted a law to amend Law of the Russian Federation of 27.11.1992 No.4015-1 “On the Organization of Insurance Business in the Russian Federation” (hereinafter Law No.4015-1), including amendments that entitle the insurance supervisory authority to refuse to appoint (substitution, temporary acting) to the position of general manager of an insurance institution, chief accountant, deputy chief accountants of an insurance institution, and to the posts of general manager, deputy general managers, chief accountant, deputy chief accountants of a branch of an insurance institution, persons, who:

1) are recognized to be incapable or partially capable under the procedure provided by the legislation of the Russian Federation;

2) have an conviction which has not been lifted or removed from the official records for commission of a intentional crime;

3) are registered with the drug abuse clinics or psychoneurologic clinics to receive treatment against alcohol abuse, substance abuse, toxicomania, chronic and long-term mental disorders.

The FSFM has elaborated the Federal draft law “On Amendments to the Federal Law On the Securities Market and to Other Legislative Acts of the Russian Federation” (in terms of prudential supervision of professional securities market participants and procedure of paying compensation to natural persons in the securities market), which, among other things, empowers the FSFM to demand replacement of the management of a professional securities market participant:

“In case of undue performance of the order regarding elimination of violations discovered, the federal securities market executive authority shall be entitled to issue an order to replace the sole executive body of the professional securities market participant (except for credit institutions), the executive of a branch of the professional securities market participant, the general manager of the respective structural subdivision in the institution acting as a professional securities market participant”.

Federal Law No.176-FZ significantly enhances sanctions including disqualification of an official.

	
	5. BoR, FSFM, FISS and ROSCOM have no power to withdraw license when owners are convicted for criminal or economic offence 


	     Letter No. 4818/03-04/09 dated 16.06.2009 submitted to the MoF Financial Policy Department indicates that the FISS has no power to withdraw licenses for violation of the Russian AML/CFT legislation.

     1)  Law No. 4015-1 provides for the following state insurance supervisory measures: order, license restriction or suspension, license withdrawal. Procedure of implementation of these measures envisages issuing an order, and if such order is not complied with in due manner or within the specified timeline as well as in case of refusal to receive the order a license is to be limited or withdrawn. Therefore, the system of imposing sanctions on insurers consists of a set of successive measures, the first of which is issuance of an order. Law No. 4015-1 establishes that an order is issued by the insurance supervisory body in case of violation of the insurance legislation, and provides the list of grounds for issuing an order (Article 32.6 of Law No. 4015-1). However, this list does not include violation of the Russian AML/CFT legislation. Thus, pursuant to Law No. 4015-1 the FISS has no legal grounds to impose sanction on insurers for violation of the Russian AML/CFT legislation.

     2)  Article 13 of Russian AML/CFT Law No. 115-FZ provides for withdrawal (revocation) of a license in accordance with the procedure set out by the Russian Federation legislation for violation of the requirements of AML/CFT Law by institutions carrying out transactions with monetary funds and other property. However, the said procedure for license withdrawal (revocation) is not established in the legislation. Thus, pursuant to Law No. 115-FZ the FISS has no legal grounds to withdraw license for violation of the Russian AML/CFT legislation by insurance institutions.

     The FSFM has prepared a draft Federal Law “On Amendments to Federal Law “On Securities Market” and other Legislative Acts of the Russian Federation” (in terms of prudential supervision of professional participants in the securities market and procedure of paying compensation to natural persons in the securities market), which includes provisions on preventing criminals from becoming major shareholders in professional participants of the securities market.

     Should these provisions be violated, the FSFM will be entitled to revoke the respective license.

     Is should also be noted that at the FATF, MONEYVAL and EAG plenary meetings the Russian delegation expressed its position with regard to this Recommendation stating that this Recommendation cannot be accepted for implementation since it is not based on the FATF evaluation methodology and its implementation may entail undesirable social consequences.
	The FSFM has drafted the Federal Law “On Amendments to the Federal Law On the Securities Market and Other Legislative Acts of the Russian Federation” (in terms of prudential supervision of professional securities market participants and procedure of paying compensation to natural persons in the securities market), which includes provisions on preventing criminals from becoming major shareholders in professional securities market participants.

In case of violation of these provisions, the FSFM will be entitled to make a decision to revoke the respective license.

Please note that in relation to this recommendation the Russian delegation to FATF, MONEYVAL and EAG Plenaries recorded a position according to which this recommendation may not be accepted for implementation, since it is not based on the FATF evaluation methodology and its implementation could cause adverse social consequences.

       According to Article 29 of Federal Law No.126-FZ “On Communications” dated July 7, 2003, payable communication services are rendered by legal entities and individual entrepreneurs only based on a communication service license (hereinafter the license). List of communication services specified in the licenses and the corresponding license terms are established by the Government of the Russian Federation and are updated on an annual basis.  

        Pursuant to Article 37 of Federal Law No.126-FZ, the licensing authority (Roscomnadzor) may suspend the license and may also cancel the license through judicial procedure in case of failure to eliminate, within the prescribed time period, the circumstances that have led to license suspension (Article 39 of Part 1 of Federal law No.126-FZ). The exhaustive list of the grounds for license suspension is provided in Federal Law No.126-FZ.

	
	6. System of imposing sanction on FIs, except for CIs, is ineffective 


	Statistics on sanctions imposed by the FSFM indicate improvement of effectiveness.
	Statistics on sanctions imposed by the FSFM reflects the improvement of the efficiency. For example, based on the results of audits performed in 2009, the FSFM cancelled 23 licenses, which is almost 8 times more than in 2006, and revoked 28 qualification certificates of executive officers.

The number of penalties imposed by Rosfinmonitoring in 2008-2009 increased significantly as compared to 2006-2007: in relation to insurance institutions – 3 times, in relation to professional securities market participants and managing companies – 7 times. Sanctions were imposed both on institutions that fail to comply with requirements and on their executives.

Federal Law No.176-FZ empowers all supervisory authorities to examine and treat administrative offences punishable under Article 15.27 of the Code on Administrative Offences.   

	21. Special attention to higher risk countries
	1. No requirement for FIs to give special attention to business relationships and transactions with persons from or in countries, which do not or insufficiently apply the FATF Recommendations


	     The draft law “On Amendments to the Federal Law “On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism” and the RF Code of Administrative Offences” proposes amendments to subparagraph 2 of item 1 of Article 6 of the AML/CFT Law, which specifies the requirements for mandatory control of transactions with monetary funds and other property if they essentially constitute a crediting or transfer of monetary funds to an account, provision or receipt of credit (loan), or transactions in securities, where at least one of the parties is a natural or legal person registered, residing or located in a country (on a territory) that does not apply or insufficiently applies FATF recommendations, or where the said transactions are carried out via an account with a bank registered in the said country (on the said territory). The list of such countries (territories) is determined in accordance with the procedure set out by the Russian Government, taking into account FATF statements. The said list is subject to publication.
	Amendments introduced by Federal Law No.176-FZ to subparagraph 2 of item 1 of Article 6 (of the AML/CFT Law) specify that subject to mandatory control are transactions with funds or other assets if they essentially constitute a crediting or transfer of funds to an account, provision or receipt of credit (loan), or transactions in securities, where at least one of the parties is a natural or legal person registered, residing or located in a country (on a territory) that does not apply or insufficiently applies FATF recommendations, or where the said transactions are carried out via an account with a bank registered in the said country (on the said territory). The list of such countries (territories) is determined in accordance with the procedure set out by the Russian Government, taking into account documents issued by FATF.

Before Federal Law No. 176-FZ entered into force, the updated information on such states (territories) passed by Rosfinmonitoring and other supervisory authorities to organizations under their supervision.



	
	2. No requirement to examine as far as possible background and purpose of such business relationships and transactions, set forth findings of such examinations in writing and keep these findings available for competent authorities and auditors for at least five years 


	See Item 1.
	Following the results of each FATF Plenary, updated information on countries (territories) that do not implement, or duly implement, the FATF recommendations, is passed by Rosfinmonitoring and other supervisory authorities to institutions under their supervision.

Based on the above information, organizations revise criteria of unusual transactions and update their internal control rules respectively. Pursuant to the current wording of the AML/CFT Law, information on all transactions, including unusual ones, shall be kept for a period of at least 5 years upon termination of relationships with the customer.  

	22. Foreign branches & subsidiaries
	1. The Russian authorities should consider harmonizing the existing legal and

regulatory framework to ensure that all foreign operations – both branches

and subsidiaries – of Russian FIs observe Russian AML/CFT requirements.


	The draft law “On Amendments to Article the Federal Law On Combating Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism” proposes the necessary amendments to the AML/CFT legislation that would expand the Law's effect in space. Once the law enters into force, the AML/CFT requirements will be mandatory for branches and subsidiaries of institutions carrying out transactions with monetary funds and other property, which are located outside the Russian Federation.

The Federal draft law “On Amendments to Article 7 of the Federal Law “On Combating Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism” and Part Two of the Civil Code of the Russian Federation” proposes supplementing Article 7 of this Law with a new item 5.3, which obligates institutions carrying out transactions with monetary funds and other property to inform the competent as well as supervisory authority that their branches and subsidiaries located in a foreign country (or on a territory) are partially or totally unable to observe AML/CFT legislation or its certain provisions. 

According to the information available with Rosstrakhnadzor, there are only 8 insurance companies presently, which have foreign representative offices and 1 insurance organization has a foreign branch, in the following countries: Ukraine, Byelorussia, Kazakstan, Uzbekistan, Azerbaijan, China, India and Czech Republic.

According to the information of insurance organizations, functions of foreign representative offices include: marketing research of insurances services markets, client search and contracting via a head office, representation and protection of insurance organizations interests.   

In so far that representative offices of insurance companies conclude neither transactions related to the principal operations nor transactions with the money or other assets, internal control is the responsibility of the head offices.

Please find below description of functions of an insurance company foreign branch in more detail. 

A branch of an insurance organization operates in the territory of its location and operations thereof include also reinsurance. Internal control aimed at the combating  of legalisation (laundering) of proceeds from crime and financing of terrorism follows procedures of Internal Control Procedures for the Combating of Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism, approved by  Rosstrakhnadzor, containing the following provisions: 

–  “a reinsurance company, entering into partnerships with the insurance companies for reinsurance purposes, shall establish, through appropriate requests if necessary, whether a partner follows the measures for the combating  of legalisation (laundering) of proceeds from crime and financing of terrorism, including identification and analysis of its insurants by the partner.

A reinsurance company may not engage into partnerships with insurance and reinsurance companies, failing to follow the measures for the combating  of legalisation (laundering) of proceeds from crime and financing of terrorism”;

–  “structural subdivisions of an organization shall report controllable data on the transaction date”.

Based on the above, Rosstrakhnadzor does not consider that procedures and implementation of internal control for the purposes of combating  legalisation (laundering) of proceeds from crime and financing of terrorism of foreign representative offices of insurance companies shall be specific in any way.

The following information was sent with Letter № 1929/03-04 of 18.03.2009 to the Ministry of Finance of Russian and Rosfinmonitoring.

In relation to the compliance of foreign branches of insurance companies, dealing with money and other assets, with the requirements of the Russian laws on the combating  legalisation (laundering) of proceeds from crime and financing of terrorism, we consider it reasonable to include the following new provision into the Recommendations for the Organizations Dealing with Money and Other Assets to Develop Internal Control Regulations for the Combating  of Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism, approved by the Directive of the Government of the Russian Federation  № 983-r dated 17.07.2002:

“Organizations dealing with money, (including foreign detached business units thereof (branches, representative offices, departments), entering into partnerships with foreign clients, shall establish, through appropriate requests to a partner/client if necessary, whether a partner/client follows the measures for the combating  of legalisation (laundering) of proceeds from crime and financing of terrorism, including identification and analysis of its clients by the partner”.

Please be advised also, that currently we are working at a Multiparty Agreement on Cooperation and Information Communication of the International Insurance Supervision Association, which, among other things, is focused at combating of money laundering and financing of terrorism, applicable in cases where combating of money laundering and financing of terrorism is a responsibility of supervisory bodies.  
	Federal Law No.176-FZ extends territorial application of the AML/CFT Law. Subsidiaries and branches of institutions carrying out transactions with monetary funds or other property outside the territory of the Russian Federation are obliged to comply with the AML/CFT requirements, unless such compliance contradicts legislation of the respective foreign state.

Besides that, this Law obliges institutions carrying out transactions with monetary funds or other property to inform the relevant competent as well as supervisory authority that their branches and subsidiaries located in a foreign country (or on a territory) are partially or totally unable to observe AML/CFT legislation or its certain provisions.

In addition, the elaboration of the Multilateral Agreement on Co-Operation and Information Exchange of the International Association of Insurance Supervisors is under way. The AML/CFT issues whenever it comes within the scope of the duties of the supervisory authorities are subjects of the Agreement.

	
	2. Existing guidance for

credit institutions on managing the risk associated with foreign

operations should be expanded to address ML and TF risks as

well as prudential risks. 
	See para. 1
	Please, see the relevant information in item 1.



	
	3. Russian regulators should consider

issuing specific guidance to Russian credit institutions regarding

the need for increased vigilance over foreign operations in

jurisdictions that do not (or insufficiently) apply the FATF

recommendations. 


	See para. 1
	Please, see the relevant information in item 1.



	
	4. FIs should be required to inform its Russian

supervisor when a foreign operation is unable to observe

appropriate AML/CFT measures because of local conditions. 
	See para. 1
	Please, see the relevant information in item 1.



	
	5. Foreign transactions of non-credit financial organizations are not covered by the existing regulatory system, rendering the assessment of efficiency of current legal framework impossible. 


	See para. 1
	Please, see the relevant information in item 1. 



	24. DNFBP – regulation, supervision and control
	1. Currently AML/CFT licensing by an agency responsible for AML/CFT do not extend to casinos
	A new form of statistical reporting (in relation to casinos, gambling outlets, and real estate agents) has been introduced in order to improve statistics used for supervision effectiveness evaluation.

The new form involves recording the results of inspections in terms of types of violations and sanctions. For example, this allows keeping statistics on identification violations detected.

Russia has also introduced a new form of statistics in supervision of the sector of dealers in precious metals and stones at the Assay Chamber. Rosfinmonitoring performs current monitoring of reporting institutions using risk-based approaches that allow using special algorithms to select institutions with heightened ML risks - institutions with an intense cash turnover

and institutions transferring capital into offshore accounts, such as casinos. 

The number of casinos has decreased considerably due to the introduction of strict limitations on casino operations effective since 2007 (pursuant to Federal Law No. 224-FZ). As of 1 January 2009, Russia had some 122 active casinos, all of which were inspected by Rosfinmonitoring in 2007-2008. It resulted in 72 sanctions against officials and legal persons, including  violations of the organization of internal control rules (including 19 sanctions for

improper identification) and 42 sanctions for failing to report information to Rosfinmonitoring.

Due to the prohibition on casino activity outside special gambling zones and due to the financial crisis, many institutions have changed the nature of their business and no longer conduct casino activities. Russia is witnessing an active exodus of the gambling business, in particular casinos, outside the Russian Federation.

As to 1.07.09 (the date when four gambling zones started their functioning) no permission to carry out gambling activity has been issued.

Rosfinmonitoring has analyzed risks in the casino sector. Based on the analysis findings, the agencies concerned (Ministry of Finance, Federal Tax Service, law enforcement bodies) consider proposals to introduce mechanisms

that would prevent illegal activities in the gambling business.
	For the AML/CFT purposes, according to the AML/CFT Law and Decree of the Government of the Russian Federation of January 18, 2003 No 28, casinos must be registered by Rosfinmonitoring. Rosfinmonitoring has registered casinos since 2003.

It should be noted that in 2007 pursuant to Federal Law No. 244-FZ casino business was put under tight constraints – carrying out such activities outside specially-designated gambling zones is prohibited.

Concentration of casinos in gambling zones is determined first of all by the need to enhance the state control over their activities by all supervisory and regulatory authorities: tax authorities, Rosfinmonitoring, law enforcement agencies, and newly established gambling zones control authorities that perform licensing and supervising functions.

	
	2. The current regime contains no specific provision to prevent

criminals from holding an interest in a casino.


	
	Item 2 of Article 6 of Federal Law No.244-FZ dated December 29, 2006 “On State Regulation of Activities Related to Organization and Carrying Out Gambling, and Regarding Introduction of Amendments to Some Legislative Acts of the Russian Federation” stipulates that legal entities, whose founders (members) are the Russian Federation, the constituent regions of the Russian Federation or local authorities, as well as individuals having a conviction for the commission of an economic crime or of deliberate crimes of medium gravity or grave or especially grave crimes which has not been lifted or removed from the official records, may not act as organizers of gambling business. 

	
	3. Insufficient number of supervisory inspection of the real estate agents
	The Russian real estate assume state control and registration of all deals. The activity of real estate agents involves selection offers, consulting and mediation in the process of deal execution and state registration. Payments between parties take place via non-cash transfers. Mortgage lending as an

institute is provided by the credit institutions.

In Russia, cash settlement between legal persons as well as between a legal person and a natural person conducts entrepreneurship without establishing a legal person (including real estate agents) is strictly regulated in terms of the possible transaction amount (not to exceeding RUB 100,000 under each contract between mentioned persons) and use of cash for a specific purpose (BoR Directive dated 20 June 2007 No. 1843-U). A limit applies to cash amount that may be stored at the cashier desk of a legal person, which is controlled by a credit institution.

Non-cash payments between legal persons via accounts opened with credit institutions is a mandatory procedure. (BoR Provision No. 2-P).

This procedure considerably reduces the possibility for a real estate agents to use cash payments. This is confirmed by the number of real estate transaction reports submitted by banks within the framework of mandatory control. For customers of institutions performing as real estate agents, payments via credit institutions are more reliable and minimize the risk of fraudulent schemes (payment using counterfeit money, customer’s deceit).
	From 2007 to SEPTEMBER 2010, Rosfinmonitoring inspected 2 680 real estate agents (realtors). As a result, 1 561 sanctions were imposed. Effectiveness of supervision is evidenced by significant and stable increase in the number of reports, including STR, from the real estate agents.

	
	4. As the Mission stated, supervision over casino is not balanced against the risks identified by the supervisory body 


	Concentration of casinos in special gambling zones is mainly necessitated by tougher state control over their activity by all supervisory and controlling bodies: tax authorities, Rosfinmonitoring, law enforcement bodies, and newly created bodies that administer gaming zones and perform licensing and controlling functions.

The matter of supervision over the casinos taking into account ML risk assessment after 1 July 2009 (the effective date of special requirements for this business under Federal Law No. 294-FZ) along with a specific action plan was examined by the Rosfinmonitoring board devoted to risk-based approaches in conducting supervision.

Agreements with the Russian authorities of the four gambling zones will be signed in the near future. 

In the remaining constituent entities of the Russian Federation, the business of organizing and conducting gambling (including operation of casinos) have been prohibited.  
	Concentration of casinos in gambling zones is determined first of all by the necessity to enhance the state control over their activities by all supervisory and regulatory authorities: tax authorities, Rosfinmonitoring, law enforcement agencies, and newly established gambling zones control authorities that perform licensing and supervising functions.

Issues pertaining to supervision of casino operation taking into account the ML risk assessment after July 1, 2009 (upon entering into force of special requirements of Federal Law No.294-FZ for performing such operations) and a specific action plan were considered at the Rosfinmonitoring Board meeting which addressed the issues of the risk-based approach in the supervision area.

As of 01.01.2010, there was not a single casino operating on the territory of Russia. As of 15.11.2010 two permissions on casino activity.

	
	5. The system for supervising the compliance of lawyers and notaries with the AML/CFT Law should be strengthened considerably.


	As part of their control and supervision measures, the Lawyers and Notaries Chambers took into consideration AML/CFT issues when conducting their inspections. The Lawyers Chambers conducted 4672 inspections in 2007 and 9 432 inspections in 2008; the Notaries Chambers conducted 2 161 inspections in 2007 and 3 763 inspections in 2008.

The Presidential Decree dated 14 July 2008 No. 1079 “On amendments to the Decree of the Russian Presidential Dated 17 October 2004 No. 1313 “Issues of the Russian Ministry of Justice, to the provision adopted by this Decree and on the invalidation of several acts by the President of the Russian Federation” specifies the powers of Ministry of Justice concerning control and supervision over advocates and notaries as well as performance of their professional duties.
	As part of the control and supervision efforts undertaken by the Chambers of Lawyers and Public Notaries, the AML/CFT related issues were taken into account during inspections conducted by them. The Lawyers Chambers conducted 4 672 inspections in 2007, 9432 inspections in 2008 and 2 813 inspections in 2009.

Decree of the President of the Russian Federation dated 14 July 2008 No.1079 specifies more exactly the powers of MoJ concerning control and supervision over lawyers and notaries as well as performance of their professional duties.

	
	6. Information on AML/CFT supervision of notaries was not provided.  


	See para. 5
	As part of the control and supervision efforts undertaken by the Chambers of Lawyers and Public Notaries, the AML/CFT related issues were taken into account during inspections conducted by them. The Notaries Chambers conducted 2 161 inspections in 2007, 3763 inspections in 2008 and 1 989 inspections in 2009.  

Decree of the President of the Russian Federation dated 14 July 2008 No.1079 specifies more exactly the powers of MoJ concerning control and supervision over lawyers and notaries as well as performance of their professional duties.

	
	7. The Assay Chamber does not consider its powers sufficient. 


	Rosfinmonotoring, collecting and analyzing STR, where necessary, advises the Assay Chamber regarding inspection of the organizations, to which respective STR refer.
	Federal Law No.176-FZ empowers the Russian Assay Chamber to examine and treat administrative offences pertaining to violation of the AML/CFT legislation.

	
	8. The number of AML/CFT experts in the Assay Chamber is not sufficient to supervise over 25000 companies


	In 2009 the Ministry of Finance of Russia has increased the staff number (additional 15 positions) of the control and monitoring department of the Federal Assay Supervision Board, regulating compliance of the organizations, which purchase, sell and buy precious metals, stones, jewelry and scraps thereof with the requirements of AML/CFT laws. 

Additionally, amendments to Law № 115-FZ have been developed to revise a list of jewelry sector organizations dealing with the precious metals and stones and, correspondingly, to exclude museums, dentist clinics and etc. from the list of entities subject to Law № 115-FZ. 

 This means, that the Assay Chamber will now be able to use its staff capabilities more efficiently.
	In 2008, the state supervision over institutions trading precious metals and precious stones, jewelry made thereof, and scrap jewelry, was carried out by 85 supervisors.

In 2009, the MoF allocated extra personnel (15 employees) for the Assay Chamber to increase the controlling and supervisory staff of federal assay authorities that supervise compliance with AML/CFT legislation requirements by institutions trading precious metals and stones and jewelry items made from them as well as jewelry scrap.

This will give the Assay Chamber more opportunities to use its human resources more effectively.

	
	9. No information have been provided in general to evaluate the efficiency of the sanctions regime applicable towards BNFBP 


	Draft Federal Law “On Amendments to the Federal Law “On Combating Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism” and the Code of the Russian Federation on Administrative Offences will extend the powers of the supervisory bodies (including the Assay Chamber) to cover enforcement of administrative sanctions towards regulated organizations.  
	Rosfinmonitoring has entered into the Co-Operation Agreements with relevant authorities supervising DNFBPs (including the Assay Chamber of Russia, the Federal Chamber of Lawyers, and the Federal Chamber of Public Notaries). These Agreements provide the grounds for the exchange of information in the unified format. Therefore, statistics presented herein represents the overall situation in the national AML/CFT system.  

Rosfinmonitoring regularly distributes information concerning institutions posing high ML/FT risk in order to arrange inspections, including off-schedule ones.

	25.Guidelines and feedback
	1. Russia should implement the requirement to issue guidance to FIs, beyond

the explanation of the law. 


	In order to comply with the requirement to issue guidance, besides explanations of the law the Ministry of Finance have taken the following measures:

1) issued an information letter of Ministry of Finance Department for the Regulation of State Financial Control, Audit Practice, Accounting and Reporting dated 13 April 2009 on organization by audit firms and individual auditors of work to comply with the requirements of the Federal Law “On Combating

Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism”.

This letter has been published on the Ministry of Finance official website, in the official press publication of the Ministry of Finance - the Financial Gazette, as well as submitted to professional audit associations.

2) The Audit Practice Council at the Ministry of Finance has approved methodological recommendations on checking compliance with AML/CFT laws and regulations;

3) Professional audit associations received a letter from the Department for the Regulation of State Financial Control, Audit Practice, Accounting and Reporting dated 31 March 2009, which pays attention to the need to place the relevant information on official websites and update such information;

4) With its 10 March 2009 Order the Ministry of Finance approved a professional development program for auditors entitled “Combating corruption in the course of audit practice”. 

Besides, FSFM Order dated 3 June 2002 No. 613/r “On methodological recommendations for professional participants in the securities market implementing the requirements of AML/CFT Law the FSFM is currently developing methodological materials on AML/CFT.

The BoR is implementing measures on the permanent basis to improve AML internal control rules programs at credit institutions and their practical implementation. Since September 2007 the BoR issued a number of letters addressed to credit institutions, containing recommendations to control transactions via credit institutions with the potential purpose of laundering money or terrorist financing.

BoR Letter dated 27 April 2007 No. 60-T “On the special features of the service by credit organizations of clients with the use of the technology of distance access to the bank account of a client (including Internet banking”; BoR Letter dated 28 September 2007 No. 155-T “On invalid passports”; BoR Letter

dated 30 October 2007 No. 170-T “On the Specifics of providing banking services to non-resident legal persons that are not Russian taxpayers”; BoR Letter dated 2 November 2007 No. 173-T “On the recommendations of the Basel Committee for Banking Supervision”; BoR Letter dated 26 November 2007 No. 183-T “On invalid passports”; BoR Letter dated 18 January 2008 No. 8-T “On the application of item 1.3 of Article 7 of the Federal Law “On Combating Legalisation (Laundering) of Proceeds from Crime and Financing of Terrorism”; BoR Letter dated 13 January 2008 No. 24-T “On raising the effectiveness of preventing suspicious transactions”; BoR Letter dated 4 July 2008 No. 80-T “On strengthening control over individual transactions in promissory notes by natural and legal persons”; BoR Letter dated 3 September 2008 No. 111-T “On raising the effectiveness of preventing suspicious transactions by customers of credit institutions”; BoR Letter dated 23 January 2009 No. 8-T “Supplementing BoR Letter dated 1 November 2008 No. 137-T”; BoR Letter dated 10 February 2009 No. 20-T “On relations with financial institutions of the USA”; BoR Letter dated 27 February 2009 No. 31-T “On information published on the Rosfinmonitoring website”; BoR Letter dated 01 November 2008 No.137-T “On raising the effectiveness of preventing suspicious transactions”.

Rosfinmonitoring prepared the aforementioned Information Letter No. 2 and Order No. 103 dated 8 May 2009.
	The Bank of Russia undertakes regular efforts to improve the internal AML-control programs of credit institutions and the practices of implementation thereof. The BoR has published a number of letters addressed to the credit institutions and containing recommendations on monitoring transactions carried out through credit institutions supposedly for the AML/CFT purposes.

The most recent of such letters are: BoR Letter “On Increase of Control over Individual Transactions of Natural Persons” No.129-T dated September 16, 2010 and BoR Letter “On Specificities of Handling/Processing Consignment Notes Issued by Consignors on the Territory of the Republic of Belarus” No.83-T dated June 11, 2010.

Besides that, during the aforementioned period the Bank of Russia issued 5 Informative Letters summarizing the practices of application of the AML/CFT Law and the BoR regulations adopted pursuant to this Law.

The FSFM issued and published for the professional securities market participants the Informative Letter dated February 10, 2010 “On Measures to Prevent the Use of Stock-Market Instruments in Money- Laundering Schemes”. 

Pursuant to Rosfinmonitoring Order No.256 (since October 2010 – Order No.203 dated August 3, 2010), in the course of training all AML/CFT guidelines are brought to the notice of representatives of the supervised institutions.

Apart from the aforementioned measures to ensure fulfillment of the requirement to issue guidelines, the Ministry of Finance, along with explanation of legal provisions, undertakes the following efforts:

1) conducts ongoing monitoring and regularly updates the information concerning AML/CFT issues posted on the MoF website; 

2) developed the Report on Monitoring Quality of Audit Organizations and Individual Auditors Performance in 2009, which reflects the AML/CFT issues, and posted the said Report on the MoF website;

3) In 2009, 1 961 auditors completed the advanced training course “Compliance with the Requirements of the Federal Law On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism” in 15 training centers;

4) In early 2010, auditing organizations and auditors were provided with annual recommendations on auditing of 2009 accounting records, which emphasized the need of, and procedure for, evaluation of compliance by audited persons with the requirements of Federal Law No.115-FZ dated August 7, 2001 (Letter No.07-02-18/01 dated January 23, 2010). 

Roscomnadzor has developed and submitted (to the relevant government agencies) for review and approval a draft Administrative Regulation on executing the state function of supervision and control in the communications sector over compliance by the federal postal service institutions with the procedure of recording, keeping and reporting information on money transactions subject to control under the Russian Federation legislation, and over their internal control arrangements (hereinafter the Regulation).

The purpose of the development of the said Regulation is to enhance efficiency of supervision over compliance by the Post with the AML/CFT legislation and to implement a unified approach fto exercising the state control (supervision) in the communications sector.

In order to enhance the effectiveness of supervision during inspections conducted by the Roscomnadzor territorial offices within the scope of their authority and pursuant to the “Action Plan to Improve the Russian AML/CFT System” taking into account the FATF Recommendations, Roscomnadzor jointly with Rosfinmonitoring has developed the “Methodological Guidelines on Conducting Inspections for Observance by the Federal Post of the Requirements of the Russian Federation AML/CFT Legislation”. 

	
	2. Russia should extend the case by case feedback beyond the

acknowledgement of the receipt of the STR. 
	
	Rosfinmonitoring provides regular feedback to the supervised sector, in particular:

1) Participation of representatives of self-regulatory organizations of the sector in meetings of the Advisory Board of the Interagency Committee. Holding of regular meetings with representatives of self-regulatory organizations.

Within the period from October to November this year, meetings with the representatives of the precious metals dealers, pawnshops, real estate agents sectors were held.

Similar efforts have been undertaken with regard to the supervised institutions.

2) In the course of training provided pursuant to Rosfinmonitoring Order No. 203, the representatives of the supervised institutions receive regular feedback on the results of the use by Rosfinmonitoring of data obtained in accordance with the AML/CFT Law.

3) Information resources of the Rosfinmonitoring website is being developed to provide for interactive communication with persons concerned.

	
	3. Persons dealing with the precious metals and stones, lawyers and notaries are provided with a limited feedback 


	Based on the provisions of the Target Briefing of the Standard Training Program applicable towards the employees working in the organizations dealing with money or other assets, for the purposes of combating legalization (laundering) of proceeds from crime and financing of terrorism, developed by the International Financial Monitoring Training Center, in compliance with the Order of the Federal Financial Monitoring Service No. 256 of November 1, 2008, officials of the Assay Chamber shall brief (train) the employees of the control and monitoring department of the state inspectorates and employees responsible for the arrangement and implementation of internal control programs in the regulated organizations.

Recommendations for the development of criteria to identify and define unusual transactions attributes, approved by Order No. 103 of May 8, 2009 of the Federal Service of Financial Monitoring. 
	

	
	4. No information regarding feedback with accountants was provided
	
	In order to fulfill the requirement to issue the guidelines, in addition to explanation of legal provisions, the Ministry of Finance:

1) issued Informative Letter of the MoF Department of State Regulation of Financial Control, Auditing, Accounting and Reporting dated April 31,.2009 concerning organization by auditing companies and individual auditors of activities related to implementation of the requirements of the Federal Law “On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism”. The Letter was posted on the official website of the MoF, published in the MoF’s official newspaper “Financial Newspaper”, and distributed to professional auditors associations.

2) the MoF Council for Auditing Activities approved the Methodical Recommendation on control of compliance with the AML/CFT regulations;

3) professional auditors associations received the Letter of the MoF Department of State Regulation of Financial Control, Auditing, Accounting and Reporting dated March 31, 2009, which emphasized the necessity to publish the relevant information on the official websites and update such information on a regular basis;

4) the AML/CFT information posted on the official website of the MoF is updated and monitored on a regular basis; 

5) the Report on Monitoring of Quality of  Auditing Organizations and Individual Auditors Performance in 2008 which reflects the AML/CFT issues was prepared and posted on the MoF website; 

6) in 2009, 1 961 auditors completed the advanced training course “Compliance with the Requirements of the Federal Law On Combating Legalization (Laundering) of Proceeds from Crime and Financing of Terrorism” in 15 training centers;

7) in early 2010, auditing organizations and auditors received annual recommendations on carrying out of audit of 2009 accounting records, where emphasis was made on the need of, and the procedure for, evaluation of compliance by the audited company with the requirements of the AML/CFT Law.

	29. Supervisors
	1. Limitation of the BoR to conduct on-site AML/CFT inspections


	Federal Law dated 28 April 2009 No. 60-FZ amended Article 1 of the Federal Law dated 26 December 2008 No. 294-FZ “On the protection of rights of legal entities and individual entrepreneurs during state control (supervision) and municipal control", which eliminated limitations on the frequency and procedure for organizing and conducting inspections as part of measures to control compliance with AML/CFT legislation. This norm covers all AML/CFT supervisory bodies.    
	 

	
	2. The FISS has no right to compel and obtain access to banking secrecy information


	Letter No. 7072/03-04/09 dated 26.11.2008 submitted to the MoF contains the FISS proposal to amend the MoF Action Plan for implementing the RF Government Action Plan to Improve the Russian AML/CFT System, taking into account Recommendations in the FATF report on the Russian Federation, with the purpose of the implementation of the requirements of Recommendation 29 specified in item 3.10 of the «Recommended Action Plan to Improve the ATM/CFT System”  in terms of abolishing limitations of the FISS to have access to banking secrecy information.

In order to abolish the said limitation it is proposed to introduce the following amendments to Russian Federation Law dated November 27, 2007 No.40-15-1 “On the Organization of Insurance Business in the Russian Federation”:

Item 5 of Article 30 should be amended to read as follows:

“5. Insurance institutions shall: 

Provide the specified reports and statements on their activities and information on their financial status;

Comply with the requirements of insurance legislation and fulfill orders of the insurance supervisory body on elimination of violations of the insurance legislation;

At the request of the insurance supervisory body provide information necessary for performing insurance supervision by this body (including banking secrecy information)”.
	The FISS, jointly with the MoF, has elaborated amendments to Law of the Russian Federation of No. 4015-1 “On Organization of Insurance in the Russian Federation” dated November 27, 1992.

Item 5 of Article 30 is supposed to be amended in the following way:

“5. Insurance entities are obliged to:

present duly executed reports on their activities and information on their financial standing;

comply with the  requirements of the insurance legislation and execute orders of the insurance supervision authority on elimination of violations of the insurance legislation;

upon request of the insurance supervisory authority, submit information required for performance of insurance supervision (including information that constitutes a bank secret).”

The Draft law is currently examined by the Government of the Russian Federation.        

	
	3. Maximum amount of fines for CIs are too low


	The possibility of practical implementation of this requirement is currently being examined as part of work on the Federal draft law “On Amendments to Individual Legislative Acts of the Russian Federation in the Sphere of Anti Money Laundering and Combating the Financing of Terrorism”.
	Federal Law No.176-FZ enhances administrative liability of an institution carrying out transactions with funds or other assets for failure to comply with the AML/CFT legislation, which involves either a warning or imposition of an administrative penalty on the officials amounting from ten thousand to fifty thousand RUB, or disqualification for a period of up to three years; on legal entities – from fifty thousand to one million RUB, or administrative suspension of activities for a period of up to sixty days. Thus, administrative liability of the officials is enhanced both through increasing the amount of penalty and introduction of disqualification.   

Alongside with that, the above mentioned Law provides for introduction to Article 15.27 of the RF Code on Administrative Offences of a new provision that establishes administrative liability of an institution carrying out transactions with monetary funds or other property for failure to comply with the AML/CFT legislation, if such failure has led to money laundering or financing of terrorism as established by a valid court decision.

These amendments allow to cover all possible types of violations of the AML/CFT Law– both in terms of organization, and in terms of execution of programs and procedures of internal control for AML/CFT purposes, including implementation of internal control programs and procedures, requirements to identify the customers and beneficial owners, record the necessary information and report it to authorized bodies, keeping of documents and information, and training and education of personnel.

Federal Law No.176-FZ empowers all supervisory authorities to examine and treat administrative offences punishable under parts 1 – 4 of Article 15.27 of the Code on Administrative Offences.       

	
	4. BoR has no competence to impose fines on directors and senior management


	See Item 3.
	

	
	5. FSFM, FISS, ROSCOM have no competence to impose fines on FIs, directors and senior management and replace directors and senior management


	Letter No. 4818/03-04/09 dated 16.06.2009 submitted to the MoF Financial Policy Department indicates that the FISS has no power to impose fines on financial institutions and directors/ senior management and to replace directors/ senior management.

The FISS competence as established by Regulation on the Federal Insurance Supervision Service (adopted by Russian Government Resolution No. 330 dated 30.06.2004) and by Russian Federation Law dated 27.11.1992 No. 4015-1 “On the Organization of Insurance Business in the Russian Federation (hereinafter Law No. 4015-1) does not include powers to draw up administrative offence reports and examine administrative offence cases.

The Russian Federation Code of Administrative Offences (Parts 1, 2, Article 28.3, Chapter 23) does not grant the FISS the power to draw administrative offence reports and examine administrative offence cases.

Therefore, the FISS has no legal grounds to draw up administrative offence reports and examine administrative offence cases for violation of the AML/CFT legislation by insurance companies and institutions.

In there are materials containing data on administrative offence, the FISS and its territorial offices shall file with the Federal Financial Monitoring Service (hereinafter Rosfinmonitoring) information on discovered violations of the Russian AML/CFT legislation in accordance with Article 28.1 of the RF Code of Administrative Violations.

As part of the Action Plan implementation efforts a draft law on amendments to the Russian Code of Administrative Offence including provisions on granting powers to the supervisory bodies to draw up administrative offence reports and examining administrative offence cases under Article 15.27 of the Code of Administrative Offences has been elaborated. This draft law does not include provision on granting the said powers to the FISS. (Resolution dated 19.05.2009 of the Inter-Agency AML/CFT Committee suggests that the said draft law should be submitted by the Committee Chairman to the concerned executive authorities and organizations for review and reconciliation).

Letter No. 1576/02-03 dated 06.03.2009 submitted to the Committee for Financial Markets and Currency Circulation of the Council of Federation of the RF Federal Assembly contains proposals on amendment of Law No. 4015-1 including the obligation of an insurance institution to reconcile with the insurance supervisory body all proposed appointments (replacements, temporary appointments) of manager of insurance institution, chief accountant and deputy chief accountants of insurance institution and also manager, deputy manager, chief accountant, deputy chief accountants of a branch of insurance institution

Draft Federal Law contains provisions on granting powers to the FSFM to examine administrative violation cases under Article 15.27 of the RF Code of Administrative Offences.


	

	
	6. BoR, FSFM, FISS and ROSCOM has no powers to revoke a license when owners are convicted for relevant criminal or economic offence


	Letter No. 4818/03-04/09 dated 16.06.2009 submitted to the MoF Financial Policy Department indicates that the FISS has no power to withdraw licenses for violation of the Russian AML/CFT legislation.

1)  Law No. 4015-1 provides for the following state insurance supervisory measures: issuance of order, license restriction or suspension, and license withdrawal. Procedure of implementation of these measures envisages issuing an order, and if such order is not complied with in due manner or within the specified timeline as well as in case of refusal to receive the order a license is to be limited or withdrawn. Therefore, the system of imposing sanctions on insurers consists of a set of successive measures, the first of which is issuance of an order. Law No. 4015-1 establishes that an order is issued by the insurance supervisory body in case of violation of the insurance legislation, and provides the list of grounds for issuing an order (Article 32.6 of Law No. 4015-1). However, this list does not include violation of the Russian AML/CFT legislation. Thus, pursuant to Law No. 4015-1 the FISS has no legal grounds to impose sanction on insurers for violation of the Russian AML/CFT legislation.

3)  Article 13 of Russian AML/CFT Law No. 115-FZ provides for withdrawal (revocation) of a license in accordance with the procedure set out by the Russian Federation legislation for violation of the requirements of AML/CFT Law by institutions carrying out transactions with monetary funds and other property. However, the said procedure for license withdrawal (revocation) is not established in the legislation. Thus, pursuant to Law No. 115-FZ the FISS has no legal grounds to withdraw license for violation of the Russian AML/CFT legislation by insurance institutions.

The FSFM has prepared a draft Federal Law “On Amendments to Federal Law “On Securities Market” and other Legislative Acts of the Russian Federation” (in terms of prudential supervision of professional participants in the securities market and procedure of paying compensation to natural persons in the securities market), which includes provisions on preventing criminals from becoming major shareholders in professional participants of the securities market.

Should these provisions be violated, the FSFM will be entitled to revoke the respective license.

As regards the banking activity Implementing this recommendation in the proposed context seems to be inexpedient. Revoking a license in cases when the bank owners have been convicted of criminal or economic offences does not have a direct relation to a credit institution's activity in the banking services market. If such changes are adopted, this may lead to situation when even major banks may face revocation of their licenses. License revocation as a sanction is applied to a credit institution as a legal person. At the same time credit institution may not be responsible for criminal or economic offences committed by the founders, since the requirements for their business reputation are not established by law.

         Please note that in relation to this recommendation the Russian delegation to FATF, MONEYVAL and EAG Plenaries recorded a position according to which this recommendation may not be accepted for implementation, since it is not based on the FATF evaluation methodology and its implementation could cause adverse social consequences. 

Concerning the BoR efforts on prevention of criminals to management of credit institutions.
	The FSFM has elaborated the draft Federal Law “On Amendments to the Federal Law On the Securities Market and to Other Legislative Acts of the Russian Federation” (in terms of prudential supervision of professional securities market participants and procedure of paying compensation to natural persons in the securities market), which includes provisions on preventing criminals from becoming major shareholders in professional securities market participants.

In case of violation of these provisions, the FSFM will be entitled to make a decision to revoke the respective license.

Articles 32.3, 32.4, 32.6, 32.8 of Law of the Russian Federation No.4015-1 “On Organization of Insurance in the Russian Federation” dated November 27, 1992 and item 5.2 of the Regulation Concerning the Federal Insurance Supervisory Authority approved by Decree of the Government of the Russian Federation of 30.06.2004 No.330, entitle the FISS to impose sanctions on insurance entities that may lead to withdrawal of a license, including imposition of sanctions upon detection of violation of the AML/CFT legislation of the Russian Federation.

         According to Article 29 of Federal Law No.126-FZ “On Communications” dated July 7, 2003, payable communication services are rendered by legal entities and sole proprietors only based on a communication service license (hereinafter the license). List of communication services specified in the licenses and the corresponding license terms are established by the Government of the Russian Federation and are updated on an annual basis.  

        Pursuant to Article 37 of Federal Law No.126-FZ, the licensing authority (Roscomnadzor) may suspend the license and may also cancel the license through judicial procedure in case of failure to eliminate, within the prescribed time period, the circumstances that have led to license suspension (Article 39 of Part 1 of Federal law No.126-FZ). The exhaustive list of the grounds for license suspension is provided in Federal Law No.126-FZ.

In relation to this recommendation the Russian delegation to FATF, MONEYVAL and EAG Plenaries recorded a position according to which this recommendation may not be accepted for implementation, since it is not based on the FATF evaluation methodology and its implementation could cause adverse social consequences.

	
	7. System of imposition of sanctions on FIs, except for CIs, is ineffective


	Statistics of the inspection results show improvement of FSFM supervision effectiveness.
	Statistics on sanctions introduced by the FSFM reflects the improvement of efficiency. As a result of inspections performed in 2009, the FSFM cancelled 23 licenses, which is almost 8 times more than in 2006, and revoked 28 qualification certificates of executive officers.

The number of penalties imposed by Rosfinmonitoring in 2008-2010 increased significantly as compared to 2006-2007: in relation to insurance organizations – 6 times, in relation to professional securities market participants and managing companies – 8 times. Penalty sanctions were imposed both on institutions that fail to comply with AML/CFT requirements and on their executive officers.

Federal Law No.176-FZ empowers the FSFM to examine and treat administrative offences punishable under parts 1 – 4 of Article 15.27 of the Code on Administrative Offences.   

In June-July 2010, Roscomnadzor conducted the scheduled inspection of Post of Russia. Subject to inspection was the operation of all 83 branches of Post of Russia located in all constituent regions of the Russian Federation.

Following the inspection, 95 orders on elimination of the discovered findings were issued.

In 2009, 20 orders to eliminate detected violations were issued.

In 2008, 18 orders of elimination of detected findings were issued.

Statistics reflects the improvement of efficiency.  

Moreover, Pursuant to Federal Law No.176-FZ, all supervisory authorities will be empowered to examine and treat administrative offences punishable under Article 15.27 of the Code on Administrative Offences from January 2011.   

	
	8. ROSCOM competence to conduct on-site inspections of compliance with full range of AML/CFT requirements, request and receive data is unclear


	
	Article 1 of Federal Law No.294-FZ “Regarding Protection of Rights of Legal Entities and Individual Entrepreneurs in the Course of State Control (Supervision) and Municipal Control” dated December 26, 2008 was amended by Federal Law No.60-FZ dated 28.04.2009 which eliminated limitations on the frequency and procedure for arranging and conducting inspections as part of measures to control compliance with AML/CFT legislation. This provision covers all AML/CFT supervisory authorities.

According to item 5.1.1.2.5 of the Regulation of the Federal Service for Supervision of Telecommunications, Information Technologies and Mass Communications approved by Decree of the Government of the Russian Federation No.228 dated March 16, 2009, Roscomnadzor carries out state supervision and control in the sphere of communications and monitors compliance by the federal postal service institution with the procedure for recording, keeping and submitting information on transactions that are subject to mandatory control in accordance with the legislation of the Russian Federation, as well as compliance with regulations concerning internal control arrangements.

Roscomnadzor supervises and inspects the federal postal service institutions (their branches, postal service units, separate subdivisions – general post offices, postal service centers, structural subdivisions – postal service offices). Control and supervision are carried out in the form of scheduled and unscheduled inspections.

In 2008-2009, Roscomnadzor carried out over 4 350 inspections of subdivisions of the Post of Russia. Based on the inspection findings provided by Roscomnadzor, Rosfinmonitoring instituted administrative proceedings against both the legal entity – Post of Russia, and its liable officials.

Therefore, Roscomnadzor has sufficient powers to carry out on-site inspections of AML/CFT compliance and to require and receive relevant information.

Roscomnadzor has developed and submitted (to the relevant government agencies) for review and approval a draft Administrative Regulation on executing the state function of supervision and control in the communications sector over compliance by the federal postal service institutions with the procedure of recording, keeping and reporting information on money transactions subject to control under the Russian Federation legislation, and over their internal control arrangements (hereinafter the Regulation).

The purpose of the development of the said Regulation is to enhance efficiency of supervision over compliance by the Post with the AML/CFT legislation and to implement a unified approach to exercising the state control (supervision) in the communications sector.

	30. Resources, integrity and training
	1. At the majority of regional departments and most law enforcement and supervisory bodies number of employees specifically tasked with AML/CFT issues is low and difficult to evaluate


	          The Economic Security Department of the Russian Ministry of Internal Affairs is staffed by 1 046 employees. RF Presidential Decree dated 6 September 2008 established a structural division - Operative and Detective Bureau No. 10 of the MIA, where the 2nd and 3rd units with a total staff of 34 officers are imposed AML/CFT duties. Previously these functions were carried out by the 2nd department of Operative and Detective Bureau No. 7 of the MIA (with a total staff of 14 officers).

         The Ministry of Internal Affairs and the International Training and Methodological Centre of Financial Monitoring elaborated a new standard training program for Russian law enforcement officers carrying out the activity in AML/CFT sphere. The draft program is currently being reconciled. It is expected to be included into all educational disciplines of legal specialties in higher professional education system of the Russian MIA aimed at detailed study of the forms and methods of law enforcement activity in the financial sphere.

         In 2009, the Ministry of Finance allocated extra personnel (15 employees) for the Assay Chamber to increase the controlling and supervisory staff of federal assay authorities that supervise compliance with AML/CFT requirements by institutions buying, buying and reselling precious metals and stones and jewellery items made from them as well as jewelry scrap.

         In the educational system of the Federal Security Service of Russia, the AML/CFT issues are included into educational plans on combating crimes that pose threats to economic security of the Russian Federation. They are studied at 13 courses of professional retraining and professional development for operative and administrative staff of the Federal Security Service (18 groups consisting of 25 – 30 persons each attend for these 13 courses throughout the year). AML/CFT issues are also included in educational plans of the newly established economic security department at the Russian Federal Security Service Academy.

        Rosfinmonitoring and other supervisory bodies (Roscomnadzor and FISS) have analyzed their needs for additional staff in charge of the AML/CFT issues and submitted proposals to the Russian Federation Government.  

       By the Russian Government Resolution dated 5 December 2008 No. 914 “On amendments to Russian Government resolutions dated 8 April 2004 N. 203 and 30 June 2004 No. 330", the maximum number of employees of the FISS territorial bodies has been increased from 119 to 160 (effective since 1 January 2009).

       As already pointed out in Recommendation 23, in order to provide AML/CFT supervisory bodies with qualified human resources, Rosfinmonitoring and the International Training and Methodological Centre of Financial Monitoring are working to organize a training and professional development system for specialists of supervisory bodies.

       In the first half of 2009 the central headquarters of Post of Russia set up a 6-person financial monitoring sector at the Department for Organization of Regional Work and Cooperation with Law Enforcement of the Postal Security Directorate. The unit is presently fully staffed.   

       On 3 March 2009, Head of Roscomnadzor approved the consolidated list of training activities aimed at raising qualifications of Roscomnadzor employees in 2009, which has been disseminated among all territorial bodies of Roscomnadzor.
	The Economic Security Department of the Ministry of Internal Affairs (MIA) is staffed by 1 046 employees. The RF Presidential Decree dated 6 September 2008 established a structural division-Operative and Detective Bureau No.10 of the MIA, where the 2nd unit with a total staff of 20 officers are imposed AML/CFT duties. Previously these functions were carried out by the 2nd department of Operative and Detective Bureau No. 7 of the MIA (with a total staff of 14 officers). Besides that, in the MIA economic crime departments in the constituent regions of the Russian Federation the AML duties are assigned to the special units (divisions, squads and teams) staffed by 2-10 officers. 

In 2009, the MoF allocated extra personnel (15 employees) for the Assay Chamber to increase the controlling and supervisory staff of the federal assay authorities that supervise compliance with AML/CFT requirements by institutions buying, and trading precious metals and stones and jewelry items made thereof as well as jewelry scrap.

In the education system of the Federal Security Service of Russia, the AML/CFT issues are included into educational plans on combating crimes that pose threats to economic security of the Russian Federation. They are studied at 13 courses of professional retraining and professional development for operative and administrative staff of the Federal Security Service (18 groups 25 – 30 persons each attend for these 13 courses throughout the year). AML/CFT issues are also included in education plans of the newly established economic security department at the Russian Federal Security Service Academy.

Rosfinmonitoring and other supervisory agencies (Roscomnadzor and FISS) have analyzed their needs for additional staff in charge of the AML/CFT issues and submitted proposals to the Russian Government.  

 In compliance with Resolution of the RF Government No.914 “On Amendments to Russian Government Resolutions No.203 dated April 8, 2004 and No.330 dated June 30, 2004, the maximum number of employees of the FISS territorial bodies has been increased from 119 to 160 (effective since 1 January 2009).

As far as the Federal Drug Control Service (FSKN) is concerned, in accordance with the current legislation, the number of staff of the regional offices of FSKN in charge of combating against laundering of proceeds from illegal drug trafficking depends on the drug trafficking situation in a particular region.

Besides that, the efforts to improve the Russian AML/CFT system with consideration for the FATF Recommendations are arranged and implemented by the FSKN under the Interagency Plan on Measures to Suppress Illegal Activities of Individuals and Legal Entities Involved in Legalization (Laundering) of Funds from Illegal Drug Trafficking for 2010-1012, the Interagency Measures to Combat Financing of Terrorism for 2010-2012 as well as under the Joint Plan on Measures to Combat Illegal Trafficking of Narcotic Drugs, Psychotropic Substances in the Constituent Regions of the Russian Federation Located in the Southern Federal District and to Suppress Contraband thereof for 2009-2014.

The FSKN Departments in the Karachayevo-Cherkessian Republic, Republic of North Ossetia, Republic of Dagestan, Republic of Ingushetia, Astrakhan, Rostov and Volgograd Regions and Krasnodar Territory held the interagency meetings and workshops attended by the representatives of the territorial (local) offices of the Federal Customs Service of Russia. The said meetings and workshops addressed the issues pertaining to improvement of information exchange in the area of combating legalization (laundering) of proceeds from crime and their use for financing extremist and terrorist organizations.

	33. Legal persons – beneficial owners
	1. No current system requires adequate transparency regarding beneficial ownership and control of legal persons


	1. Pursuant to item 5.1.4 of Instruction of the Federal Securities Market Commission dated 03.06.2002 No. 613/r “On methodological guidelines for meeting by the professional participants in the securities market the recommendations of AML/CFT Law No. 115-FZ dated 07.08.2001” institutions being professional participants in the securities market are recommended to develop a customer identification and examination program including, inter alia, measures for examining customers and their representatives. For this purpose it is recommended to:

Survey customers and their representative by drawing a form containing data on a customer and its representative, customer’s activities, affiliated persons and other information;

Identify list of founders (partners in) of a legal person and natural persons having opportunity to influence decisions taken by bodies of a legal person;

Find out structure of governing bodies of a legal person and their powers;

Regularly, but not less than once a year, updated available information on customers and their representatives.

2. Pursuant to FSFM Order dated 07.10.2008 No. 08-39/pz-n the Procedure of licensing of types of professional activities in the securities market adopted by FSFM Order dated 06.03.2007 No. 07-21/pzn has been amended to include a provision that obligates to provide full information on licensee’s ownership structure. Full information on ownership structure means disclosure of information on a person or group of persons who owns, directly or indirectly, five or more percent of authorized (share) capital of a licensee. Information on the said person or group of persons is considered disclosed if such person (persons being members of a group of persons) is the Russian Federation, constituent entity of the Russian Federation, municipal entity, natural person, legal person disclosing information pursuant to Article 30 of Federal Law dated 22.04.1996 No. 39-FZ “On Securities Market” or non-profit organization (except for non-profit partnership) and also foreign persons having similar status..

        The draft law amending the AML/CFT Law introduces the definition of "beneficial owner". According to the proposed amendments, FIs and primarily credit institutions must obtain credible information on beneficial ownership of the customers. Since under the requirements of Russian laws each legal person must have an account with a credit institution, all information on beneficial ownership of legal persons in the Russian Federation will be kept by credit institutions. According to the established procedure, FIU and law enforcement bodies can have access to such information. 


	Federal Law No. 176-FZ dated Jul 23, 2010 introduces the term "beneficiary". Pursuant to the above Federal Law, financial institutions, especially credit institutions, will receive accurate information on the beneficial ownership of their clients.  Given the existence of a requirement in the Russian law for each legal person to have an account in a credit institution, all data related to the beneficial ownership of legal persons in the Russian Federation will be stored in these credit institutions.  In accordance with the established procedures, the FIU and law enforcement agencies have access to this data. 

The procedure for assessing the transparency level of ownership structure is established by the Bank of Russia in instruction No. 2005-U dated Apr 30, 2008 "On Assessing the Economic Status of Banks."  This procedure is based on the guidelines used for assessing the ownership structure transparency of the banks included in the deposit insurance system and given in the instruction of the Bank of Russia No. 1379-U dated Jan 16, 2004 "On Evaluating the Financial Stability of a Bank to Ensure its Sufficiency for Participation in the Deposit Insurance System." Pursuant to Instruction No. 2005-U, assessment of the economic status of a bank is based, among others, on the results of the assessment of the transparency of a bank's ownership structure. If a bank's ownership structure is deemed by the Bank of Russia to be non-transparent, such bank is consigned to the classification group 3 and is subject to special supervision by the Bank of Russia. 

A requirement introduced in December 2009 makes it mandatory for banks included in the deposit insurance system to publicly disclose the information on individuals exercising significant (direct or indirect) influence on the decisions taken by a bank's management in the manner stipulated  by the Bank of Russia (Article 1, Paragraph 21, Subparagraph "E " of Federal Law No. 270-FZ dated Dec 22, 2008 " On Amending Federal Law 'On Insurance of Deposits of Natural Persons held in Banks of the Russian Federation'").

Instruction of the Bank of Russia  No. 2312-V  dated Oct 27, 2009 "On Amending Instruction of the Bank of Russia No.1379-U dated Jan 16, 2004 ' On Evaluating the Financial Stability of a Bank to Ensure its Sufficiency for Participation in the Deposit Insurance System'" contains a requirement, pursuant to which a bank is deemed to have ensured public access to the information  on individuals exercising significant (direct or indirect) influence on the decisions taken by its management if information on such individuals is posted on the bank's own website or the official website of the  Bank of Russia in the manner prescribed by the Regulation of the Bank of Russia No. 345-P dated Oct 27, 2009 "On the Procedure for Disclosing  on the Official Website of the Bank of Russia Information on Individuals Exercising Significant (direct or indirect) Influence on the Decisions Taken by the Management of Banks Members of the System for Mandatory Insurance of Deposits of Natural Persons in the Banks of the Russian Federation. "

Pursuant to the above instruction, a bank is deemed to have ensured public access to the information  on individuals exercising significant (direct or indirect) influence on the decisions taken by its management, if the information posted on the bank's website contains the full name, nationality, place of residence (name of city, town) of a natural person (the beneficiary) and the full company name (or an abbreviated name, if any), registered address (postal address), the main state registration number and date of state registration of a legal person used by the beneficiary to exercise significant control.

In the event of a change of the individual exercising direct and / or any individual belonging to a group of persons exercising an indirect significant influence on the decisions taken by a bank's management, the information on such change shall be posted on the bank's website no later than 10 working days after the occurrence of such change.

In the event of failure to comply with the above requirements of the Bank of Russia and assignment to a bank of an "unsatisfactory" rating in three consecutive months (Article 48 of Federal Law "On Insurance of Deposits of Natural Persons Held in Banks of the Russian Federation"), a bank included in the register of banks will be deemed unsuitable for participation in the deposit insurance system, which will result in the revocation of its license for accepting deposits  from natural persons and imposition of a ban on opening and maintaining bank accounts of natural persons.

 Thus, the Bank of Russia has within the powers conferred upon it by the federal law developed and implemented a system of control over changes in bank beneficiaries.  

Order of the Federal Financial Markets Service of Russia No. 07-21/pz-n dated Mar 6, .2007 became inoperative in connection with the issuance of Decree of the FFMS No.10-49/pz-n dated Jul 20, 2010 "On the Approval of the Provision for Licensing Requirements and Conditions for Fulfilling Professional Duties in the Securities Market "(hereinafter the "Provision").  Pursuant to the above Provision, the term "full information on the ownership structure" shall, in the opinion of the FFMS of Russia, mean disclosure of information on a person or a group of persons who directly or indirectly own five percent or more of the charter (share) capital of the licensee. The information on the said person or a group of persons is deemed to have been disclosed if such person (persons members of a group of persons) is the Russian Federation, a subject of the Russian Federation, a municipality, a natural or legal person disclosing the information in accordance with Article 30 of Federal Law No. 39-FZ date Apr 22, 1996 "On the Securities Market", or a nonprofit organization (except non-commercial partnerships), as well as foreign citizens with similar status.

Pursuant to Federal Law No. 208-FZ dated Aug 27, 2010 "On Consolidated Financial Statements",  which has recently been adopted to enhance the transparency of  joint stock companies, all reports filed by joint sock companies shall, in accordance with International Financial Reporting Standards, contain  information not only on  affiliated but also dependant companies.   

	SR. VI 

AML/CFT Requirements to the services of money/values transfer (MVT)


	1. The ongoing system lacks effectiveness in providing compliance 
	In order to improve AML/CFT work, FGUP Russian Post reorganized its internal control system.  

Responsibility for organizing and implementing the internal control procedures for the purposes of AML/CFT at FGUP Russian Post is assigned to UFPS (the Directorate of Federal Postal Service) which is in charge of monitoring postal money transfer, providing information of transactions subject to control to Rosfinmonitoring (the Federal Financial Monitoring Service,), conducting the internal audit of the subordinate structural subdivisions – postal offices. FGUP Russian Post has 82 UFPS in all constituent entities of the Russian Federation. During 2007-2008, Roskomnadzor (the Federal Service of Supervision in the Area of Communications, Information Technologies and Mass Media) inspected all UFPS in the framework of the general supervision and FGUP Russian Post in the course of the internal audit.  Based on the audit results, the management of structural divisions received letters about detected violations and correctional measures needed.

All 918 postal offices have the Internal Control Rules on Acceptation and Paying out of Postal Money Transfers adopted by FGUP Russian Post’s Order No. 459-p dated September 19, 2007 and coordinated with Rossvyazokhrankultura (the Federal Service of Supervision in the Area of Mass Media, Communications and Cultural Protection), which is the main document regulating the actions of personnel and officers in charge of carrying out AML/CFT control.

In order to ensure full compliance with Russian AML/CFT legislation, a new wording of FGUP Russian Post’s Internal Control Rules is being currently reviewed and coordinated with Roscomnadzor.

All postal offices have guidelines containing requirements to identify customers-natural persons while carrying out money transfers equal to or exceeding the threshold amount set by the AML/CFT Law.

In order to unify forms and pursuant to the Internal Control Rules on customer identification requirements, FGUP Russian Post issued Order No. 81-p dated March 13, 2007 approving new postal money transfer forms containing the field which the transfer originator must fill in with his passport details. They are used in the postal office network upon accepting (paying out) money transfers at all postal offices and make it possible to identify a transfer originator as well as record originator details upon suspicious transactions.

The replacement from old postal money transfer forms to new ones was completed by April 2008.

All postal offices are supplied with regularly updated Terrorist List (list of legal and natural persons in relation to which there is information of their implication in extremist activities). Notably, at computerized postal offices (55% of all POs) with data protection means this List is available in electronic form.

Workplaces of employees of all 82 UFPS – branches of FGUP Russian Post, who are in charge of  organizing AML/CFT control under the Internal Control Rules, are automated; they have special software with data protection means, which is used to report to Rosfinmonitoring any money transfers subject to mandatory control or of suspicious nature. 

During annual seminars for FGUP Russian Post branches, officers of branches undergo additional training in AML/CFT and Internal Control Rules with participation of Rosfinmonitoring and  Roscomnadzor representatives in training events.

Employees engaged in implementing the Internal Control Rules undergo annual training on AML/CFT issues.

A total of 128 training events took place in 2008. During this period training was provided for:

postal service operators - 10 515;

postal office directors - 7 567;

postal office deputy directors - 2 568;

head postal office workers - 422;

branch administration employees - 532;

TOTAL: - 21 604. 

In the first half of 2009 the central headquarters of FGUP Russian Post set up a 6-person financial monitoring sector at the Department for Organization of Regional Work and Cooperation with Law Enforcement of the Postal Security Directorate. The unit is presently fully stuffed.

At the same time, it is necessary to take into account the fact that the aforesaid training requirements, set out in Rosfinmonitoring Order No. 256, also apply to organizations of federal postal service.
	In order to improve its activity in the sphere of AML/CFT, the Federal State Unitary Enterprise Russian Post has reformed its internal control system.

In view of amendments and updates made to the AML/CFT Law dated Aug 7, 2001 "On Anti-Money Laundering and Terrorist Financing (hereinafter the "Law"), the FSUE Russian Post issued Decree No. 461-p dated Jan 4, 2009 and approved by the Federal Supervision Agency for Information Technologies and Communications, which confirms and makes effective as of Jan 6, 2009 a new version of the Rules of Internal Control (hereinafter the "Rules").  The Rules contain, among others, (i) programs for direct implementation of internal control in the departments of the FSUE Russian Post,  identification and study of clients, detection and identification of beneficiaries, detection of transactions subject to mandatory monitoring, (ii) categories of special official bodies responsible for compliance and implementation of the said Rules and programs, their responsibilities, (iii) a list of employees who must undergo mandatory  AML / CFT training.

Among the responsibilities of the special official bodies of the Federal Postal Service Directorate (FPSD) and post offices is the responsibility to monitor postal money transfers, record and submit information on transactions which are subject to mandatory control to the RosFinMonitoring, conduct internal audit of structural departments.

Workstations of all special official bodies of the FPSD (branches of the FSUE Russian Post) who are responsible under the Rules for organization of AML/CFT control are computerized and have special information-protecting software, which is used for submitting reports on postal money transfers that are subject to mandatory control or display sign of suspiciousness to RosFinMonitoring.

All the work of the Central Office of the FSUERP and its branches in the are of AML/CFT is coordinated by the Postal Security Authority.

The structure of the FSUERP comprises a total of 83 Federal Postal Service Directorates in all constituent entities of the Russian Federation.  All of them are provided with the Rules and a regularly updated List of Organizations and Individuals Believed to be Involved in Extremist Activities (hereinafter the "List").  Furthermore, all computerized post offices equipped with information-protecting software are provided with a soft copy of the List.

When processing postal money transfers, employees of all subdivisions of the FSUERP  must, besides checking customers against the List, follow the criteria for and signs (stipulated in the Rules) of unusual transactions that may be associated with  terrorism financing. 

All offices of the postal service are supplied with information materials detailing the requirement for mandatory identification of all  customers natural persons prior to accepting from them postal money transfers, irrespective of the amount thereof, as well as any transfers equaling or exceeding the amount stipulated in the Law.

Postal order forms containing passport details of the sender, as approved by Decree of the FSUERP No. 81-p dated Mar 13, 2007, are used when accepting postal money transfers in all offices of the postal service, enabling identification of the sender, and, in the event of any suspicious transactions, recording of the details of such sender.

More than 30 percent of the post and general post offices, were audited within 6 month of this year, as part of the internal audit designed to measure compliance of the structural subdivisions with the requirements of the AML/CFT Law and the Rules of Internal Control, by the administrative personnel of the FSUERP and its branches. Based on the audit results, reports on disclosed non-compliances and necessary measures for their elimination are forwarded to the management of respective branches and structural subdivisions.

           The FSUERP holds annual training for its employee in accordance the program prescribed in the Rules. The program includes sessions dedicated to studying regulatory acts of the Russian Federation in the sphere of AML/CFT, the Rules, as well as regular practical training in identifying suspicious money transactions that may be associated with ML/FT. 

The training program for the employees involved in the implementation of the Rules of Internal Control in the sphere of AML/CFT was attended in 1H 2010 by:

           postal operators - 13,719;

           general managers of post-offices  - 11,469;

           deputy general managers of post-offices  - 2,372;

           employees of general post-offices – 2,379;

           administrative staff of branches -  426;

TOTAL: 30,899.

A total of 2,596 training programs are planned for 2010. Additionally, pursuant to the "Regulation on the Requirements for the Preparation and Training of the Employees of Organizations Involved in Conducting Transactions with Monetary and Other Assets with the Aim of Combating Money Laundering and Terrorist Financing", approved by Decree of RosFinMonitoring No. 203, the FSUERP offers training to special official bodies and other employees requiring training in AML/CFT in the form of targeted instructions conducted by institutions authorized by RosFinMonitoring. Around 1800 persons will receive such training by the end of 2010.

	
	2. Insufficient attention is paid to existence of illegal alternative remittance systems and risks posed by them
	The work of upgrading the practice of identifying, investigating and terminating the activities of illegal alternative remittance systems was continued using positive experience in the field contained in

mutual evaluation reports of FATF member states.

To achieve the goal of combating illegal alternative remittance systems the mechanism and functions of the AML/CFT Interagency Commission (AML/CFT IAC) were put to more effective use.

The new AML/CFT IAC format, approved in May 2009, has been expanded to include representatives (at the level of directors or deputy directors of structural subdivisions) of the Russian Federation’s Ministry of Internal Affairs, Ministry of Foreign Affairs, Ministry of Communications and Information Technology, Ministry of Finance, Ministry of Justice, Foreign Intelligence Service, Federal Security Service, Federal Drug Control Service, Rosfinmonitoring, Federal Tax Service, Federal Customs Service, Federal Financial Markets Service,  Federal Penitentiary Service, Federal Service of Court Bailiffs, Rosstrakhnadzor (the Federal Service of Insurance Supervision), Roscomnadzor, and the Bank of Russia. 

Authorized representatives of the following bodies may take part in the Interagency Commission with advisory vote :

State Duma Security Committee and Financial Market Committee;

Administrative Department of the Russian Government and Economics and Finance Department of the Russian Government;

Russian Security Council Management;

Russian State Assay Chamber at the Russian Finance Ministry.

Commission meetings are open for participation of the Prosecutor General of the Russian Federation, his deputies and other prosecutors at secondment.

All the AML/CFT IAC’s decisions are officially recorded and are binding.

In accordance with Commission’s decisions, the law enforcement bodies on a regular basis share practice and experience of identifying and terminating the activities of “havala” type alternative remittance systems.

Since adoption of the Russian report, quite a number of experience-sharing events took place on the Commission’s regular meetings: 7 cases were presented by the Federal Security Service and 1 by the Federal Drug Control Service.

To better assess the size and the nature of ML/TF threat posed by illegal alternative remittance systems taking into account the size of the Russian territory, similar work was organized in all 7 Federal Districts. This work is carried out jointly by Interregional Departments of Rosfinmonitoring and local

law enforcement bodies.

Another approach taken in the field of combating illegal alternative remittance systems is the development of legal MVT sector is represented by Russian and international providers of cross-border wire transfer services.

The volume of cross-border wire transfers conducted by legal MVT services increases every year. As the result of this tendency, the share of unofficial channels of money transfers is reduced and the customers eventually chose official systems of money transfers.

To attract customers, legal MVT services focus on the following three aspects: they reduce their commission fees, extend the territorial coverage and make transfers faster and more reliable.

The rate of commission fees is one of the most important criteria for customers when they make their choice. Currently, the commission fee is about 4-5% of the amount to be transferred, therefore, the larger is the amount of transfer the lesser is the fee. During the last three years, the price of transfers was reduced practically in the whole price spectrum of amounts of transfers.
	The work aimed at improving the measures for identifying and terminating the activities of illegal alternative remittance systems has been continued, including by means of drawing on the positive experience detailed in the mutual evaluation reports of the states members of the FATF.

To achieve the goal of combating illegal alternative remittance systems, the mechanism of the Interagency Commission for AML/CFT has been put to more effective use.

The new body of the  Interagency Commission (approved in May 2009) is formed from the representatives (at the level of directors or deputy directors of structural units) of the MIA of Russia , the MFA of Russia, the Russian Ministry for Telecommunications, the MoF, the MoJ, Foreign Intelligence Service, Federal Security Service, Federal Drug Control Service, RosFinMonitoring, Federal Tax Service, Federal Customs Service, FSFM, Federal Penitentiary Service, FISS, Rosstrakhnadzor, Roskomnadzor, and the Bank of Russia.

Authorized representatives of the following bodies may take part in the Interagency Commission with advisory vote:

State Duma Security Committee and Financial Market Committee;

Administrative Department of the Russian Government and Economics and Finance Department of the Russian Government;

Russian Security Council Administration;

Russian State Assay Chamber at the Russian Finance Ministry.

Commission meetings are open for participation of the Prosecutor General of the Russian Federation, his deputies and other authorized by them prosecutors.

All Interagency Commission's decisions are officially recorded and are binding.

Subject to decisions taken by the Commission, law enforcement agencies regularly share experience in identifying and terminating the activities of "havala" type alternative remittance systems. 

Following the adoption of the Russian report, a number of cases involving detection and termination of such systems have been reviewed within the framework of the Interagency Commission: 7 cases were presented by the MIA and 1 by the Federal Drug Control Service. As the result of its activities the Federal Drug Control Service has identified criminal activities associated with illegal banking and money laundering carried out by a criminal group whose members within the period of one and a half year received from their customers about 4 billion Russian Rubles, of which almost 800 million Russian Rubles was successfully laundered. In 2009, the Russian court found the accused guilty of crimes related to illegal banking activity (part 2 of Article 172 of the Criminal Code of Russia). 

To better assess the extent and nature of ML/TF threats posed by illegal alternative remittance systems with account for the size of the Russian territory, appropriate work was organized in all 7 Federal Districts. This work is carried out jointly by Interregional Branches of RosFinMonitoring and local law enforcement agencies.

Another direction taken in the field of combating illegal alternative remittance systems focuses on improving the market of legal money remittance services provided by Russian and international providers of cross-border wire transfer services.

The volume of cross-border wire transfers conducted by legal money remittance services increases year on year, resulting in the reduction of the share of the "unofficial channels" and shift of customers from illegal systems to legal ones.

To attract customers, legal money remittance systems focus on the following three aspects: they reduce their commission fees, extend the territorial coverage and make transfers faster and more reliable.

The size of commission fees is one of the most important criteria for customers when they make their choice. Currently, the overage commission fee is set at approximately 4-5% of the amount to be transferred. However, any increase in the transfer amount leads to the decrease in the commission fee. It has to be noted that in the last three years the commission rate has been reduced along virtually the entire price spectrum of transfer amounts.

	
	3. Providers of payment acceptance services were not covered by the supervision regime until November 2007, that is why it is unreal to evaluate effectiveness of their compliance with the AML/CFT Rules 


	
	Federal Laws No. 103-FZ and No.l21-FZ dated  June 3, 2009 govern activities performed by payment acceptance operators (paying agents and bank paying agents) and provide for supervision of compliance with the existing legislation 



	
	4. Application of Recommendations 5, 6, 7, 8, 10, 13, 14, 15, 22 and 23 in the MVT sector has the same deficiencies as those applied to banks 
	
	The requirements in the sphere of AML/CFT cover all regulated institutions. 

Please see information provided in the relevant recommendations. 

Roskomnadzor has additionally developed criteria and indicators of unusual transactions in the sector of postal services. Suggestions were made to update the List of Criteria for and Indicators of Unusual Transactions (considering the growing number of suspicious transactions connected to transfer of significant amounts in cash to individuals using the remittance system of the FSUERP network).

The criteria and indicators of unusual transactions suggested by the Roskomnadzor were reflected in the Decree of the RosFinMonitoring No. 103 dated May 8, 2009 "On Approval of Recommendations for Development of Criteria Used for Detecting the Signs of Unusual Transactions."

The criteria and indicators of unusual transactions are integrated as a separate appendix into the revised version of the Rules of Internal Control of the FSUERP and programs for their implementation approved by Decree of the FSUERP No. 461-p dated Dec 4, 2009 and agreed with the Roskomnadzor.

	
	5. Roszvyaz (the Federal Communication Agency) lacks effective sanction powers 
	
	Pursuant to item 5.1.1.2.5 of the Provision on the Federal Service for Supervision in the Sphere of Communications, Information Technology and Mass Communications approved by Decree of the Government of the Russian Federation No. 226 dated March 16, 2009, the Roskomnadzor is responsible for the state monitoring in the sphere of communications of (i) the compliance of institutions of the federal postal service with the procedure for recording, keeping and submittal of information on transactions that are  subject to mandatory control under the Russian law, and (ii) organization of internal control mechanisms. 

The state function is exercised in respect to organizations of the federal postal service, which are organizations of postal service with a status of a state unitary enterprise or a state institution established on the basis of the federal property

The Roskomnadzor supervises organizations of the federal postal service (their branches, postal service units, separate subdivisions acting as general post offices, postal service centers and structural subdivisions in the form offices of postal service). Control and supervision is carried out in the form of scheduled and unscheduled inspections. The total number of supervised entities is 83 FPSDs.

The Roskomnadzor has developed an Administrative Procedure for exercising the state function pertaining to state supervision and monitoring in the sphere of communications of compliance of organizations of the federal postal service with the procedure for recording, keeping and submittal of information on transactions that are subject to mandatory control under the Russian Law, as well as for the introduction by such organizations of measures of internal control related to the establishment of the procedure for conducting inspections aimed at ensuring compliance with the requirements of the AML/CFT Law. The Procedure is meant to make monitoring of compliance   of the   Postal Services with   AML/CFT legislation more effective.   

Federal Law No. 176-FZ amended Article 23.44 "Agencies Conducting State Supervision over Communications and Information" of the Code of Administrative Offences of the Russian Federation, which gives Roskomnadzor the right to examine (within its powers) cases involving administrative violations specified in Paragraphs 1 - 4 of Article 15.27.

Therefore, as of January 24, 2011 the right to examine administrative cases on behalf of the Roskomnadzor (pursuant to Art 23.44 of the CAO of the RF) will be given to:

Chief State Inspector of the Russian Federation for supervision of communications and information, his deputies; senior state inspectors of the Russian Federation for supervision of communication and information.

Also, Article 15.27 of the Administrative Code of the Russian Federation has been amended in favor of more serious sanctions, including administrative suspension of the activities of an institution and disqualification of its official body, and in less serious cases, starting with a warning; the size of penalties that can be imposed on legal persons and official bodies of institutions has also been significantly increased.

Amendments made by Federal Law No. 60-FZ dated Apr 28, 2009 to Article 1 of Federal Law No.  294-FZ dated Dec 26, 2008 "On Protection of Rights of Legal Entities and Individuals during State and Municipal Supervision" establish no restrictions as to either frequency of or procedure for organizing and conducting audits in the course of monitoring compliance with the law in the sphere of AML / CFT. The above provision applies to all supervisory agencies working in the sphere of AML / CFT.    

	СР. VII Wire transfer rules 
	1. Full originator information is not required in certain cases 


	On June 3, 2009 Federal Law No. 121-FZ was adopted, stipulating that full originator information must accompany money wire transfers, bringing the issue into compliance with FATF Standards.

At the same time, pursuant to the requirements of Paragraph 3.1 Article 7 of the Federal Law No. 115-FZ, the Bank of Russia issued the Directive No. 1964 dated January 22, 2008 on Making Amendments to the Bank of Russia’s Provision No. 2-P dated October 3, 2002 on Non-cash Payments in the Russian Federation and the Bank of Russia’s Directive No. 1965 dated January 22, 2008 on Making Amendments to the Bank of Russia’s Provision No. 222-P dated  April 1, 2003  on the Procedures of Non-cash Payments by Natural Persons in the Russian Federation, which provide for practical implementation of the existing legislative requirements to accompany wire transfers with the full originator information.


	In light of the adoption of Federal Law No. 121-FZ dated Jun 3, 2009 "On Amendments to Certain Legislative Acts of the Russian Federation", which specifies the requirement for non-cash transactions and money transfers carried out without opening an account to be accompanied with the sender's details, the Bank of Russia issued Instruction No. 2281-U dated Aug 26, 2009 "On Amendments to the Provision of the Bank
of Russia No. 222-P dated Apr 1, 2003 'On Procedure for Carrying Out Non-Cash Transactions by Natural Persons in the Russian Federation'" in order to bring its regulations in line with the AML/CFT Law.

Furthermore, pursuant to Article 7.2 of the AML/CFT Law (as amended by Article 3 of Federal Law No. 121-FZ), the requirement, which is specified in the said Article and pertaining to the requirement for credit institutions and organizations of the federal postal service to control the availability, completeness and submission of the sender's details with accounting documents or by other means upon execution of non-cash payments and money transfers, does not applies to a limited number of transactions, the execution of which carries very limited risk of them being used for money laundering and terrorist financing purposes.

	
	2. No requirement to the recipient financial institutions to apply risk-based procedure to money transfers and the incoming transfers are not covered either 


	As it follows from Article 7.2 of the Federal Law No. 115-FZ (as amended by Article 3 of the Federal Law No. 121-FZ),  the requirement to accompany payment with the originator information covers the incoming wire transfers as well. At the same time, the said Article of the Federal Law No. 115-FZ specifies additional control obligations to provide the originator information in the accounting documents. 
	Pursuant to Article 7.2 of the AML/CFT Law (as amended by Article 3 of Federal Law No. 121-FZ), a requirement to accompany payments with the sender's details also apply to "incoming transfers". Additionally, the said Article of the AML/CFT Law establishes additional requirements for ensuring that the settlement documents contain the sender's details.

	
	3. Requirement to refuse transactions without full originator information 


	Pursuant to Article 7.2 of the Federal Law No. 115-FZ ((as amended by Article 3 of the Federal Law No. 121-FZ), the obligation to refuse the originator’s order without full originator information in the accounting or other document falls only on the servicing bank. 
	Pursuant to Article 7.2 of the AML/CFT Law (as amended by Article 3 of Federal Law No. 121-FZ), an obligation to refrain from execution of a payment order, if the payment documents or money order contain no information on the sender, rests with the bank providing the service to the sender.

The said requirements also apply to organizations of postal service involved in money transfer operations.

	
	4. Batch transfers are not separated in the Law 


	See Paragraph 1
	Federal Law No. 121-FZ dated June 3, 2009 stipulates the necessity to bring the requirement for provision of the sender's details in all cases of money transfer in line with the FATF standards. 

In addition, in pursuance of the requirements of item 3.1 of Article 7 of the AML/CFT Law, the Bank of Russia issued Instruction of the Bank of Russia No. 1964 of Jan 22, 2008 "On Amendments to Provision of the Bank of Russia No. 2-P 'On Non-Cash Transactions in the Russian Federation"' and Instruction of the Bank of Russia No. 1965 of Jan 22, 2008 "On Amendments to Provision of the Bank of Russia No. 222-P of April 1, 2003 'On Procedure for Carrying Out Non-Cash Transactions by Natural Persons in the Russian Federation'", which ensure practical implementation of the existing legislative requirements for provision of sender's details upon performance of money transfers.

In view of the adoption of Federal Law No. 121-FZ dated Jun 3, 2009 "On Amendments to Certain Legislative Acts of the Russian Federation Due to the Adoption of Federal Law 'On Activities Performed by Paying Agents and Related to Accepting Payment Transfers from Natural Persons'", which specifies the requirement for non-cash transactions and money transfers carried out without opening an account to be accompanied with the sender's details,  the Bank of Russia issued Instruction No. 2281-U dated Aug 26, 2009 "On Amendments to the Provision of the Bank of Russia No. 222-P dated Apr 1, 2003 'On Procedure for Carrying Out Non-Cash Transactions by Natural Persons in the Russian Federation'" in order to bring its regulations into line with the AML/CFT Law.

	
	5. Deficiencies specified in Recommendations 17 (sanctions) and 23 (control and supervision), applied  in their full extent to this Special Recommendation 


	See Paragraph 1
	Please see relevent information on Sec.17 and Р.23

	
	6. Effectiveness of the new system cannot be measured 


	See Paragraph 1
	Please see information above

	SR.VIII Non-profit organizations 
	1. No complex analysis of the system means that not all needed measures were taken and it is unclear which particular measures are part of the comprehansive policy of preventing the use of NPO by terrorists sponsors and whether these measures were effective (effectiveness issue) 
	Pursuant to the Order of the Russian President No. 1079 dated  July 14, 2008, functions of state control over NPO activity have been transferred from liquidated Rosregistration (the Federal Registration Service) directly to the Ministry of Justice of the Russian Federation, which along with these state control functions exercises power of legal regulation of the NPO sector and developing government policy in this sphere. Between July 2008 and March 2009, the Ministry of Justice established the Department on NPO Affairs, with the territorial branches established in all constituent entities of the Russian Federation.

The newly established system has just started active operation.
	Pursuant to Russian Presidential Order No. 1079 dated July 14, 2008, the functions of state control over NPO activity have been transferred from Rosregistration, which was liquidated, directly to the Ministry of Justice which, apart from these law enforcement functions, is vested with authorities pertaining to legal regulation of the sector and formulation of public policy in this sphere. During the period from July 2008 till March 2009, the Department of NPO Affairs was established within the Ministry of Justice of the Russian Federation along with necessary territorial authorities in all the regions of the Russian Federation.

Detailed analysis of the NPO system in terms of AML/CFT has been carried and preliminary results of the analysis have been submitted to the RosFinMonitoring. This work continues and has a goal of producing an AML/CFT-related operational guidance for the NPO sector.

As the result of the measures taken to combat the use of NPOs for the purposes of terrorism financing, during the period that passed after the report approval, the Supreme Court of the Russian Federation has banned and liquidated 1 terrorist organization and 5 extremist organizations, in addition to25 terrorist and extremist organizations specified in the Russian report.

While fulfilling the special procedure of the NPO state registration which includes the legal expertise of the Articles of the Association the MoJ pays particular attention to the observance of the restrictions envisaged by the legislation to be the NPO’s founders for particular category of the individuals/legal entities. Thus, according to item 2 of Article 15 of Federal Law No.7-FZ of 12.01.1996 “On Non-Profit Organizations” a person included to the List under item 2 of Article 6 of the AML/CFT Law can not be a founder of the NPO. All MoJ territorial authorities have access to the information published on the Rosfinmonitoring’s official web-site, i.e. to the List of legal entities and individuals in respect of whom there is the information on their engagement in the extremists activity. 

In 2010 the state registration of 23 NPO was prevented because of use of the above-mentioned List and other law-enforcement data.

Federal Law No.170-FZ of 17.07.2009 “On Amendments to the Federal Law “On Non-Profit Organizations” amended Federal Law No.7-FZ of 12.01.1996 “On Non-Profit Organizations” (hereinafter - Law No.170-FZ and Law No.7-FZ) that allows to decrease the potential risks of NPO’s usage for financing of terrorism, extremism and separatism in the Russian Federation at the simultaneous liberalization of the Russian legislation in the NPO’s sphere, as well as to increase the transparency of registration of the NPO and control over their activity.

Law No.7-FZ (in wording of Law 170-FZ) set that if the NPO has among its founders (participants, members) the foreign citizens and/or legal entities or individuals without citizenship or receive property or monetary funds from an international or foreign organization/foreign citizens/individuals without citizenship and within a year the sum of such earnings amounts to three or more million roubles then a NPO has to provide the MoJ or its territory authorities with the documents containing the report on its activity, on persons composing the managing bodies, as well as documents on monetary funds spending and property used including those that received from an international or foreign organization/foreign citizens/individuals without citizenship.

Other NPO provide the authorized or its territorial authorities with a declaration of compliance with item 3.1 of Law No.7-FZ, as well as information on continuation of its activity in free form. 

The MoJ Order No. 72 of 29.03.2010 “On Approval of the Reporting Forms for Non-Profit Organizations” simplifies the reporting forms for non-profit organizations. Under the information provided in 2009 the number of organization reported in time increased by 20% in comparison with 2008 that amounted to 53% as average in Russia. In some regions more than 80% of NPO provided reports on continuation of its activity.

In order to implement item 3.2 of Article 32 of Law no. 7-FZ the MoJ Order No.252 of 07.10.2010 “On Publication Procedure of the Reports on NPO’s Activity and information on Continuation of  Activity in Internet” (came in force on 02.11.2010) approved the procedure of Publication Procedure of the Reports on NPO’s Activity and information on Continuation of  Activity in the Internet.

The similar publication procedure is envisaged by draft law “On Amendments to the Certain Legislative Acts of the Russian Federation on Issues of  Non-Profit Organizations State Registration” for the NPO whose activity is regulated by special Federal Laws, e.g. social or religious associations.                            

	
	2. Some of the rules are not fully implemented 


	The relevant changes in the procedure of submitting annual financial reports by NPOs and conducting inspections of NPOs are reflected in the new Federal Law No. 170-FZ dated  July 17, 2009 on Making Amendments to the Federal Law on Nonprofit Organizations (in force since August, 2009).
	The relevant changes to the procedure for submitting annual financial reports by NPOs and conducting inspections of NPOs are reflected in new Federal Law No 170-FZ dated 17 July 2009 "On Amendments to Federal Law 'On Non-Profit Organizations' " (in force as of August1, 2009).

	
	3. Work with the NPO sector on providing instructions bears inconsistent character 
	Implementation of this recommendation should be facilitated by the new Federal Law No. 170-FZ dated July 17, 2009 on Making Amendments to the Federal Law on Nonprofit Organizations, effective since August 1, 2009. 
	The MoJ  conducts the permanent co-operation with the All-Russian social organization “The Lawyers Association of Russia”, the Public Chamber of the Russian Federation. The representatives from the NPO Department repeatedly attended at the seminars and conferences conducted by the Commission of the Public Chamber of the Russian Federation on Charity Development and Improvement of the NPO’s Legislation on issues related to the interaction between the state and the civil society in the charity sphere. 

The territorial authorities of MoJ pay particular attention to the organization of the interaction with the NPO. From the beginning of its activity the territorial authorities of the MoJ have participated in more then 300 events, the largest part of which were organized on the initiative of the MoJ.

It has become a tradition to conduct the targeted seminars in order to explain the order and time constraints for provision of accounting by a NPO. At the same time in order to increase the NPO’s activity such forms as competition on the best report by a NPO are used. (The MoJ’s Departments for Kemerovo and Novgorod Regions). The content of such events is defined on the basis of the audience needs, for example,  targeted seminars for the heads of the trade unions, youth organizations, SRO and religious organizations.

As a rule the representatives from the taxation agencies, local authorities, as well as other authorities participate in such seminars and conferences. It assists to increase their efficiency.    

	
	4. No formalized effective system focused on potential vulnerabilities 


	A substantial measure within the context of continued work to create a more formalized and efficient system for detecting potential vulnerabilities of NPOs in terms of their possible abuse for FT are the consistent improvements to the structure and functions of the AML/CFT Interagency Commission (IAC). 

It is noteworthy that creation and operation of interagency commissions is viewed in FATF Best Practices on the Special Recommendation VIII – NPOs (Paragraph 20) as one of the most effective tools for resolving the NPO FT related problems. It this connection it is important to point out that the new AML/CFT IAC approved in May 2009 has been expanded to include representatives (at the level of directors or deputy directors of structural units) of the Russian Federation’s Ministry of Internal Affairs, Ministry of Foreign Affairs, Ministry of Communications and Information Technology, Ministry of Finance, Ministry of Justice, Foreign Intelligence Service, Federal Security Service, Federal Drug Control Service, Rosfinmonitoring, Federal Tax Service, Federal Customs Service, Federal Financial Markets Service, Federal Penitentiary Service, Federal Service of Court Bailiffs, Rosstrakhnadzor (the Federal Service of Insurance Supervision), Roscomnadzor, and the Bank of Russia. 

Authorized representatives of the following bodies may take part in the Interagency Commission with advisory vote:

State Duma Security Committee and Financial Market Committee;

Administrative Department of the Russian Government and Economics and Finance Department of the Russian Government;

Russian Security Council Management ;

Russian State Assay Chamber at the Ministry of Finance.

Commission meetings are open for participation of the Prosecutor General, his deputies and other prosecutors at secondment. 

In the course of performing AML/CFT functions, the IAC:

a) makes decisions needed to organize coordination and improvement of cooperation of federal executive authorities in the AML/CFT sphere;

b) creates, if necessary, working groups for timely preparation of AML/CFT proposals and determines the list of participants (as advised by federal executive bodies concerned, the Bank of Russia and other institutions), as well as objectives and working procedure of such groups;

c) organizes cooperation with federal executive authorities concerned, executive bodies of constituent entities of the Russian Federation, local self-government bodies, public associations and other organizations in matters within the competence of the IAC.

To achieve these goals the IAC may request from the aforementioned bodies information on issues falling within the Commission’s competence and invite representatives of such bodies, associations and

organizations (with the approval of their managers) to participate in the Commission’s work;

d) organizes preparation of informational, analytical and methodological materials and forecasts for purposes of current monitoring of effective AML/CFT efforts;

e) conducts, if necessary, expanded meetings with the participation of representatives of the concerned executive authorities and institutions, who are not Commission members, and organizes special interagency seminars and conferences in order to share experience and relevant information;

f) duly submits proposals to the Government of the Russian Federation relating to matters within the Commission's competence, which require the Government’s decision;

g) monitors implementation of the Commission’s decisions within the competence and objectives of the IAC. 
	A substantial role in the context of continuation of the work aimed at creating a more formalized and effective system for detecting potential vulnerabilities of NPOs in terms of their possible use for TF purposes is played by consistent improvements to the structure and functions of the Interagency Committee for AML/CFT.

It is noteworthy, however, that it is the creation and the work of interagency commissions aimed at finding solutions to the abovementioned issues that is viewed as one of the most effective instruments in the document titled "Best Practice of Special Recommendation  VIII – Non-Profit Organizations" (Par 20)." In this connection it is important to point out that the new and extended format of the  Interagency Commission (approved in May 2009) is formed from the representatives (at the level of directors or deputy directors of structural units) of the MIA of Russia , the MFA of Russia , Russian Ministry for Telecommunications, Ministry of Finance , Ministry of Justice , Foreign Intelligence Service, Federal Security Service, Federal Drug Control Service, RosFinMonitoring, Federal Tax Service, Federal Customs Service, FSFM, Federal Penitentiary Service, FISS, Rosstrakhnadzor, Roscomnadzor, and Bank of Russia.

Authorized representatives of the following bodies take part in the Interagency Commission with advisory vote:

State Duma Security Committee and Financial Market Committee;

Administrative Department of the Russian Government and Economics and Finance Department of the Russian Government;

Russian Security Council Administration;

Russian State Assay Chamber at the Russian Finance Ministry.

Commission meetings are open for participation of the Prosecutor General of the Russian Federation, his deputies and other authorized by them prosecutors.

In the course of performance of its functions,  the Interagency Commission: 

a) makes decisions needed to organize coordination and improve cooperation among concerned federal executive authorities in the domain of AML/CFT;

b) establishes, if necessary, working groups for timely preparation of AML/CFT proposals and determines the list of participants (as advised by federal executive bodies concerned, the Bank of Russia and other institutions), as well as objectives and working procedure of such groups;

c) organizes cooperation with federal executive authorities concerned, executive bodies of constituent entities of the Russian Federation, local self-government authorities, public associations and other organizations on matters within the competence of the Commission.

For the purpose of achieving the above goals, the Commission requests from the above bodies information on issues within the Commission's competence and invites representatives of such bodies, associations and organizations (subject to approval of their managers) to participate in the Commission's work;

d) organizes preparation of informational, analytical and methodological materials and forecasts for the purpose of conducting an on-going monitoring of the effectiveness of the AML/CFT measures;

e) conducts, if necessary, large scale meetings with participation of representatives of the concerned executive authorities and institutions not members of the Commission, and organizes special interagency workshops and conferences in order to exchange experience and relevant information;

f) submits in the prescribed manner proposals to the Russian Government relating to matters within the Commission's competence which require approval of the Russian Government;

g) monitors implementation of the Commission's decisions within the competence and objectives of the Commission.

	
	5. No formalized effective information-sharing system for the AML/FT purposes 


	
	Please see relevant information in the above paragraphs.

Additionally, as the result of successful exchange of data and taken measures aimed at combating the use of NPOs for the purposes of terrorism financing, during the period that passed after the report approval, the Supreme Court of the Russian Federation has banned and liquidated 1 terrorist organization and 5 extremist organizations, in addition to 25 terrorist and extremist organizations specified in the Russian report.

	
	6. No unified agency officially assigned by the competent authority in charge of coordination of the Russian Federation’s efforts with regard to NPOs and obtaining international requests 


	
	Pursuant to Russian Presidential Order No. 1079 dated July 14, 2008, the functions of state control of NPO activity have been transferred from Rosregistration, which was liquidated, directly to the Ministry of Justice that, apart from these law enforcement functions, is vested with authorities pertaining to legal regulation of the sector and formulation of public policy in this sphere. During the period from July 2008 till March 2009, the Department of NPO Affairs was established within the Ministry of Justice of the Russian Federation along with necessary territorial authorities in all the regions of the Russian Federation. 

Currently, the system is successfully operating. 

	SR.IX Cross-border declaration and reporting 
	1. No clear authority to suspend or restrict movement of declared cash or bearer negotiable instrument under ML suspicion 


	For the purpose of making decision on suspension and (or) restriction of movement of declared cash or bearer negotiable instruments under ML/FT suspicions  by the Federal Customs Service (FCS), the Draft Federal Law, stipulating to grant the relevant FCS subdivisions the right to suspend illegal cross-border cash flow under ML suspicions, was submitted for consideration according to an established legal procedure. The criteria of the regulation enforcement are as follows: information that persons moving cash are involved in extremist activity or terrorist organizations; information of controllability of the legal person to extremist or terrorist organizations;  refusal of the person to report of the funds source; information or suspicion of a person’s implication in ML/FT. 
	Linear customs officers have the authority to detain individuals carrying cash, travelers checks or securities and suspected to be involved in money laundering or terrorist financing in accordance with the requirements of regulatory act of the FCS of the Russian Federation (risk profile) No. 11/270208/00181 (publication date: Feb 27, .2008). The said risk profile prescribes the customs authorities to arrest, detain or use enhanced  means of customs control, including customs inspection of luggage, personal inspection or inspection of vehicles towards individuals transferring (including by means of international mail) cash or monetary instruments intended to finance terrorist, extremist or money laundering activities. As part of the enhanced measures of customs control, individuals are questioned about the origin and destination of the funds. The specified risk profile is used with boarder crossings and transfers of unaccompanied luggage. 

Another risk profile No.11/070308/00184 (publication date – March 7, 2008) focuses on smuggling money, currency and other valuables across the boarder. 

In the event of initiation of criminal proceedings on charges of money laundering, the customs authorities are authorized to recourse to any means of seizure or forfeiture of property allowed under the Criminal Procedure Code of the Russian Federation. The provisions of the Criminal Procedure Code of the Russian Federation are applied throughout the Russian Federation, including in cases involving transfer of goods, currency and monetary instruments across the customs border. 

In the event of any suspicions of money laundering or terrorist financing, the customs authorities are required to accept the funds involved for temporary storage with issuance of a receipt (form TC-21). The procedure for issuing a receipt of  form TC-21, the format of form TS-21 and the declaration of acceptance for temporary storage of currency, precious metals and gemstones are approved by decree of the FCS of the Russian Federation No. 1386 of Dec. 29, 2006 № 1386 (as amended on Apr 30, 2009).

To verify the authenticity of documents during the customs control, the customs authorities use special guidelines designed to help identify signs of forgery supplied in a letter of the FCS of the Russian Federation dated January 21, 2005. In situations involving suspicious U.S. currency bills, the customs officials can also utilize the assistance available on the websites of the U.S. Secret Service for identification of counterfeit U.S. banknotes (www.usdollars.usss.gov) and the site of the European Central Bank (www.eur.ecb.int) for Euro.

Following the adoption of the decision of the Interstate Council of Eurasian Economic Community (the highest body of the customs union) at the level of heads of states on November 27, 2009 "On Adoption of the Customs Code of the Customs Union," the FCS of Russia has carried out work aimed at implementation of the IX FATF Special Recommendations within the said Code. 

           In order to address the issue of suspension and (or) restriction of the movement of the declared cash or bearer negotiable instruments in the event of suspected money laundering, a draft agreement on combating money laundering and terrorist financing during import in and export from the territory of the Customs Union of cash and (or) monetary instruments has been prepared for signing by states member of the Customs Union , which will give the customs authorities the legislative power to temporarily seize cash and cash instruments suspected to be involved in money laundering or terrorist financing. 

The said agreement is expected to be signed at the end of the current year. 

Thus, we can state that the progress of the Russian Federation on Special Recommendation IX is also noticeable in the formation of the legal framework of the customs union in all areas concerned with improvement of the customs legislation of the Russian Federation. In order to address the issue of suspension and (or) restriction of the movement of the declared cash or bearer negotiable instruments suspected of being involved in money laundering, the Federal Customs Service is due to submit for consideration in the prescribed manner a draft federal Law designed to give the relevant units of the FCS the right to suspend the cross boarder movement of cash suspected of being involved in money laundering and terrorist financing.

	
	2. Forms of the customs declaration conflict with the requirements set by the Law 


	With its September 19, 2008 Order No. 1150 on the Adoption of the Administrative Regulations of the Federal Customs Service on Performing the State Functions of Accepting a Passenger Customs Declaration Submitted by a Natural Person, the FCS introduced a new procedure for completing the customs declaration, which eliminates the deficiencies detected by the team of evaluation experts.

Currently, the work on improvement of the customs declaration so as to bring it to the conformity with acting customs declaration of the EU member states, is underway. The FSC of the Russian Federation also initiated making amendments to the applicable laws of the Russian Federation with regard to improvement of the AML/CFT system when moving cash and monetary instruments across the customs border of the Russian Federation.
	As part of the formation of the Customs Union, the Commission of the Customs Union approved, in its decision No. 287 dated June 18, 2010, the format of the passenger customs declaration form and procedure for its completion. According to the said regulatory act, all amounts that are being transported across the boarder of the Customs Union and exceeding the equivalent of $10,000 U.S. in cash and traveler's checks shall be declared using an additional form of the passenger customs declaration (Cash (or) Monetary Instrument Declaration), containing, as stipulated in the requirements of Article 6 of the Agreement, specific additional information. 

The new form of the passenger customs declaration has been in use since July 1, 2010.

	
	3. Customs service does not collect all required information related to ML/FT 


	Currently, the FCS collect and provides FIU information of the crediting of the currency revenue for the goods exported from the customs territory of the Russian Federation to the exporters’ accounts, transaction certificates and cargo customs declarations related to the banking and currency control, legal actions for administration violations brought upon non-refunding of the currency revenues for exported goods, movement by natural persons of foreign currency amount exceeding ruble equivalent of USD 10,000 across the customs border of the Russian Federation. Also a database of personified record keeping of natural persons, moving through the customs border the amount exceeding USD 10,000, is maintained.
	Following the adoption of the legislative initiatives, inclusion in the passenger customs declaration form of additional columns and creation of software and hardware for scanning the data contained in passenger customs declarations, an electronic database of all passenger customs declarations is expected to be set up.

The inclusion of the information on the origin, ownership and intended use of the funds, as well as the details of monetary instruments in the declaration forms will enable the customs authorities, financial intelligence units and law enforcement agencies to identify suspicious persons involved in money laundering or terrorist financing activities by analyzing the electronic database of customs declarations. 

For example, a person who regularly transfers across the boarder large amounts of money and each time sites inheritance as the origin of the funds may quite rightly attract suspicion.

Pursuant to the existing procedure, the Federal Customs Service of the Russian Federation keeps records of all trans-boundary movements of cash. The database includes data on all instances of transfers through the customs border by individuals (personalized account-keeping)  of cash, traveler's checks and securities  in an amount exceeding U.S. $ 10,000 per trip. All data related to declaration by individuals of valuables in an amount not exceeding U.S. $ 10,000 per trip is recorded on a monthly basis in individual records corresponding to the number of currency types (summarized records). Decree of the FCS of the Russian Federation No. 2407 of Dec 28, 2009 (corresponding decrees are issued annually). The data contained in the said database is regularly submitted to the RosFinMonitoring in accordance with interagency agreements.

Apart from the said data, the FCS of the Russian Federation maintains a database of customs-related crimes and administrative violations, including on smuggling of cash and monetary instruments. The said database utilizes a set of software tools "Law Enforcement" enabling exchange of operational information within the customs authorities. While carrying out analysis of the information contained in the database, it is possible to segregate offenses related to money laundering and terrorist financing. 

In addition, all data related to identified by customs authorities cases of suspected money laundering or terrorist financing are sent to the Federal Financial Monitoring Service. Thus, in 2009 the customs authorities submitted 760 information reports to the financial intelligence units.

           The inclusion of the information on the origin, ownership and intended use of the funds, as well as the details of monetary instruments in the "Cash or and/or Monetary Instruments Declaration" will enable the customs authorities, financial intelligence units and law enforcement agencies to identify suspicious persons involved in money laundering or terrorist financing activities by analyzing the electronic database of customs declarations. 

To enhance the statistical control over transfers across the customs border of the Russian Federation of cash and (or) monetary instruments, the Russian Federal Customs Service has prepared proposals for introduction into the statistical reporting form No. 1-"val" "Information on Import and Export of Cash and (or) Monetary Instruments by Individuals" of additional information on the origin, ownership and the expected use of funds, as well as the details of monetary instruments. This will enable rapid preparation and submission of analytical materials to the concerned units of the FCS of the Russian Federation as well as to the law enforcement and financial intelligence units.

	
	4. Insufficient coordination between the relevant competent authorities with regard to cross-border cash movement  (effectiveness) 
	The FCS has put forward proposals to the Government of the Russian Federation to improve existing interagency agreements and, if necessary, sign new agreements with law enforcement bodies and other state authorities incorporated into the AML/CFT system.

Electronic data exchange has been put in place with EU countries, which involves advance reporting of goods, making it possible to raise the level of reliability of information provided upon the declaration of goods. 

The FCS hosts the WCO Regional Intelligence Liaison Office for the Commonwealth of Independent States RILO-Moscow, which is connected to the international customs enforcement network CEN. It enables sharing of law enforcement and methodological information and databases with customs administrations – members of the World Customs Organization. RILO-Moscow also participates in international projects and operations of the WCO aimed at detecting illegal channels of cash and other contraband.

In 2008 – first half of 2009 period, the FCS signed 14 agreements with customs and police bodies in European countries and joint plans to curb activity of the transnational criminal structures. 

Russia signed similar agreements with law enforcement units of the CIS customs services. In total 7 agreements were signed in 2008-2009.

Currently, under these agreements the parties are sharing preventive intelligence, including that in the field of AML/CFT.

In 2008-2009, the customs authorities conducted over 20 joint operations with other law enforcement bodies, which involved AML/CFT efforts.

Measures have been taken to strengthen cooperation between the FSS and FCS of the Russian Federation:

- a working meeting was held to improve cooperation in combating ML and FT; a set of measures has been put in place to detect and stem channels of terrorist financing;

- exporters and importers that previously attracted attention of the FSS are being monitored; new companies engaged in suspicious transactions are being detected. They are being investigated for involvement in terrorist financing;

- work has been organized to detect illegal cross-border channels of cash and bearer negotiable instruments;

- the Federal Security Service and Rosfinmonitoring are informed of all cases of importation of cash and bearer negotiable instruments; if necessary, the Federal Security Service takes steps to determine the nature and purpose of such funds.

At present, the FCS participates jointly with other state authorities in elaboration of the Interagency Order on the Adoption of the Guidelines for Organizing Information Exchange in the Field of Preventing Legalization (Laundering) of Cash and Other Illicitly Obtained Proceeds.

Interaction of the customs services with the Rosfinmonitoring subdivisions is regulated by the Cooperation Agreement Between the FCS and Rosfinmonitoring No. 01-08/12/01-1-13/1 dated April 20, 2007.

Proposals on improvement of the current interagency agreements and, if necessary, conclusion of new agreements with law enforcement and other government bodies incorporated in the AML/CFT system were put forward.
	An electronic exchange has been organized with the countries of the European Union in terms of preliminary information sharing on export-import commodities, to enhance the credibility of any data submitted upon the commodity declaration

The FCS of Russia has a Regional Telecommunications Center for the law enforcement of the World Customs Organization in the CIS countries "RILO-Moscow", connected to the international law enforcement network "CEN". There is an exchange of the law enforcement and methodological information and the databases with the customs administrations - members of the World Customs Organization. Besides, RILO-Moscow takes part in the international projects and operations of the World Customs Organization for detecting channels of illegal transfer of cash and other types of smuggling.

For the period from 2008 to first half 2009 the FCS of Russia entered into 14 agreements with the customs-police structures of the European countries, and signed joined plans for suppression of activities of transnational criminal associations.

Similar documents were signed with the law enforcement units of the customs services of the CIS countries. The total of 7 agreements was signed for the period of 2008-2009.

Currently, as part of such agreements, the exchange of pre-emptive operating data is carried out, including in regards of combating money laundering and financing of terrorism.

In 2008-2009 over 20 combined operations with the other law enforcement bodies were carried out by the customs authorities, including the initiatives aimed at countering money laundering and financing of terrorism. The following measures have been taken to enhance the interaction between the FSS and FCS of Russia:

- a working session was conducted on improvement of interaction in countering legalization of proceeds from crimes and financing of terrorism; a complex of measures for detection and suppression of channels of terrorism financing was developed;

- the participants of the foreign trade have been monitored if they are included in the list of organizations that have previously came to the attention of FSS of Russia; new organizations involved in suspicious transactions are being detected. Investigations of their involvement in financing of terrorism are being carried out ;

- the work for detection of illegal channel of transnational transfer of cash and negotiable instruments was organized;

- the information on all detected cases of import of cash and bearer negotiable instruments is submitted to FSS of Russia and RosFinMonitoring, while FSS of Russia takes measures, as appropriate, to determine the purpose and intended use of the funds. 

Interaction of the customs bodies and RosFinMonitoring units is based on the Cooperation Agreement No. 01-08/12/01-1-13/1 signed between FCS of Russia and RosFinMonitoring on 20.04.2007.

Suggestions for improvement of any currently available interagency agreements and, if applicable, entering into the new agreements with the law enforcement and other governmental authorities, included in the system of countering the money laundering and financing of terrorism, have been developed.

A special instruction approved by the order issued by the Office of the General Prosecutor of the Russian Federation, the Ministry of Internal Affairs of Russia, Russian Federal Security Service, Federal Drug Control Service of Russia, Federal Customs Service of Russia, Investigative Committee with the Office of the General Prosecutor of the Russian Federation and the Federal Financial Monitoring Service on August 5 2010 has helped to reduce the negative impact of the identified by the evaluators deficiency.  The said instruction establishes a uniform procedure for information exchange between law enforcement agencies and RosFinMonitoring and is aimed at prevention, detection and investigation of crimes related to legalization (laundering) of money and other property, as well as predicate offenses, which are crimes committed prior to legalization of money or other assets.

	
	5. Existing administrative fine for false declaration or non-declaration are not deterrent and thus ineffective 
	The Draft Law elaborated by the FCS of the Russian Federation implies introduction of proportionate and restricting sanctions for false declaration or non-declaration of cash and securities.

International experience of the FATF member states and Methodological Recommendations of the WCO are used to set an amount of fine. 


	The draft law developed by the FCS of Russia provides for implementation of proportionate and dissuasive sanctions for false declaring or non-declaring of cash and securities. 

         Proposals for amendments to Article 16.4 of the Code of the Russian Federation on Administrative Offences establishing proportionate liability in the form  of higher fines (2500 to 5000 rubles instead of  1000 to 2500 rubles currently in use)  for failure to declare or  false declaration by individuals of monetary assets in cash have been prepared.

            International experience of countries members of FATF as well as guidelines of the World Customs Organization are used to determine on the size of such fines. 

           The FCS of Russia jointly with Russian Interior Ministry and the Office of the Prosecutor General of Russia are currently deciding on the desirability of granting the power to conduct investigations in criminal cases involving crimes provided for under Articles 174 and 174.1 of the Criminal Code of the Russian Federation   to the customs authorities. A decision on this issue is due to be taken by the Interdepartmental Commission on Public Safety of the Security Council of the Russian Federation. 

	
	6. Existing administrative fine for false declaration or non-declaration are not deterrent and thus ineffective 
	
	The customs authorities are focused on intensification of efforts aimed at countering money laundering and financing of terrorism. In February 2008 a corresponding letter was sent to the regional heads of the law enforcement units of the customs bodies.

In August 2009, the FCS of Russia issued an order "On Measures for Correction of Deficiencies Detected by FATF Experts and Participation of the FCS of Russia in Activities of the Interagency Commission for Combating Money Laundering and Terrorist Financing."

In July 2009 recommendations of the World Customs Organization for Strengthening of the Role of the Customs Administrations in Countering Money Laundering and Terrorist Financing were brought to the attention of the regional law enforcement units of the customs bodies. In September 2009 the WTO Guideline On Combating Money Laundering and Terrorist Financing (WTO.doc EC0212 Annex), translated into Russian, was brought to the attention of the regional units of the customs service.

The Main Directorate for Prevention of Smuggling and the General Directorate of the Customs Investigations and inquiries regularly provide regional units with methodical guidelines and summaries.

The law enforcement units of the customs bodies are regular participants of coordination meetings with the law enforcement and other governmental authorities.

The International Training and Methodology Center for Financial Monitoring and "MOLI-RU 2" project, developed jointly with the Council of Europe and implemented in Russia, are used as the basis for holding workshops for customs officials.

	
	7. Customs units involved in AML/CFT efforts are not stuffed 
	To ensure effective implementation by the customs authorities of the AML/CFT function during physical cross-border movement of cash or bearer negotiable instruments, a proposal has been submitted to the Russian Government to expand the staff of the relevant customs units. 

The number of customs officers engaged in AML/CFT efforts has been increased by reallocating personnel and amending the provisions on law enforcement units and job descriptions of field officers onsite. As of August 2009, the total number of staff members is 14,000, including 361 at the Central Headquarters of the Federal Customs Service.

Pursuant to the Order of the FCS of the Russian Federation No. 149-r, regional subdivisions of the customs service appointed officers in charge of the AML/FT work. Regional subdivisions of the customs service convened conferences with representatives of the FIUs. In addition, training seminars on AML/CFT issues have been held.
	For efficient execution of functions of the customs bodies in countering money laundering and financing of terrorism in physical trans-border transfer of cash and bearer negotiable instruments a suggestion for an increase in the total number of relevant customs units was put forward to the Government of the Russian Federation.

The number of customs officials involved in the activities of anti-money laundering and combating financing of terrorism has been currently increased by redistribution and introduction of changes to provisions for the law enforcement units and job descriptions of operatives at the local level. As of August 2009, the total number of full time employees amounted to 14 thousand people, with 361 of them belonging to the central administrative office of FCS of Russia.

According to the order No. 149-r of FCS of Russia the regional customs units have appointed the officers responsible for AML/FT direction of activities. Regional customs units have conducted the meetings with the representatives of Financial Intelligence. The training workshops in AML/FT issues have been held.

	
	8. Corruption appears to affect the system’s efficiency


	
FATF evaluation experts, in their report on the Russian Federation, pointed out that Russian customs authorities are characterized by a high level of corruption. The authorities, however, have taken certain steps to prevent corruption, including periodic staff rotations, training, special anticorruption programs and internal control procedures. Besides, the risk of corruption has been reduced by a considerable increase in the amount of budget funds spent on one employee.


Since the FATF evaluation, authorities have continued to implement anticorruption measures. 


On July 31, 2008, the Russian President approved a national anticorruption plan in accordance to which customs authorities organize their activities to eradicate corruption.


At the Federal Customs Service, the powers to counteract corruption at customs authorities are vested in internal security departments and staff departments carrying out educational and preventive activities among employees. 


Anticorruption activities are carried out in close cooperation with other units of customs agencies, mainly, the law enforcement divisions.


Pursuant to Federal Law No.273-FZ dated December 25, 2008, “On Countering Corruption”, the FCS adopted regulations to fight corruption and official malfeasance at customs bodies, and improve preventive and educational efforts. These regulations were made known to all customs bodies, including territorial divisions.


Pursuant to Presidential Order No. 269 dated March 03, 2007, “On the Commissions Ensuring Observance of the Requirements to the Official Behavior of Public Officers of the Russian Federation and to the Resolution of Conflicts of Interests”, all regional customs authorities have set up commissions that ensure observance of the requirements to the official behavior and resolution of conflicts of interest. At the FCS Headquarters, the said commission was established by FCS Order No. 848, dated July 12, 2007.


The law enforcement and state authorities of the Russian Federation were informed of establishing such Commissions at the customs authorities and were advised to report all facts of dishonorable conduct by the customs officials to the members of such Commissions.


Since March 2005, the Internal Security Directorate of the FCS has a specialized unit tasked with examining and analyzing draft legislation that governs customs clearance and customs control procedures, detecting any discrepancies with the law and potential to generate corruption. The purpose of this work is to rule out the possibility of legislative provisions that would complicate the management process and create conditions favoring extortion, bribery, and other forms of corruption.


On July 03, 2007, the FCS board entrusted the Internal Security Directorate with the task of conducting an anti-corruption review of the Customs Code for the purpose of eliminating ambiguous interpretations of certain provisions. A federal law on amending the Customs Code is being currently drafted based on the results of this work.



The FCS is currently working on a draft Long-Term Customs Anti-Corruption Plan for 2010-2012. Resolution to draft the Plan was adopted on April 08, 2009, by the Government Commission on the Administrative Reform. 


As of August 2009, the total number of officers working at internal security units (ISU) amounts to 948 persons. In 2008, customs authorities ISUs of instituted 746 criminal cases (including 492 corruption-related cases associated with abuse of office and bribery) against 215 customs officials and 46 bribers. In the first half of 2009, ISUs of customs authorities instituted 367 criminal cases, including 267 corruption-related cases, against 140 customs officials and 22 bribe givers.


Over 90% of all corruption offenses committed by customs officers are detected by ISUs. In 2008, this figure amounted to 91%; in the first half of 2009 – to 95%. The FCS is making efforts to raise the prestige and shape a better image of the customs service; the public is informed of anticorruption measures taken, achievements made, and of specific examples via mass media.
	FATF experts noted in their report on the Russian Federation that the custom officials were subject to high level of corruption. Nevertheless, a number of preventive measures were taken by the authorities, such as staff rotations from time to time, education, special anti-corruption programs and internal control procedures. Besides, reduction of corruption risk was facilitated by the significant increase in on-budget expenditures per one employee.

Since FATF evaluation mission, the governmental authorities have been taking anti-corruption measures.

On July 31, 2008 the national anti-corruption plan was approved by the President of the Russian Federation, setting the line for anti-corruption activities in the customs bodies.

In the Federal Customs Service the Internal Security Service Units have the powers for countering corrupt practices in the customs sphere, as well as the staff of FCS of Russia facilitating arrangement and execution of educational and preventive measures.

The anti-corruption measures are implemented in close interaction with the other customs units, and above all, with the law enforcement unit.

In pursuance of the Federal Law No.273-FZ issued on December 25, 2008 "On Anti-Corruption Procedures", the FCS of Russia has issued some regulatory acts aiming at combating corrupt practices and crimes of officials in the customs bodies, as well as enhancement of preventive and educational work against corrupt practices in the customs bodies of the Russian Federation, that have been brought to notice of all regional customs authorities. 

According to the Decree No. 269 of the President of the Russian Federation issued on March 03, 2007 "On Commissions for Compliance with the General Principles of Official Conduct by the Public Officers of the Russian Federation and Settlement of Conflict of Interests" respective commissions for compliance with the general principles of official conduct and the settlement of the conflict of interests have been organized and maintained in all regional customs bodies. The Commission was established by the order No. 848 of FCS of Russia dated July 12, 2007 in the central administrative office of FCS of Russia.

The law enforcement and governmental authorities of the Russian Federation were informed of establishment of such Commissions in the customs bodies, and it was suggested they should be supplied with the data on any acts of the customs officers discrediting their honor and dignity.

In March 2005 in the Internal Security Service of FCS of Russia a specialized unit was established to study and analyze draft regulatory legal acts governing the customs clearance and customs control, detect their inconsistencies with the legislation and propensity for corruption. The work was initiated to eliminate the possibility of appearance of any provisions in the regulatory legal acts that might complicate the administrative process and set conditions for blackmail, bribery and other forms of corruption.

On July 03, 2007 the Board of FCS of Russia charged the Internal Security Service with arrangement of an anti-corruption expert examination of the Customs Code to eliminate ambiguous interpretation of specific provisions thereof. Following the performance results the draft federal law on amendments to the Customs Code is currently under development.

Currently FCS of Russia has been developing a Long-term anti-corruption plan for the customs bodies for 2010-2012. The resolution for the plan development was taken on April 08, 2009 by the Government Commission for the administrative reform.

As of August 2009 the total manpower of the internal security service units was 948 persons.

In 2008 the internal security service units initiated 746 criminal proceedings, among them 492 associated with corrupt practices, such as misuse of funds and bribery, against 215 customs officer and 46 bribers.

During the first six months of 2009 the internal security service units initiated 367 criminal proceedings, among them 267 associated with corrupt practices, such as misuse of funds and bribery, against 140 customs officer and 22 bribers.

Over 90% of all corrupt practices in the customs bodies are detected by the internal security service units of the customs bodies. This indicator was 91% in 2008 and 95% -in the first six months of 2009.

FCS of Russia takes measures for enhancement of reputation and creation of image of the customs service, while the public is informed of anti-corruption activities, reduction of the general level thereof and examples of such activities through mass media.

	
	9. Deficiencies of Special Recommendation III produce negative effect


	
	The measures taken to rectify the deficiencies have been reflected above in the law drafting activities of FCS of Russia.

Implementation of FATF Special Recommendation IX in the legislation will enable the customs bodies to stop and restrain the transfer of cash and bearer negotiable instruments across the customs border if they are suspected to involve legalization of proceeds from crimes and financing of terrorism.

	
	10. Sending cash through containerized cargo is not covered  in law; no application through general provisions was demonstrated 
	
Physical movement of cash or bearer negotiable instruments across the border, including by the use of containerized cargo, is currently covered by the RF Customs Code and the RF Law “On Foreign Exchange Regulation and Control.”


Customs regulations stipulate that persons moving cash in containerized cargo must declare such cash in the customs cargo declarations.


The following measures are taken to detect illegal movement of cash and bearer negotiable instruments concealed in containerized cargo:

- a risk management system enabling the customs officers to carry out full examination of goods and vehicles if certain criteria are met;

- examination facilities;

- intelligence supplied by customs law enforcement units.
	Any physical transfer of cash and bearer negotiable instruments is currently covered by the Customs Code of the Russian Federation and the Law of the Russian Federation "On Currency Regulation and Currency Control", including container cargo.

The provisions of the customs law require the individuals in case of transfer of cash in container cargoes to indicate it in the cargo customs declaration. 

The following are applied to detect illegal transfer of cash and bearer negotiable instruments concealed in the container cargoes:

- risk management system, enabling full inspection of commodity and transport vehicles subject to specific criteria;

-    inspection and investigation complexes;

- intelligence information of the law enforcement units of the customs bodies.

	
	11. Authorities failed to prove system’s efficiency


	
In order to eliminate the deficiencies identified by FATF, MONEYVAL and EAG experts during the Third Round Evaluation of the Russian AML/CFT system for compliance with the FATF Recommendations, the Federal Customs Service (FCS) incorporated FATF Special Recommendation IX into the legislation governing the legal relations arising in the course of customs operations.


With due account of the FATF requirements, national interests, needs and capabilities of the Russian Federation, in March 2009, the FCS submitted to the Russian Government a report with the proposals on improving the system used to control the flow of cash and bearer negotiable instruments across the Russian border, and prepared a draft federal law providing for comprehensive regulation of various branches of the Russian law. 


The draft law was prepared with account of FATF, MONEYVAL and EAG comments, FATF methodological materials, World Customs Organization’s AML/CFT guidelines for customs agencies’ law enforcement units, and the experience of FATF member states.


The draft law provides for the following amendments to six Federal Laws:


1. The Customs Code of the Russian Federation:

- clarifying the notion and amending the definition of “cash” and “bearer negotiable instruments” for the customs purposes;

- regulating customs post-clearance audit procedures in respect of the foreign-made goods sold in Russia to provide conditions that would make dealing in contraband or counterfeit goods economically unjustified and substantially limit the opportunities for legalizing such goods (and the proceeds from their sale) on the domestic market;

- enacting the laws empowering customs authorities to combat money laundering and terrorist financing;

- enacting the laws empowering customs authorities to detain persons moving cash or bearer negotiable instruments across the customs border, if there are reasons to suspect money laundering or terrorist financing.


2. Federal Law “On Foreign Exchange Regulation and Control”:

- clarifying the notions and amending the wordings applicable to cross-border movement of cash and bearer negotiable instruments;

- specifying the procedure for importing and exporting cash and bearer negotiable instruments by both natural and legal persons; clarifying the declaration procedure depending on the person, amount, and object;

- expanding the list of details reported in the customs declaration to include information about the origin, owner, and intended use of the cash assets;

- specifying the powers of the customs authorities with respect to requesting information about the source of origin, owner, and intended use of the cash assets exempt from mandatory declaration in writing (within the disclosure system).

The amendments to the Federal Law “On Foreign Exchange Regulation and Control” provide for establishing:

- a transparent and understandable procedure for declaring cash and bearer negotiable instruments;

- a mechanism for detecting suspicious cross-border movement of cash and bearer negotiable instruments (together with the amendments to AML/CFT laws).


3. Federal Law “On Anti Money Laundering and Combating the Financing of Terrorism”:

- adding the provisions specifying application of the Law to cross-border movement of cash and bearer negotiable instruments;

- acknowledging the offence of evading customs duties and taxes as an ML predicate offence;


- adding the provisions regulating the procedure for controlling cross-border movement of cash and securities for the purpose of combating money laundering and terrorist financing;

- obliging the customs authorities to identify persons declaring cash or bearer negotiable instruments, require disclosure of origin, owners and the intended use of the funds, and detain funds in case of discovering suspicious transaction criteria;

- obliging the customs authorities to notify financial intelligence units of seizures of suspicious cash or bearer negotiable instruments;

- defining the criteria of “suspicious” with regard to money laundering and terrorist financing – name of the traveler or owner of cash or bearer negotiable instruments being on Rosfinmonitoring’s list of terrorists; refusal to disclose the origin of the funds, their owner or the intended use, or provision of misleading information; commission of offence of nondeclaration or making a false declaration; a tip-off from the law enforcement agencies or Rosfinmonitoring;

- determining the timeframe during which customs authorities can detain cash or bearer negotiable instruments on suspicion of money laundering or terrorist financing, and the return procedure in case the suspicions prove to be groundless;

- empowering Rosfinmonitoring to check suspicious cross-border movements identified by the customs authorities.


4. Criminal Code of the Russian Federation:

- Criminalizing acquisition, storage, transportation with the intent to sell, and sale of goods that had been knowingly smuggled into the country (so as to establish a mechanism limiting the opportunities for legalizing smuggled goods (and the proceeds from their sale) on the domestic market.


5. The RF Code of Administrative Offences:

- toughening sanctions for non-declaration or untrue declaration of cash or bearer negotiable instruments by natural persons, with account of the circumstances of the offence; introducing sanctions proportionate to the offense committed, including confiscation;

- providing for a liability for selling foreign-made goods in Russia not accompanied by the documents evidencing that they were imported legally;

- providing for a liability for the failure to provide the customs authorities with the documents evidencing that foreign goods sold in Russia were imported legally.


6. Criminal Procedures Code of the Russian Federation:


Enacting the laws empowering customs authorities to open criminal cases:

- for money laundering offenses related to cross-border movement of funds;

- in case of uncovering, on the domestic market, a commercial transaction with smuggled goods.


In order to ensure adoption of these legislative amendments, the Government of the Russian Federation was made aware of the need to adopt a new form of passenger customs declaration harmonized with the declaration form used in the EU countries.


After adoption of the legislative initiatives, it is planned to build up an automated software and hardware database system to store, process, and update information obtained from passenger customs declarations, and equip Russian cross-border points with scanning devices to scan the information set out in the declarations. 


The automated system will automatically detect the persons who are on the Rosfinmonitoring’s list of terrorists, and the suspicious persons included in the databases of the law-enforcement agencies.
	Adoption of aforementioned legislative initiatives will help to demonstrate the system efficiency in further assessments by FATF, MONEYVAL and EAG.

In addition to aforesaid, FCS of Russia points out the following aspects having a positive influence on performance of the Russian Federation:

From October 2008 FCS of Russia fully joined the recommendation of the World Customs   Organization "On Necessity of Development and Consolidation of the Role of Customs Administrations in Countering the Money Laundering and Legalization of Proceeds from Crimes" dated 25.06.2005. The World Customs Organization highlighted that joining the recommendation by Russia shall serve a good example for the customs administrations of the other countries - members of the World Customs Organization;

The FCS of Russia took part in the development of the draft law on ratification by the states members of the CIS of the Agreement on Anti-Money Laundering and Terrorist Financing, signed in Dushanbe (Tajikistan) Oct 5, 2007.
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Table 1

	Money laundering: investigations / prosecutions / convictions 

(2007 – 01.10.2010)

	
	Year
	Money laundering
	Self-laundering
	Total

	Number of ML crimes investigated 
	2007
	365
	8670
	9035

	
	2008
	319
	8064
	8383

	
	2009
	374
	8417
	8791

	
	01.10.2010
	96
	1836
	1932

	
	Total
	1154
	26987
	28141

	Number of persons investigated for money laundering


	2007
	154
	2306
	2460

	
	2008
	166
	2633
	2799

	
	2009
	121
	2498
	2619

	
	01.10.2010
	83
	803
	886

	
	Total
	524
	8240
	8764

	Number of completed money laundering investigations

 
	2007
	295
	8258
	8553

	
	2008
	220
	7366
	7586

	
	2009
	281
	7 825
	8 106

	
	01.10.2010
	94
	1852
	1946

	
	Total
	890
	25301
	26191

	Number of money laundering cases sent to court


	2007
	242
	7021
	7263

	
	2008
	119
	6241
	6360

	
	2009
	208
	6587
	6795

	
	01.10.2010
	50
	1505
	1555

	
	Total
	619
	21354
	21973

	Number of persons charged with money laundering 
	2007
	111
	2009
	2120

	
	2008
	82
	2055
	2137

	
	      2009
	55
	1764
	1819

	
	01.10.2010
	44
	574
	618

	
	Total
	292
	6402
	6694

	Number of convictions related to money laundering

(includes convictions for more or other serious crimes for which money laundering or self -laundering was only considered an aggravating crime).


	2007
	110
	416
	526

	
	2008
	84
	755
	839

	
	2009
	110 
	698 
	808 

	
	01.10.2010
	N\A
	N\A
	N\A

	
	Total
	304
	1869
	2173


Table 2
	Stand alone convictions
(2006 - 2009)

	Money laundering

	Year
	2006
	2007
	2008
	2009
	Total

	Imprisonment
	9
	25
	2
	9
	45

	Conditional imprisonment
	5
	14
	12
	6
	37

	Fine
	11
	10
	3
	5
	29

	Total Sanctions
	25
	49
	17
	20
	111

	Self-laundering

	Imprisonment
	32
	20
	38
	26
	116

	Conditional imprisonment
	47
	43
	64
	54
	208

	Fine
	14
	22
	17
	20
	73

	Total Sanctions
	93
	85
	119
	100
	397


Table 3

	Terrorist financing: investigations/ prosecutions/ convictions 

(2007 – 01.10.2010)

	
	Year
	Number

	Number of TF crimes investigated


	2007
	7

	
	2008
	10

	
	2009
	15

	
	01.10.2010
	16 

	
	Total
	48

	Number of persons investigated for TF 


	2007
	3

	
	2008
	12

	
	2009
	9

	
	01.10.2010
	N\A

	
	   Total
	45

	Number of completed TF investigations 


	2007
	3

	
	2008
	8

	
	2009
	10

	
	01.10.2010
	10

	
	Total
	31

	Number of TF cases sent to court 


	2007
	-

	
	2008
	6

	
	2009
	5

	
	01.10.2010
	6

	
	Total
	17

	Number of persons convicted of TF


	2007
	1

	
	2008
	1

	
	2009
	4

	
	01.10.2010
	4 

	
	Total
	10


Table 4 
	Statistics on criminal cases containing FIU material 

(2006 – 2009)

	
	Year
	Number

	Number of ML investigations (law enforcement / prosecution) containing FIU material
	2007
	3 065

	
	2008
	3 807

	
	2009
	5 593

	
	01.10.2010
	4 114

	
	Total
	16 579

	Number TF investigations (law enforcement / prosecution) containing FIU material
	2007
	12

	
	2008
	19 

	
	2009
	3

	
	01.10.2010
	6 ?

	
	Total
	30

	Number of ML cases containing FIU material transferred to court
	2007
	71

	
	2008
	73

	
	2009
	115

	
	01.10.2010
	93

	
	Total
	352

	Number of convictions for ML in cases containing FIU material
	2007
	46

	
	2008
	58

	
	2009
	85

	
	01.10.2010
	49

	
	Total
	238


Table 5

	Statistics for confiscation and freezing (2006 - 2009)

	Money laundering only

	
	Year
	Total
	Article 174 CC
	Article 174.1 CC

	Number of cases of freezing or seizure of property

	2006
	227
	16
	211

	
	2007
	261
	24
	237

	
	2008
	282
	18
	264

	
	2009
	269
	22
	247

	
	Total
	1 039
	80
	959

	Amounts frozen or seized

(x 1000 RUB)

	2006
	563 071
	80 621
	482 450

	
	2007
	829 879
	598 310
	231 569

	
	2008
	155 587
	3 135
	152 452

	
	2009
	297 420
	15 710
	281 710

	
	Total
	1 845 957
	697 776
	1 148 181

	Amounts confiscated

(x 1000 RUB)

	2006
	385 992
	36 474
	349 518

	
	2007
	897 141
	11 682
	885 459

	
	2008
	232 653 
	36 003 
	196 650 

	
	2009
	101 189 
	28 824 
	72 365

	
	Total
	1 616 975
	112 983
	1 503 992


Table 6
	Suspended transactions and amounts frozen

 (2006 - 2009)

	
	Year
	Number

	Number of suspended transactions 

(national terrorist list only)
	2006
	7

	
	2007
	22

	
	2008
	11

	
	2009
	6

	
	Total
	46

	Amounts frozen (USD) 

(national terrorist list only) 


	2006
	28 438

	
	2007
	69 284

	
	2008
	39 396

	
	2009
	21 847

	
	Total
	158 965


Table 7

	MLA requests related to ML

(2007 – 01.10.2010)

	MLA requests - received


	Year
	Number

	
	2007
	21

	
	2008
	49

	
	2009
	74

	
	01.10.2010
	78

	
	Total
	222

	MLA requests - answered


	2007
	21

	
	2008
	49

	
	2009
	67

	
	01.10.2010
	42

	
	Total
	179


Table 8
	Statistics on reports received by the FIU

(2007 – 01.10.2010)

	
	Year
	Number

	 Number of STRs received by the FIU
	2007
	5 504 559

	
	2008
	5 416 341

	
	2009
	3 848 675

	
	01.10.2010
	3 147 937

	
	Итого
	17 917 512

	All reports received by the FIU (incl. STRs)
	2007
	8 550 185

	
	2008
	8  598 680

	
	2009
	6 253 435

	
	01.10.2010
	5 030 727

	
	Итого
	28 433 027

	Number of STRs transferred to law enforcement
	2007
	30 060

	
	2008
	55 121

	
	2009
	54 409

	
	01.10.2010
	35 061

	
	Total
	174 651


Table 9 
	Reports by Credit institutions

	Year
	2007
	2008
	2009
	01.10.2010

	Mandatory reports
	2 797 911
	2 869 557
	2 173 183
	1 667 697

	STRs
	5 489 213
	5 368 717
	3 830 132
	3 114 349

	All reports
	8 287 124
	8 238 274
	6 003 315
	4 782 046


Table 10 
	Reports by non-CI FI

(2007 - 2010)

	Year
	2007
	2008
	2009
	01.10.2010

	Securities markets 
	Mandatory reports
	7 637
	6 859
	5 876
	22 238

	
	STRs
	3 686
	4 070
	3 281
	3 925

	Investment and pension funds
	Mandatory reports
	2 100
	2 909
	4 438
	3 402

	
	STRs
	510
	1 382
	601
	401

	Post of Russia
	Mandatory reports
	5 530
	16 364
	5 108
	9 223

	
	STRs
	5 645
	33 865
	9 585
	6 459

	Insurance sector
	Mandatory reports
	10 182
	12 577
	15 716
	12 697

	
	STRs
	1 345
	515
	847
	1 129

	Leasing companies
	Mandatory reports
	163 151
	160 197
	71 951
	52 355

	
	STRs
	2 127
	3 137
	2 537
	1 649

	
	All reports
	201 913
	241 875
	119 940
	113 478


Table 11
	Reports from non-credit non-financial institutions 

(2007 – 01.10.2010)

	Year
	2007
	2008
	2009
	01.10.2010

	Dealers in precious metals and precious stones 
	Mandatory reports
	43 267
	90 185
	110 486
	114 945

	
	STRs
	874
	2 896
	1 894
	358

	Casinos
	Mandatory reports
	2 879
	3 723
	2 026
	-

	
	STRs
	229
	569
	343
	-

	Real estate agents
	Mandatory reports
	11 425
	18 694
	13 173
	11 814

	
	STRs
	599
	871
	409
	102

	Lawyers, notaries and persons providing legal or accounting services
	Mandatory reports
	-
	-
	-
	34

	
	STRs
	331
	319
	128
	21

	Total
	All reports
	59 604
	117 257
	128 459
	127 274


Table 12
	Number of reports related to TF  

(2006 - 2009)

Breakdown per reporting entity (FIs only)

	Financial institution
	Type of report
	2006
	2007
	2008
	2009

	Credit institutions
	Mandatory reports
	860
	899
	1 183
	1469

	
	a. STRs
	24 034
	26 601
	20 938
	14494

	Securities markets
	Mandatory reports
	0
	0
	0
	3

	
	b. STRs
	21
	24
	19
	9

	Investment and pension funds
	Mandatory reports
	0
	0
	0
	0

	
	c. STRs
	3
	2
	6
	2

	Post of Russia
	Mandatory reports
	1
	2
	0
	6

	
	d. STRs
	5
	12
	18
	12

	Insurance sector
	Mandatory reports
	1
	22
	14
	19

	
	e. STRs
	22
	2
	1
	7

	Leasing companies
	Mandatory reports
	0
	0
	1
	0

	
	STRs
	0
	0
	0
	0

	Total
	All reports
	24 947
	27 564
	22 180
	16 021


Table 13
	Number of on-site visits 

(2007 – 2010)

	Financial Institutions
	Year
	Number of visits

	Credit institutions

	2007
	1362

	
	2008
	1171

	
	2009
	911

	
	01.09.2010
	587

	Securities market (including investment and pension funds) 
	2007
	259 

	
	2008
	238

	
	2009
	359

	
	01.07.2010
	157

	Insurance sector 
	2007
	263

	
	2008
	665

	
	2009
	749

	
	01.10.2010
	N\A

	Post of Russia
	2007
	594

	
	2008
	1257

	
	2009
	3 095

	
	01.10.2010
	12 569

	Leasing companies 
	2007
	520

	
	2008
	495

	
	2009
	502

	
	01.10.2010
	250


Table 13.1 
	Number of on-site visits 

(2007 - 2010)

	Non-financial Institutions
	Year
	Number of visits

	Dealers in precious metals and precious stones
	2007
	583

	
	2008
	608

	
	2009
	515

	
	01.07.2010
	534

	Casinos  
	2007
	73

	
	2008
	75

	
	2009
	53

	
	2010*
	-

	Real estate agents
	2007
	811

	
	2008
	961

	
	2009
	567

	
	01.10.2010
	341

	Lawyers 
	2007
	4 672

	
	2008
	9 432

	
	2009
	2 813

	
	01.10.2010
	N\A

	Notaries 
	2007
	2 161

	
	2008
	3 763

	
	2009
	1 989

	
	01.10.2010
	N\A

	Auditors 
	2007
	577

	
	2008
	380

	
	2009
	400

	
	01.10.2010
	N\A




*- starting from 01.07.2009 casinos activity is only allowed within the gambling zones. As of October 1, 2010 on the territory of Russian Federation there is only one acting casino in the Southern federal district («Azov-city»). 
Table 14 

	Measures and sanctions applied by BoR (all figures)

(2007 – 01.10.2010)

	
	Year
	Number

	Summary of deficiencies and breaches presented to the management of the institution
	2007
	392

	
	2008
	339

	
	2009
	287

	
	01.10.2010
	181

	Instructions to eliminate identified breaches, identified during an on-site visit within a fixed term
	2007
	344

	
	2008
	229

	
	2009
	196

	
	01.10.2010
	104

	Limit certain operations and restrict opening of new branches
	2007
	327

	
	2008
	252

	
	2009
	162

	
	01.10.2010
	70

	Penalties applied by BoR (only applied to legal persons)


	2007
	252

	
	2008
	170

	
	2009
	122

	
	01.10.2010
	N\A

	Licences revoked
	2007
	44

	
	2008
	7

	
	2009
	10

	
	01.10.2010
	2


Table 15 
	Measures and sanctions applied by FSFM

(2007 – 01.07.2010)

	
	Year
	Securities, investment and pension funds

	Number of orders for breaches of the AML/CFT legislation sent to Rosfinmonitoring
	2007
	71

	
	2008
	70

	
	2009
	64

	
	01.07.2010
	34

	Number of orders on suspension of the licence for breaches of the AML/CFT legislation


	2007
	0

	
	2008
	5

	
	2009
	1

	
	01.07.2010
	0

	Number of orders on annulment of the licence for breaches of the AML/CFT legislation


	2007
	4

	
	2008
	19

	
	2009
	23

	
	01.07.2010
	30


Table 16 
	 Number of sanctions applied by Rosfinmonitoring

(2007 – 01.10.2010)

	
	Number of sanctions
	Officials
	Legal persons

	Financial Institutions
	Credit institutions
	2007
	4
	N\A
	N\A

	
	
	2008
	6
	5
	1

	
	
	2009
	4
	1
	3

	
	
	01.10.2010
	7
	2
	5

	
	Securities markets (including investment and pension funds)


	2007
	5
	2
	3

	
	
	2008
	15
	5
	10

	
	
	2009
	64
	28
	36

	
	
	01.10.2010
	20
	8
	12

	
	Insurance sector
	2007
	5
	2
	3

	
	
	2008
	11
	4
	7

	
	
	2009
	41
	12
	29

	
	
	01.10.2010
	62
	20
	42

	
	Post of Russia
	2007
	8
	7
	1

	
	
	2008
	11
	11
	0

	
	
	2009
	8
	7
	1

	
	
	01.10.2010
	28
	26
	2

	
	Leasing companies
	2007
	295
	118
	177

	
	
	2008
	265
	86
	179

	
	
	2009
	321
	113
	208

	
	
	01.10.2010
	260
	116
	144

	Non-financial Institutions
	Casinos 
	2007
	50
	23
	27

	
	
	2008
	22
	9
	13

	
	
	2009
	43
	26
	17

	
	
	01.10.2010
	-
	-
	-

	
	Real estate agents


	2007
	400
	190
	210

	
	
	2008
	529
	315
	214

	
	
	2009
	307
	168
	139

	
	
	01.10.2010
	325
	184
	141

	
	Dealers in precious metals and precious stones
	2007
	206
	101
	105

	
	
	2008
	283
	141
	142

	
	
	2009
	310
	167
	143

	
	
	01.10.2010
	393
	233
	160
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